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Abstract

Nowadays risk management is pervasive, concerns any sector in industry, and any discipline such as
quality management, project management, service management and information security management.
As in any type of organization, risk management omnipresence is very true in IT companies with the
growing complexity of applications, devices, and interconnected networks. Market is demanding more
and more certifications for companies to demonstrate how they can satisfy their customers, including an
efficient and effective risk management approach. The International Organization for Standardization
(ISO) proposes management system standards (MSSs), with the most popular one: 1ISO 9001, and in the IT
domain ISO/IEC 20000-1 for IT service management system and ISO/IEC 27001 for information security
management system. With also a process-based approach and risk-based thinking, the I1SO 21500
standard tackles project management. These four ISO standards are of high interest for many practitioners
in IT settings, concerned by the integration of process-based activities, implementing mechanisms for
making the link between IT and non-IT entities of their organization with risk management challenges to
address. IT settings mean IT companies and IT departments, covering both development and operations
sides, with project and non-project based activities.

In order to improve and integrate risk management in IT settings with ISO standards as the basis
representing international consensus of practices, the following main research question is targeted: “How
to improve risk management processes in IT settings from an integrated and management system
perspective in multiple I1SO standards?”. Previous studies have reported integration perspectives at the
ISO level and within best practices frameworks with harmonization effort on the concepts of these
multiple frameworks (including risk management aspects), mainly in the software engineering and the
software process improvement communities. It is more a topic of interest for integrating management
systems, in particular with quality management, environmental management and health and safety
domains for cost reductions, efficiency, effectiveness, and market positioning reasons. In literature,
diverse frameworks and approaches to support integrated risk management have been developed, but
none of them proposes a unified path. In the IT domain, software engineering plays a significant part but
risk management is not addressed from a specific way. From a process performance perspective, several
initiatives have proposed capability and maturity models (C& MM), with quite heterogeneous approaches.
In this context, this research intends to explore risk management in IT settings from the angle of the
following 1SO standards: 1ISO 31000, the international reference in risk management, ISO Annex SL (high
level structure for MSSs), 1ISO 9001, ISO 21500, ISO/IEC 20000-1 and ISO/IEC 27001 (as well as ISO/IEC
27005 on information security risk management for complementary inputs). Relevant standards with risk
management processes in process assessment models have been studied, as they propose a risk
management process description. Among these various processes, the risk management process, as
addressed in the ISO 31000 standard, is very general. There is little difference between these processes
generally describing a single risk management process, without detailed descriptions for various aspects
of risk management (risk assessment as the overall process of risk identification, risk analysis and risk
evaluation, and risk treatment). Some closely related works have been performed in the medical IT
networks domain, but in the first place, they did not address the management system perspective; in
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order to facilitate risk management process improvement, they finally adopted the same approach as this
research work. For being up to date, a constant alignment with the latest version of each selected
standard was performed during this PhD research, as well as a selection of the most appropriate risk
management terminology over ISO standards.

This research is based on Design Science principles for creating artefacts in IT settings. A set of six
activities was followed for creating a process reference model (PRM) and a process assessment model
(PAM) for integrated risk management processes in IT settings (IRMIS) based on ISO standards, with
iterations and interactions for improving the proposed solution related to the problem to be solved. First,
in terms of problem identification and motivation, practitioners face manifold problems in industry
regarding risk management improvement in the context of ISO standards in IT settings. For defining the
objectives of the solution, ISO standards provide the material with requirements and guidance for defining
a PRM and a PAM as well as expert knowledge in risk management. For designing and developing the
artefacts, a nine-steps validated Transformation process is applied as a systematic approach. For
demonstrating the problem solving, a first loop of validation has been performed with process, project
and risk management experts; then evaluation of the IRMIS PRM and PAM has been performed with an
evaluation grid supplemented by the analysis of each process, whether via reusing existing process
descriptions from ISO committees or via the analysis of scientific experts via publication peer reviews.
Finally, communication comprises scientific and professional events with publications, and a particular
attention paid to the ISO community with the promotion of the IRMIS PRM and PAM in dedicated
technical committees.

The research contribution consists in three main lines. The first one deals with identifying risk
management activities throughout various selected I1SO standards targeting management systems. It
consists in the mapping of ISO 31000 with the following ISO selected standards: ISO Annex SL, ISO 9001,
ISO 21500, ISO/IEC 20000-1 and ISO/IEC 27001 and ISO/IEC 27005. The second research line deals with
driving integration for risk management activities in IT settings with the elicitation of management
systems dedicated processes, and risk management specific processes. Terminology tables show the
selected definitions applied to this research. Elementary statements are identified from ISO 31000. And
finally requirement trees enable the identification of processes. The third research line deals with
improving risk management processes throughout the IRMIS PRM and PAM enabling process assessment.
For reaching this result, the Transformation process is applied to 1ISO 31000 and selected standards in
order to fully develop the IRMIS PRM and PAM, with the help of goal trees for identified processes. The
IRMIS PRM and PAM constitute the final outcome for an integrated risk management improvement
framework in IT settings based on ISO standards.
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Resumen

En la actualidad, la gestion de riesgos afecta a cualquier sector de la industria y a cualquier disciplina,
como la gestidén de calidad, la gestidn de proyectos, la gestion de servicios y la gestion de la seguridad de
la informacion. De la misma manera que en cualquier tipo de organizacidn, la gestion de riesgos se hace
muy patente en empresas de Tecnologias de la Informacidn (TI) debido a la creciente complejidad de las
aplicaciones, de los dispositivos y de las redes de comunicaciones. El mercado demanda, cada vez mas,
certificaciones para que las empresas puedan demostrar cémo satisfacen a sus clientes, incluyendo un
enfoque de gestion de riesgos eficiente y eficaz. La Organizacion Internacional para la Estandarizacion
(ISO) propone Estandares de Sistemas de Gestion (ESG), siendo el mas popular la norma I1SO 9001 y, en el
dominio de las T, por una parte, la norma ISO/IEC 20000-1 para el sistema de gestidn de servicios de Tl y,
por otra, la norma ISO/IEC 27001 para el sistema de gestion de seguridad de la informacién. Con un
enfoque basado en procesos y un pensamiento basado en el riesgo, la norma ISO 21500 aborda la gestion
de proyectos. Estos cuatro estandares ISO antes mencionados, son de gran interés para muchos
profesionales que trabajan en entornos de Tl y que estan preocupados por la integracion de las actividades
basadas en procesos, implementando mecanismos para establecer vinculos entre departamentos (tanto
de Tl como otros) con retos de gestion de riesgos por abordar. Por entornos de Tl se deben entender
empresas de Tl y departamentos de Tl, que abarcan tanto desarrollo como operaciones, con actividades
basadas en proyectos y no basadas en ellos.

Tomando los estandares ISO como consenso internacional de buenas practicas y con el objetivo
de mejorar e integrar la gestion de riesgos en entornos de Tl, se plantea la siguiente pregunta principal de
la investigacion: "¢Como mejorar los procesos de gestion de riesgos en entornos de Tl desde una
perspectiva integrada y de sistemas de gestion en multiples estdndares ISO?". Algunos estudios previos
han mostrado ciertas perspectivas de integraciéon a nivel de estandares ISO y en marcos de mejores
practicas, realizando esfuerzos de armonizacién de los conceptos de estos multiples marcos (incluyendo
aspectos de gestidn de riesgos). Estos estudios han sido realizados principalmente en las comunidades de
ingenieria del software y en las de mejora de procesos de software. Existe un interés por integrar sistemas
de gestidn, en particular, de aquellos relacionados con la gestion de la calidad, la gestion ambiental y los
ambitos de la salud y de la seguridad, por razones de reduccién de costes, eficiencia, eficacia y
posicionamiento en el mercado. Existen investigaciones que han desarrollado diversos marcos y enfoques
para facilitar la gestidn integrada de riesgos, pero ninguna de ellas propone un camino unificado. En el
ambito de las Tl, la ingenieria de software desempefia un papel importante, pero la gestion de riesgos no
se aborda de un modo especifico. Desde la perspectiva del rendimiento de los procesos, han surgido
diversas iniciativas que han propuesto modelos de capacidad o/y de madurez con enfoques bastante
heterogéneos. En este contexto, esta investigacion pretende explorar la gestidon de riesgos en entornos
de Tl desde el dngulo de los siguientes estandares I1SO: ISO 31000, referencia internacional en gestién de
riesgos, 1ISO Annex SL (estructura de alto nivel para los ESG), 1ISO 9001, I1SO 21500, ISO/IEC 20000-1 e
ISO/IEC 27001 (asi como también ISO/IEC 27005 para entradas complementarias en gestidn de riesgos de
seguridad de la informacion). Se han analizado los estdndares mas relevantes con procesos de gestion de
riesgos en modelos de evaluacion de procesos, ya que proponen una descripcion de los procesos de
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gestiodn de riesgos. El proceso de gestidn de riesgos, tal y como se aborda en la norma ISO 31000, es muy
general. Hay poca diferencia entre los procesos de gestion de riesgos definidos en las normas anteriores
y que, generalmente, mencionan un solo proceso de gestion de riesgos, sin descripciones detalladas sobre
los diferentes aspectos de la gestion de riesgos: identificacidn, analisis, evaluacion y tratamiento de los
riesgos. Se han llevado a cabo algunos trabajos estrechamente relacionados con el ambito de las Tl en el
sector médico, pero no abordaron la perspectiva del sistema de gestion; para facilitar la mejora del
proceso de gestion de riesgos, adoptaron el mismo enfoque que el utilizado en este trabajo de
investigacion. Durante esta investigacion, se ha trabajado siempre con la Ultima version de cada estandar
seleccionado, y se ha realizado una seleccion de la terminologia mas apropiada relacionada con la gestion
de riesgos existente en los estandares ISO.

Esta investigacion se basa en los principios de Design Science para crear artefactos en entornos
de TI. Se ha seguido un conjunto de seis actividades para crear un modelo de referencia de procesos
(Process Reference Model, PRM) y un modelo de evaluacién de procesos (Process Assessment Model,
PAM) para procesos integrados de gestion de riesgos basados en estandares I1SO (Integrated Risk
Management processes in IT settings, IRMIS, based on ISO Standards,), con iteraciones e interacciones
para mejorar la soluciéon propuesta relacionada con el problema a ser resuelto. En primer lugar, en
términos de identificacion del problema y de motivacion, los profesionales se enfrentan a multiples retos
en la industria con respecto a la mejora de la gestidn de riesgos en el contexto de los estandares ISO en
entornos de TI. Para definir los objetivos de la solucidn, los estdandares I1SO proporcionan el material con
los requisitos y la orientacion para definir un PRM y un PAM, asi como conocimiento experto en la gestién
de riesgos. Para disefiar y desarrollar los artefactos, se ha aplicado como enfoque sistemdtico un Proceso
de Transformacidn de nueve fases. Para demostrar la resolucién del problema, se ha realizado un primer
ciclo de validacién con expertos en gestién de procesos, de proyectos y de riesgos. La evaluacion del PRM
del y PAM de IRMIS se ha realizado con un formulario de evaluacién, complementado por el analisis de
cada proceso, ya sea mediante la reutilizacién de las descripciones de procesos existentes en comités de
la ISO, o mediante el andlisis de expertos a través de revisiones de publicaciones por pares. Finalmente,
se espera poder llevar a cabo una fase de comunicacion que comprenda eventos con cientificos y con
profesionales, con publicaciones y con una atencién particular y especial a la comunidad ISO, con la
promocién del PRM y del PAM de IRMIS en comités técnicos especificos.

La contribucién de esta investigacion consiste en tres lineas principales. La primera trata sobre la
identificacion de actividades de gestion de riesgos en varios estandares I1SO seleccionados que definen
sistemas de gestion. Consiste en el mapeo de la norma ISO 31000 con los siguientes estandares 1SO
seleccionados: ISO Annex SL, ISO 9001, ISO 21500, ISO/IEC 20000-1 e ISO/IEC 27001 e ISO/IEC 27005. La
segunda linea de investigacion trata sobre la realizacion de la integracion de las actividades de gestion de
riesgos en entornos de Tl con la obtencién de procesos dedicados de sistemas de gestidon y procesos
especificos de gestidon de riesgos. Las tablas de terminologia muestran las definiciones que han sido
aplicadas durante esta investigacion. Las “Declaraciones elementales” han sido identificadas a partir de la
norma ISO 31000. Y, finalmente, los “Arboles de declaracién” han permitido la identificacién de procesos.
La tercera linea de investigacidn trata sobre la mejora de los procesos de gestidn de riesgos, del PRM de
IRMIS y de su PAM para la evaluacién de procesos. Para alcanzar este resultado, se ha aplicado el Proceso
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de Transformacion a la norma ISO 31000 y a los otros estandares seleccionados, para poder desarrollar el
PRM y el PAM de IRMIS, con la ayuda de “Arboles de objetivos” para los procesos identificados. El PRM y
el PAM de IRMIS constituyen el resultado final de un marco integrado de mejora de la gestién de riesgos
en entornos de Tl basados en estandares 1SO.
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Resum

En I'actualitat, la gestid de riscs afecta qualsevol sector de la indUstria i a qualsevol disciplina, com la gestid
de qualitat, la gestidé de projectes, la gestio de serveis i la gestié de la seguretat de la informacié. De la
mateixa manera que en qualsevol tipus d'organitzacio, la gestid de riscs es fa molt patent en empreses de
Tecnologies de la Informacié (Tl) a causa de la creixent complexitat de les aplicacions, dels dispositius i de
les xarxes de comunicacions. El mercat demanda, cada vegada més, certificacions perque les empreses
puguin demostrar com satisfan als seus clients, incloent un enfocament de gestié de riscs eficient i eficag.
L'Organitzacio Internacional per a I'Estandarditzacid (ISO) proposa Estandards de Sistemes de Gestid
(ESG), sent el més popular la norma I1SO 9001 i, en el domini de les Tl, d'una banda, la norma ISO/IEC
20000-1 per al sistema de gestid de serveis de Tl i, per I'altra, la norma ISO/IEC 27001 per al sistema de
gestid de seguretat de la informacid. Amb un enfocament basat en processos i un pensament basat en el
risc, la norma ISO 21500 aborda la gestid de projectes. Aquests quatre estandards ISO abans esmentats,
son de gran interes per a molts professionals que treballen en entorns de Tl i que estan preocupats per la
integracio de les activitats basades en processos, implementant mecanismes per establir vincles entre
departaments (tant de Tl com altres) amb reptes de gestié de riscs per abordar. Per entorns de Tl s'han
d'entendre empreses de Tl i departaments de Tl, que abasten tant desenvolupament com operacions,
amb activitats basades en projectes i no basades en ells.

Prenent els estandards ISO com a consens internacional de bones practiques i amb |'objectiu de
millorar i integrar la gestid de riscs en entorns de Tl, es planteja la seglient pregunta principal de la
investigacio: "Com millorar els processos de gestio de riscs en entorns de Tl des d'una perspectiva integrada
i de sistemes de gestio en multiples estandards 1SO?". Alguns estudis previs han mostrat certes
perspectives d'integracié a nivell d'estandards ISO i en marcs de millors practiques, realitzant esforgos
d'harmonitzacioé dels conceptes d'aquests multiples marcs (incloent aspectes de gestid de riscs). Aquests
estudis han estat realitzats principalment en les comunitats d'enginyeria del software i en les de millora
de processos de software. Hi ha un interés per integrar sistemes de gestié, en particular, d'aquells
relacionats amb la gestid de la qualitat, la gestié ambiental i els ambits de la salut i de la seguretat, per
raons de reduccid de costos, eficiencia, eficacia i posicionament en el mercat. Existeixen investigacions
que han desenvolupat diversos marcs i enfocaments per facilitar la gestio integrada de riscs, pero cap
d'elles proposa un cami unificat. En I'ambit de les Tl, I'enginyeria del software té un paper important, pero
la gestio de riscs no s'aborda d'una manera especifica. Des de la perspectiva del rendiment dels processos,
han sorgit diverses iniciatives que han proposat models de capacitat o/i de maduresa amb enfocaments
forca heterogenis. En aquest context, aquesta investigacio pretén explorar la gestio de riscs en entorns de
Tl des de I'angle dels seglients estandards 1SO: 1ISO 31000, referencia internacional en gestio de riscs, ISO
Annex SL (estructura d'alt nivell per als ESG), ISO 9001 , ISO 21500, ISO/IEC 20000-1 i ISO/IEC 27001 (aixi
com també ISO/IEC 27005 per a entrades complementaries en gestid de riscs de seguretat de la
informacid). S'han analitzat els estandards més rellevants amb processos de gestié de riscs en models
d'avaluacié de processos, ja que proposen una descripcio dels processos de gestid de riscs. El procés de
gestid de riscs, tal com s'aborda en la norma ISO 31000, és molt general. Hi ha poca diferéncia entre els
processos de gestio de riscs definits en les normes anteriors i que, generalment, esmenten un sol procés
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de gestio de riscs, sense descripcions detallades sobre els diferents aspectes de la gestié de riscs:
identificacid, analisi, avaluacié i tractament de els riscs. S'han dut a terme alguns treballs estretament
relacionats amb I'ambit de les Tl en el sector medic, pero no van abordar la perspectiva del sistema de
gestiod; per facilitar la millora del procés de gestio de riscs, van adoptar el mateix enfocament que |'utilitzat
en aquest treball de recerca. Durant aquesta investigacio, s'ha treballat sempre amb I'Ultima versié de
cada estandard seleccionat, i s'ha fet una seleccié de la terminologia més apropiada relacionada amb la
gestid de riscs existent en els estandards ISO.

Aquesta investigacié es basa en els principis de Design Science per crear artefactes en entorns de
TI. S'ha seguit un conjunt de sis activitats per crear un model de referencia de processos (Process
Reference Model, PRM) i un model d'avaluacié de processos (Process Assessment Model, PAM) per a
processos integrats de gestio de riscs basats en estandards ISO (Integrated Risk Management processes
in IT settings, IRMIS, based on ISO Standards,), amb iteracions i interaccions per millorar la solucid
proposada relacionada amb el problema a ser resolt. En primer lloc, en termes d'identificacio del
problema i de motivacio, els professionals s'enfronten a multiples reptes en la industria pel que fa a la
millora de la gestid de riscs en el context dels estandards ISO en entorns de Tl. Per definir els objectius de
la solucid, els estandards ISO proporcionen el material amb els requisits i I'orientacié per definir un PRM
i un PAM, aixi com coneixement expert en la gestid de riscs. Per dissenyar i desenvolupar els artefactes,
s'ha aplicat com a enfocament sistematic un Procés de Transformacié de nou fases. Per a demostrar la
resolucid del problema, s'ha realitzat un primer cicle de validacid amb experts en gestié de processos, de
projectes i de riscs. L'avaluacio del PRM i del PAM de IRMIS s'ha dut a terme amb un formulari d'avaluacio,
complementat per I'analisi de cada procés, ja sigui mitjancant la reutilitzacié de les descripcions de
processos existents en comités de la I1SO, o mitjancant I'analisi d'experts a través de revisions de
publicacions per parells. Finalment, s'espera poder dur a terme una fase de comunicacié que comprengui
esdeveniments amb cientifics i amb professionals, amb publicacions i amb una atencid particular i especial
a la comunitat ISO, amb la promocié del PRM i del PAM de IRMIS en comités tecnics especifics.

La contribucié d'aquesta investigacio consisteix en tres linies principals. La primera tracta sobre la
identificacié d'activitats de gestid de riscs en diversos estandards ISO seleccionats que defineixen sistemes
de gestid. Consisteix en el mapatge de la norma ISO 31000 amb els seglients estandards ISO seleccionats:
ISO Annex SL, 1ISO 9001, 1SO 21500, ISO/IEC 20000-1 i ISO/IEC 27001 i ISO / IEC 27005. La segona linia
d’investigacié tracta sobre la realitzacid de la integracio de les activitats de gestid de riscs en entorns de
Tl amb I'obtencid de processos dedicats de sistemes de gestid i processos especifics de gestid de riscs. Les
taules de terminologia mostren les definicions que han estat aplicades durant aquesta investigacid. Les
"Declaracions elementals" han estat identificades a partir de la norma I1SO 31000. |, finalment, els "Arbres
de declaracid" han permes la identificacié de processos. La tercera linia de recerca tracta sobre la millora
dels processos de gestid de riscs, del PRM de IRMIS i del seu PAM per a l'avaluacio de processos. Per assolir
aquest resultat, s'ha aplicat el Procés de Transformacié a la norma ISO 31000 i als altres estandards
seleccionats, per poder desenvolupar el PRM i el PAM de IRMIS, amb I'ajuda d’"Arbres d'objectius" per als
processos identificats. EIl PRM i el PAM de IRMIS constitueixen el resultat final d'un marc integrat de
millora de la gestio de riscs en entorns de Tl basats en estandards ISO.
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1. Introduction

This thesis is being submitted to the Universitat de les Illes Balears to satisfy the requirements for a
Doctoral Thesis in the Doctoral Programme of Information and Communication Technology. It is entitled
“Integrated Risk Management Process Improvement Framework in IT Settings based on I1SO Standards”.
It is a compendium of articles for the research contribution.

This chapter is divided into four parts. First, history and background are explained: a process
assessment framework named TIPA is described as the foundations of this PhD thesis, as well as the
standardization background. Secondly, the motivation of the work is presented, followed by the research
objectives, and finally the research contributions with the articulation of the PhD thesis.

1.1 History and background

1.1.1 The TIPA® Framework

This PhD thesis has foundations resulting from many years of applied research in the domain of process
assessment and improvement. This long term applied research sets the ground of this PhD thesis: a
process assessment framework has been developed in the Luxembourg Institute of Science and
Technology (LIST, previously known as Public Research Centre Henri Tudor) in Luxembourg; the author of
this PhD thesis has been at the origin of this framework and has been leading a team on these topics since
2003. This framework has been branded TIPA® (TIPA is a registered trademark). It has been designed and
populated with various artefacts since 2002. There was an initial founding paper for stating the problem
to be solved, collected from empirical evidence in companies [1]. Back in 2002, it was reported that many
process assessments were carried out for “software processes by making use of IEC/ISO 15504”[2]; it was
noticed several times that in IT organizations covering both software developments and IT operations,
“assessed organizations were also using ITIL” (Information Technology (IT) Infrastructure Library [3] in the
IT Service Management (ITSM) domain), ITIL being the de facto standard for ITSM. Beyond the comparison
that can be made between both standards, it has been a precious experience to analyse and collect
information coming directly from day-to-day users of the standards.” [1]. Then the following matter was
raised as a subject of research: “Does the combined use of ITIL and IEC/ISO 15504 truly increases
effectiveness and efficiency and can be adapted to the need of flexibility of today’s organizations? ” [1]. In
order to address this research question, a Process Reference Model (PRM) and a Process Assessment
Model (PAM) based on ITIL was developed, fulfilling ISO/IEC 15504 requirements for designing process
models enabling process assessments. From this initial problem statement, a Design Science approach has
been followed with various iterations. The first ones were performed between 2003 and 2009 as explained
in [4]: “TIPA, was designed as a solution to reduce the cost for assessing ITSM processes and for companies
aiming at improving them. This solution was mainly based on a methodological framework (process
models; assessment methodology and associated tools such as questionnaires, templates and case study
examples; training courses for assessors) enabling the assessment of ITSM processes.”



In this process assessment and improvement applied research context, some works were
particularly targeting the engineering of process models. As stated in [4], the purpose was “to design and
manage an ISO/IEC 15504 compliant process model (validation and traceability) fulfilling the stakeholders’
requirements and needs, and to provide a knowledge base supporting uses of the model... By using a
rigorous and systematic approach for developing PRMs and PAMs, it provides a very structured and trusted
basis for process improvement. Then it can be valuable inputs for combining process modeling and
assessment with the help of a support tool, within an improvement approach contextualized to an
organization... In the context of TIPA, the use of this systematic approach for developing process models
based on ITIL V2 in a first time, and later on ISO/IEC 20000-1 [5] was very useful and helped to gain
structured feedback on the quality of the models. This theoretical feedback is completed by companies
using the TIPA's framework, and by CRP Henri Tudor engineers participating in ISO standardization works.”
In conclusion in [4], the innovation loop was shown. It was in a context of research-action in the Service
Science, with a multi-disciplinary approach. The research centre developed an innovation management
governance model which guided and structured works: it was the case for designing process models and
gaining maturity in this activity. For designing process models (PRMs and PAMs), a Goal-Oriented
Requirements Engineering (GORE) technique was used. Back in 2008, the systematic way used to design
PRMs and PAMs (Transformation process) was documented, with an illustration on the 1SO/IEC 20000-1
PRM/PAM design [6]. These works scientifically grounded a main asset of the TIPA framework: the process
models. Various applications of the Transformation process have been performed and published [7, 8, 9];
these works for designing capability process models have been extended to the notion of organizational
maturity model design in [10, 11]. Thereafter joint works in the domain of Project management with the
design of the Project Management SPICE PRM and PAM [12] were also initiated.

For performing process assessment, a documented process assessment process is required. Then
beyond the process models, the TIPA Framework includes a process assessment method. The TIPA
method was formalized in a published handbook [13]. This is another main asset of the TIPA Framework
as it helped designing the training courses for TIPA Assessors and Lead Assessors course. Moreover the
TIPA for ITIL instance of the TIPA Framework has been transferred to the market as a commercial partner
is selling the TIPA for ITIL training courses and promoting its use with the help of a Toolbox provided by
LIST.

Extensive works have been performed in the context of the TIPA Framework. The author of this
PhD thesis has been involved in all of them. The TIPA Framework gained maturity with publications
relating the developed experience [14, 15]. From a Design Science perspective, more iterations have been
performed and the TIPA Framework has been analysed from this perspective in [16].

As a summary of previous information, the TIPA Framework was initiated with the idea of applying
the requirements and guidance of the ISO/IEC 15504 process assessment standards series to the ITIL® de
facto standard with ITSM best practices. This initiative was targeting end-users and consultants in order
to support them in the ITIL process improvement with a “standard-based, objective, repeatable and
trustful method” [16]. Over time, the TIPA Framework has been applied to various domains and is
composed of a set of artefacts, with a customization to the targeted domain when necessary:



e Process models: Process Reference Models and Process Assessment Models. These PRMs and
PAMs are the result of a transformation [6] from the set of requirements or statements or
practices from a source document (best practices standard, I1SO standard with requirements or
statements of guidance, regulation...) into a set of processes described in terms of purpose and
outcomes (in the PRM) and assessment indicators (associated with a purpose and outcomes
for each process, and providing base practices, work products and resources) for the process
dimension, and a capability measurement framework providing measurable capability levels
(in the PAM);

e Process assessment method: the TIPA process assessment method documents the assessment
process, and uses as inputs the processes documented in the TIPA process models. The method
is documented in the published TIPA handbook [13];

e Toolbox: questionnaires, templates, checklists, rating sheets,... which support each phase of
the TIPA process assessment method;

e Assessor & Lead Assessor training courses and the associate professional certification scheme.

After a second iteration from Design Science perspectives on the TIPA framework [16], the TIPA team
analysed the deployment of the TIPA Framework instantiated to ITIL and transferred to the market. This
incremental innovation provides high quality process descriptions within the process models with a sound
basis for assessing and improving practices. Nevertheless the “uniqueness of the ITIL-based proposed
solution and the qualities of the TIPA for ITIL services for assessing and improving ITSM processes have to
be strengthened.” [16]. Future works and perspectives in IT service quality were considered. Actually the
TIPA Framework has been expanded and additional components were planned. A Software-as-a-Service
tool development has been initiated in order to support the TIPA Framework (to embed process models
and support the TIPA method and toolbox, to gain time and reduce costs, to improve assessability,
effectiveness and efficiency of process assessments). From a TIPA Factory perspective, additional process
models were developed (whether developed by LIST or by others such as in ISO) and populate the process
model library; more connections and interoperability between models can be operated.

In this overall TIPA Framework context, an Integrated Risk Management process model was foreseen.
It can be the opportunity to provide an integrated process view from a governance, risk management and
compliance (GRC) perspective for quality, project, IT services and information security management
aspects.

1.1.2 Standardization background

In LIST, the author has been studying and using the ISO standard on Process Assessment (ISO/IEC 15504
series, and its revision within the ISO/IEC 330xx series) since the mid-nineties for assessing Software
Engineering (SE) processes in the first place. The author and other LIST experts have participated to Trial
phases of the standard implementation at the end of the nineties; they joined the standardization
community at the beginning of the years 2000 for push/pull actions and taking maximum benefits for
innovation and competitive advantage in companies. They were fast in understanding the interest of



applying the generic framework for process assessment to other fields of activity than SE, such as IT
Service Management, but also for non IT domains: Knowledge Management, Operational Risk
Management (ORM), Know Your Customer/Anti-Money Laundering, and Accreditation.

For more than 15 years, the author of this PhD thesis has been very actively involved in
standardization activities in 1SO, in Sub-Committees (SC) such as ISO/IEC JTC1 SC7 (Software and Systems
Engineering) and ISO/IEC JTC1 SC40 (IT Service Management and IT Governance).

As stated by 1SO in [17], ISO/IEC JTC1 “SC7 delivers standards in the area of software and systems
engineering that meet market and professional requirements. These standards cover the processes,
supporting tools and supporting technologies for the engineering of software products and systems. [...]
SC7, whose scope is Software and Systems Engineering, can thus be described as a horizontal committee
who produces generic standards that are technology agnostics and independent of the application
domain. These standards are principally focused on process models and good practices (Methods and
techniques).” In SC7, 17 working groups (WGs) actively develop new standards and maintain/revise
existing standards. As previously mentioned, the author has been particularly involved in activities
dedicated to process assessment in WG10.

The author has also been involved in ISO/IEC JTC1 SC40 which deals with IT Service Management and
IT Governance. As stated in [18], SC40 develops “standards, tools, frameworks, best practices and related
documents for IT Service Management and IT Governance, including areas of IT activity such as audit,
digital forensics, governance, risk management, outsourcing, service operations and service maintenance,
but excluding subject matter covered under the scope and existing work programs of JTC 1/SC27 and JTC
1/5C38.” (SC27 covers IT security techniques and SC38 covers Cloud computing and distributed platforms).
There are four active WGs in SC40 and the author has been particularly involved in WG2 dealing with
Maintenance and development of ISO/IEC 20000 - Information technology - Service management.

So the author has been representing Luxembourg at the international level and positioning
Luxembourg in general and LIST’s works in particular with significant impacts on TIPA results and overall
TIPA-related networks. At the beginning of 2014, the author became President of the ISO/IEC JTC1 SC40
for the national technical mirror committee, after having been the SC7 Luxembourg President for nine
years. The author was editor of the ISO/IEC 20000-4 standard (published in 2010) for an ITSM Process
Reference Model. In 2014, the author received the Luxembourg standardization delegate award from the
national standardization body ILNAS (Institut Luxembourgeois de la Normalisation, de |I’Accréditation, de
la Sécurité et qualité des produits et services).

1.2 Motivation of work

Governance, Risk management and Compliance activities are key challenges in organizations. With the
era of digitalisation, the governance of digital transformations is a critical topic, with many instruments
and ways of maintaining operations with an adequate organization and in a growing regulation landscape.
IT is more than ever present, for business matters within companies, between interconnected companies
and/or private individuals, for cloud computing solutions, Internet of Things, connected and mobile



devices and many more Internet usages. IT has then become pervasive and essential for any business. Risk
management is part of these key challenges and is related to a multitude of domains, for IT and non-IT
concerns. In IT settings, many activities are strongly related to risk management: project management,
information security and ITSM to quote the main domains. Risk is defined in [19] as “effect of uncertainty
on objectives” and a Note to this definition mentions that “Objectives can have different aspects (such as
financial, health and safety, and environmental goals) and can apply at different levels (such as strategic,
organization-wide, project, product and process)”. Because of its indispensable nature, risk management
has also become vital. In all domains, risk management activities must be under control. It can be for
dedicated risk management purposes or from a broader perspective in management systems (a
management system is defined by ISO [20] as a “set of interrelated or interacting elements of an
organization ... to establish policies ... and objectives ... and processes ... to achieve those objectives”; Note
1 to this definition mentions that “A management system can address a single discipline or several
disciplines”.

Depending on their strategic goals, competitive advantage on the market, regulation and compliance
constraints, IT companies or IT departments may need to be certified regarding management system
standards (MSSs) such as the ISO/IEC 27001 [21] for information security or the ISO/IEC 20000-1 [5] for
ITSM. They may also need to integrate these IT related standards with more general ones such as the ISO
9001 [22] for quality management system (QMS). This situation is more and more frequent and require
integration and interoperability attentions for cost saving, complexity reduction, efficiency and
effectiveness. This is particularly true for risk management which is central in IT organizations with
integrated management systems and risk-based thinking.

Process performance is one of many ways of governance, with process improvement to enhance
practices. To rely on processes is essential for companies. Capability and Maturity Models (C&MM)
support process improvement with process assessment facilities. They provide a guide and a structure for
a process improvement roadmap. There are plethora of process models for various business domains and
sectors. At the I1SO and on the market, there are several published Process Reference Models (PRM) and
Process Assessment Models (PAM) in different kinds of domains [23, 24, 25, 26]; these various initiatives
are based on the I1SO Process assessment standard series concepts [2, 27]; they rely on a very structured
and systematic approach for process assessment and guided process improvement.

International standards represent international consensus, provide an open access to structured
technical domains as well as voluntary positioning towards certifications, and contribute to companies’
benefits. ISO definition of standard is as follows: “Document, established by consensus and approved by a
recognized body, that provides, for common and repeated use, rules, guidelines or characteristics for
activities or their results, aimed at the achievement of the optimum degree of order in a given context.”
AFNOR, the French National Body for Standardization, has published a survey showing the benefits of
standardization for the economy, with visible benefits on companies’ results [28]. The ISO continuously
promotes standardization benefits [29] and MSSs [30]. Every year, ISO performs a survey [31] of
certifications to MSSs. The 2017 results show again that ISO 9001 is the leader of management system
certification standards. This survey also indicates an increase of the certifications related to ISO/IEC 27001,
and more recently 1ISO 22301 (Business continuity management systems). In 2015, ISO added a “new”



management system standard: ISO/IEC 20000-1 (Service management system requirements), after
recommendations from international accreditation and certification experts that are consulted annually.
Despite the fact that ITIL [3] remains the de facto standard in ITSM, ISO/IEC 20000-1 is still of interest for
its alignment in intent and structure as a management system, for being closely related to ITIL processes,
and a relative impact on the market [32]. Regarding Project management, we can quote that ISO 21500
(Guidance on Project management [33]) provides a globally accepted guideline in Project management. It
identifies recommended generic project management processes. Even if they do not depict a
management system targeting certification, process groups of ISO 21500 are based on the Plan-Do-Check-
Act (PDCA) cycle for continuous improvement. The next evolutions could lead to an update transforming
guidance into requirements and succeeding in a certification standard. So in intent and with a process-
based approach, 1SO 21500, ISO/IEC 27001 and ISO/IEC 20000-1 are closely related to the famous 1SO
9001 standard for QMSs. These four ISO standards are of high interest for many practitioners in IT settings,
interested by the integration of process-based activities, implementing mechanisms for making the link
between IT and non-IT entities of their organization with risk management challenges to address. By IT
settings, the author mean IT companies and IT departments, covering both development and operations
sides, with projects and non-projects based activities. These IT-related and non-IT standards are significant
for many companies and were reported back to the author by practitioners. Addressing risk management
in some market-significant ISO standards from integration and improvement perspectives in IT
organizations appeared as key challenges. The author made the assumption that an integrated risk
management approach for IT Organizations will benefit organizations by being based on ISO standards
which represent international consensus. This assumption is supported by market demand for ISO 9001,
ISO/IEC 27001 and ISO 20000-1 as popular standards for certification of management systems, completed
by ISO 21500 because project management is always a critical process in IT organizations. As ISO 31000
[34] is the ISO international reference for Risk management, this standard is providing an Ariane’s thread
for these research works, as explained in the State-of-the-Art (see chapter 0). So these standards are the
ground material of the research. This PhD thesis is aiming at exploring key challenges and at
demonstrating how research objectives (next paragraph) can be fulfilled with research contributions
(structured and explained in paragraph 1.4).

1.3 Research objectives

With the previously described context, background and motivation, the overall objective of this research
is to propose means to improve risk management processes in IT organizations, with a structured,
integrated, interoperable, assessable, effective and efficient way, based on ISO standards.

In this context, the main research question is:

how to improve risk management processes in IT settings from an integrated and management system
perspective in multiple 1SO standards?

Several sub-questions are investigated with their respective research objective:



o RQ1: How to identify risk management activities throughout various selected ISO standards
targeting management systems?
=  ROI1:toinvestigate and compare risk management activities throughout selected ISO
standards targeting management systems
o RQ2: How to drive integration for risk management activities in IT settings?
=  RO2: to show that a centralized and management system approach based on
processes contributes to integration in a process-centric risk management mindset in
IT settings.
o RQ3: How to improve risk management processes?
= RO3:to propose means to improve Risk management processes in IT settings, with a
structured, integrated, interoperable, assessable, effective and efficient way (these
criteria guide our applied research).

The intended outcomes of this research are represented by two main artefacts according to a Design
Science approach which supports the research approach:

o Integrated Risk Management in IT Settings (IRMIS) Process Reference Model (PRM) & Process
Assessment Model (PAM)

and by a set of intermediary artefacts that are necessary for the design of the two main artefacts:

o Mapping of ISO 31000 with ISO selected standards

Terminology tables showing the selected definitions applied in this PhD thesis

o Transformation process applied to ISO 31000 and selected standards for designing the IRMIS
PRM and PAM

o Elementary statements identified from 1ISO 31000

o Requirement trees and Goal trees for identified processes
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The research contributions architecture with the combination of main and intermediary artefacts are
explained in the next paragraph.

1.4 Research contributions

The contributions of this PhD thesis are articulated among the various chapters:

- Chapter 2 presents the State-of-the-Art of the PhD thesis;

- Chapter 3 presents the Research approach according to Design Science;

- Chapter4includes the major publications representing the research contribution of this Compendium
of articles;

- Chapter 5 presents the Discussion and Conclusion of the PhD thesis;

- Chapters 6 to 9 provides some intermediary and major artefacts in annexes;

- finally Chapter 10 lists the references.



Table 1. Articulation of PhD thesis

Main research question: How to improve risk management processes in IT settings
from an integrated and management system perspective in multiple ISO standards?

Research sub-
questions

RQ1. How to identify risk
management activities
throughout various
selected ISO standards
targeting management
systems?

RQ2. How to drive
integration  for  risk
management activities in
IT settings?

RQ3. How to improve risk
management processes?

State-of-the-Art

Overview of targeted 1SO

Harmonization in

Process models, process

PhD thesis

Elementary statements
identified from  ISO
31000

Requirement trees with
identification of
processes

(chapter 2) standards (§ 2.3) Software Engineering assessment and process
and Software Process improvement (§ 2.2.5)
Improvement (§ 2.2.1)
Study of relevant standards
Integrating management | with risk management
systems standards processes in PAMs (§ 2.4)
(§2.2.2)
Integrated risk
management in
literature (§ 2.2.3)
Risk management in IT
and software contexts (§
2.2.4)
ISO standards
terminology for risk
management (§ 2.5)
Artefacts Mapping of ISO 31000 with | Terminology tables | Transformation process
developed / ISO selected standards (in | showing the selected | applied to ISO 31000 and
obtained paper C1) definitions applied in this | selected standards

Goal trees for identified
processes

IRMIS PRM & PAM




Main Research
Contributions:

Papers* (chapter
4)

Paper C1

Papers C2 & C3

Papers C2 & C3

Other papers*:

- published
during the PhD
period

- related to the
PhD thesis

Papers C4, C5 & C8

Paper C7

Papers C6, C9 & C10

*: All papers with ID “Cn” are referenced in the “List of Manuscripts”, page vii.




10



2. State-of-the-Art

Various facets of integrated risk management, management systems, significant ISO standards in IT
settings, have been investigated in the next four paragraphs in order to address research questions. These
four paragraphs are covering the following aspects:

- Integration perspectivesin 2.1;

- Overview of ISO standards in 2.2;

- Study of relevant standards with Risk management process(es) in PAMs in 2.3;
- ISO standards terminology for risk management in 2.4.

2.1 Integration perspectives

In order to investigate integration perspectives, a first exploration tackles harmonization in SE and SPI.
Then the ways to integrate management systems standards are examined before studying integrated
risk management in literature. Risk management in IT and software contents is also studied, as well as
process models, process assessment and process improvement.

2.1.1 Harmonization in Software Engineering and Software Process Improvement

Integrating risk management has been studied from various perspectives in the literature. Many works
have tackled the topic from close concepts points of view: harmonization and integration. In the
Cambridge dictionary, harmonization is defined as follows: “the act of making systems or laws the same
or similar in different companies, countries, etc. so that they can work together more easily”. And
integration is defined as: “the process of combining two or more things into one.”

In the standardisation community, harmonization issues are a very big concern. An initiative in the
Software and systems engineering SC7 in ISO/IEC JTC1 is aiming at proposing an ontology to unify 1ISO SE
standards [35]. Many concepts are tackled, and a metamodel for the management of goals, risks, and
evidences provides an interesting insight on how concepts can be connected [36]. Harmonizing software
development processes is also an important concern and mappings between processes and project
settings have been investigated from the situational factors angle [37]. For the last years, more and more
multi-frameworks analysis have been needed and performed by practitioners and researchers, for
improvement or compliance purposes: optimisation of assessments in an industrial context have been
tackled [38] as well as for the ISO/IEC 29110 with the ITMark certification schema assessing software
processes of software companies [39].

More generally, harmonizing approaches have been proposed for quality frameworks and standards
addressing Software Process Improvement (SPI) practices; we can quote research works with case studies
where 1SO 9001 and Capability Maturity Model Integration for Development (CMMI-DEV) have been
harmonized and supported [40]. Pardo et al. have shown the complexity of using multiple standards and
models and they propose a harmonization environment to address the issues with a process and a set of
methods with an ontology [41] supporting the conceptual elements, and a web tool supporting the overall
framework. A set of standards and models have been considered with case studies with the following
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models which can be relevant in IT settings: ISO 9001, Capability Maturity Model Integration (CMMI),
ISO/IEC 12207 and ISO/IEC 90003, ITIL, Project Management Body of Knowledge (PMBOK) and Control
Objectives for Information and Related Technology (COBIT), ISO/IEC 27001 and ISO/IEC 20000-1. This
research team also proposes a process improvement approach based on multiple models [42, 43].

2.1.2 Integrating management system standards

From the integration perspective, integrating management systems has been a topic of interest in
research and industry for many years now [44, 45]. This has been particularly true for quality
management, environmental management and health and safety domains [31]. It has been more and
more necessary to integrate these systems for cost reductions, efficiency, effectiveness, and market
positioning.

The integration of management systems, in particular from the ISO 9001 perspective, has been
considered in many works. In the IT domain, with the first publication in 2005 of the ISO/IEC 20000-1 and
ISO/IEC 27001, new MSSs appeared on the international scene, respectively for ITSM and Information
Security. The latest ISO survey [31] shows that ISO/IEC 20000-1 and ISO/IEC 27001 remain the flagship
standards in IT organizations. Haufe et al. investigated what processes could be identified for an
information security management system in [46] and propose a process framework based on a set of
agreed upon ISMS processes in existing standards like ISO/IEC 27000 series, COBIT and ITIL. Authors
confirmed in [46] that “a process-oriented view of the ISMS [Information Security Management System]
can help focusing on the operation of an ISMS and improve the efficiency while planning such processes.
By this, as a main finding, the systemic character of the ISMS consisting of processes ... is strengthened”.
The 1SO standard ISO/IEC 27013 [47] also proposes “Guidance on the integrated implementation of
ISO/IEC 27001 and ISO/IEC 20000-1" in order to help organizations implement ISO/IEC 27001 when
ISO/IEC 20000-1 is already implemented or vice versa, implement both ISO/IEC 27001 and ISO/IEC
20000-1 together, or integrate existing management systems based on ISO/IEC 27001 and ISO/IEC
20000-1.

Some integration models and approaches have been tackled [48, 49] with a model proposition for
integrating management systems [50], mainly driven by the ISO 9001 QMS implementation in a large
number of companies.

As MSSs interest increased, 1ISO published in its Directives an annex named “High-level structure (HLS),
identical core text, common terms and core definitions” for MSS [20]. The goal was to standardize the core
content of management systems and to impose the adoption of this structure to all management systems
to the rhythm of their respective revision. The ISO/IEC 27001 standard is from now on aligned with the
HLS since its second revision in 2013 [21]. The ISO 9001 has been upgraded in its last revision of 2015 [22].
The ISO/IEC 20000-1:2011 [5] standard was partially aligned and is aligned in its revised version published
in 2018 [51].

With a management system integration mindset, some R&D works have defined different generic
processes related to the core content requirements of the HLS in a Process Assessment Model, using a
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Transformation process based on Goal-oriented requirements engineering techniques [6, 9]. These works
have been proposed to ISO and were incorporated within PRMs and PAMs for Information Security [52]
and 1SO 9001, and potentially for ISO/IEC 20000-1. The 2018 plenary international meeting for ISO/IEC
JTC1 SC7 WG10 decided to launch the revision of the PRM (ISO/IEC 20000-4 [53]) and the PAM (ISO/IEC
15504-8 [25]) based on ISO/IEC 20000-1.

Among the integrative aspects of management systems, risk management is a particular topic of great
importance and interest for organizations. A lot of research works exist, targeting risk management with
applications in many domains. Thus Risk management plays an important part and is omnipresent in
management systems. From the ISO standards perspective, the ISO 31000 standard on Risk management
[54] is the main reference, with a holistic view on risk management. Furthermore, in many domains there
are dedicated risk management standards: i.e. for Information security, we can quote the ISO/IEC 27005
(Information security risk management) [55]. Several approaches target methodologies for implementing
risk management; we can cite [56] for Risk management in ISO/IEC 27001; we can also mention specific
risks such as cloud computing ones [57]. When related to methodologies, these researches target the
“How to”, and do not concentrate on the “What” which is addressed by processes and then not being
prescriptive when seen from a generic perspective.

Last but not least, IT settings are commonly organized by projects, and have to face projects risks.
From the ISO perspective, the ISO 21500 [33] standard provides guidance for project management:
processes, continual improvement and risk management are important tackled concerns. This standard
has been considered from a PRM and PAM point of view by the author [58, 12] where a process-oriented
organization can benefit from this high value structure for process assessment and process improvement
purposes.

2.1.3 Integrated risk management in literature

In the context of the problematic of integrated management systems, risk management is a critical
cornerstone which has not been addressed specifically from the IT organizations point of view with a
management system and process-based perspective. Integrated risk management addresses risks at very
different levels in the organization, including strategy and tactics, and covering both opportunity and
threat [59].

Diverse frameworks and approaches to support Integrated risk management in IT companies have
been developed. A framework for the assessment and management of risk associated with the software
development process was proposed by Chittister and Haimes [60]. The role of human resource
development and improvement in risk assessment is given special attention. The framework from
Lyytinen et al. [61] synthesizes, refines and extends different approaches to managing software risks. After
exploring the environment of IT in companies and identifying the common threats, Bandyopadhyay et al.
[62] developed a framework with four major components: risk identification, risk analysis, risk-reducing
measures and risk monitoring. Riskit, a method developed by Kontio [63] complements other risk
management approaches by supporting qualitative and structured analysis of risks through a graphical
modeling formalism. Together with the method, Kontio also proposed a risk management improvement
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framework that favors continuous and systematic improvement of the risk management process. Roy [64]
developed the ProRisk Management Framework, which is intended to account for a number of the key
risk management principles needed to manage the software development process. Attention in this
framework is focused on the business domain in which the projectis created, and the operational domain
where the project is actually carried out. The Risk Management Framework from SEI [65] provides a
comprehensive risk management methodology basis for the evaluation and the improvement of a
program’s risk management practice. It can be applied to support the management of different types of
risk, such as software development risk, acquisition program risk, operational risk or information security
risk. In addition, some studies [66] have identified the most useful components from diverse maturity
models in order to guide the achievement of higher organizational maturity and capability levels. This
approach has been used in Risk management maturity models with unification of practices and integrated
multiple views. In the software domain, improvements are proposed in [67] for the Risk management
process of the PAM ISO/IEC 15504-5 [67]. Recently, a development of a Maturity Model for risk
management has been performed [68], based on the ISO 31000 standard version of 2009. The authors
propose an analysis of existing maturity models related to risk management; they selected some inputs
(i.e. in CMMI) for structuring their proposed maturity model based on ISO 31000:2009. This maturity
model addresses directly the ISO 31000 standard but is creating its own framework; it is not meeting
ISO/IEC 330xx requirements for process capability and maturity assessment and does not address this PhD
thesis’ research.

2.1.4 Risk management in IT and software contexts

IT has become crucial in the digital era, and more and more threats are existing. Organizations have to
face risks with appropriate approaches depending on their size. Despite the fact there are numerous risk
management standards, few of them are integrated and adapted to small and medium sizes enterprises.
A research proposes a comprehensive people, process and technology application model for Information
Systems risk management in small/medium enterprises [69]. These research works provide an interesting
operational approach with operational aspects that can help describing best practices in a process model.
From the project management perspective, a recent survey on 1ISO 21500 and PMBOK [70] has shown that
guality management and risk management are the last processes to be considered by project managers.
Risk management needs to be strengthened and adapted so that it is applied to the size and context of
the company and multiple risk management frameworks can be exploited. In addition, Obrand et al. [71]
investigated risk management from a performative perspective and showed how IT risks are addressed in
a narrow sense, then contemporary organizations need to develop adaptive and reflexive capabilities.

In the IT domain, SE plays a significant part where risk management is also considered from various
perspectives: embedded in project management, included in SPI approaches or part of software and/or
system life cycle. The SPI Manifesto [72] “gives expression to state-of-the-art knowledge on SPI” with three
values (people, business, change), further elaborated into ten principles including risk management. Risk
management must be a part of any SPI project and SPI risks must be managed as in any project. For
software and system developments, risk management must be present. There is an ISO standard favoring
risk management in life cycle processes: ISO/IEC/IEEE 16085 [73]: “This document provides a unified
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treatment of the processes and products involved in risk management throughout the life cycle of systems
and software. It provides details for the management of risk in the context of system and software
engineering”. It is aligned with 1ISO 31000 and even if it does not require a management system, it is
compatible with the QMS of I1SO 9001, the service management one of ISO/IEC 20000-1 and the
information security one of ISO/IEC 27001. By doing so, it encourages a process approach with
management system mechanisms. This standard is an inventory of other standards related to process life
cycle and align terminology. But it does not provide a dedicated software view as many principles are
similar to the generic risk management aspects depicted in ISO 31000.

2.1.5 Process models, process assessment and process improvement

In the C&MM landscape, process model engineering has been questioned many times in the literature.
Some studies show some shortcomings in the development of such models [74]. Becker et al. explored
various C&MM [75] and PoppelbuR some design principles for useful maturity models [76]. As the
Capability Maturity Model (CMM) was first developed in the SE community and as the Process Assessment
have its own ISO standard [27] with requirements for developing PRMs and PAMs [77], different process
models were developed in this area. A Brazilian initiative developed a framework for engineering process
models in the software domain [78]. In the same vein, another Austrian initiative developed
methodological support [79]. Several process models for IT and non-IT works have been developed in
Luxembourg, in an R&D initiative encompassing the TIPA Framework [15] with PRMs and PAMs for ITIL
and Operational risks [80].

In the years 2000, maturity models, process assessment and improvement frameworks were very
popular, such as CMMI [81] and ISO/IEC 15504 standards [82]. From a complementary perspective
compared to a management system certification, performance management approaches dealing with
process assessment and process improvement raised. An initiative in the medical device domain has also
proposed a Risk Management Capability Model for the Medical Device Industry [83], based on Medical
Device regulatory requirements and CMMI. PAMs such as the PAM ISO/IEC 15504-8 [25], and the ISO/IEC
27001 Information Security one recently published by ISO [52], provide new methodological approaches
for measurement and continual improvement, contributing to certification preparation and monitoring
of the management system. Recently, a research contribution proposed a maturity model for an
integrated management systems assessment [84]; it enables the comparison of integrated systems
implemented in different companies or contexts.

From a performance assessment perspective, the help of C& MM and assessment approaches has been
demonstrated (with the CMMI and ISO/IEC 15504-33000 series of process models). In 1ISO, development
works have proposed PRMs and PAMs based on MSSs. As previously mentioned, it is the case for
Information security management (ISO/IEC 33072 [52]), and ITSM (ISO/IEC 15504-8 [25]), but also for
quality management based on 1SO 9001 (ISO/IEC 33073 [85]). These three domains are of particular
interest, as they propose from a generic perspective, a common set of processes addressing the
management system mechanisms, as stated in the HLS for management systems. In the medical IT
networks domain incorporating medical devices, some research and standardization works have been
performed. APRM and a PAM have been developed enabling risk management improvement. Healthcare
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Delivery Organisations can assess risk management process capability considering the requirements of
IEC 80000-1 which is the application of risk management to IT-networks [100]. This risk management life
cycle process model provide specific risk management processes in the medical sector. After some
feedback on the barriers preventing the adoption of the standard, a new approach for simplifying the
standard usage has been proposed for its revision. This approach is putting forward the idea of using the
ISO Annex SL providing a HLS for management systems as a means to favour a process approach and
management system mechanisms, reproducing the way introduced by the author in publications (see C1
in Chapter 4).

Harmonization is crucial in organizations with multiple models at their different hierarchical levels.
Having a great diversity of models involves a wide heterogeneity in the structure of the process entities
and quality systems, and also in the organizational terminology [41]. The recent proliferation of language
and terms usage in the software development domain has some implications for assessors and
assessment frameworks, and for the broader community. In order to clarify as much as possible the
language in this research, section 2.4 analyses and settles the terminology that has been used.

2.2 Overview of ISO standards

Considering the gained experience by the author from the various domains, this PhD thesis intends to
explore risk management in IT settings from the angle of the following ISO standards: ISO 31000 as main
theme, and ISO Annex SL, ISO 9001, ISO 21500, ISO/IEC 20000-1, ISO/IEC 27001 as particular views from
an IT setting perspective. Other standards are presented as they are interesting to be considered, such as
the ISO 22301 Societal security - Business continuity management systems — Requirements [86], ISO
90006 Guidelines for the application of ISO 9001:2008 to IT service management and its integration with
ISO/IEC 20000-1:2011 [87], ISO/IEC 12207 Software lifecycle processes [8886] and ISO/IEC 15288 System
lifecycle processes [89] are not considered as they are not directly targeting a PDCA neither a management
system approach. ISO/IEC 27005 is used to complement the ISO/IEC 27001 views.

As previously mentioned, ISO performs every year a survey of certifications to MSSs [31]. For ISO 9001,
there has been 1.058.504 certificates in 2017, 39.501 certificates for ISO/IEC 27001 (increase of 19%
compared to 2016) and 5.5005 for ISO/IEC 20000-1 which was introduced in 2015 in this survey (increase
of 10% compared to 2016).

2.2.1 1SO 31000:2018 Risk management — Principles and guidelines

The 1SO 31000 standard on risk management provides principles and generic guidelines on risk
management. It has become a generic and recognized reference in terms of risk management. This
standard is not for the purpose of certification and does not provide requirements (there are no “SHALL
statements”). It can be used whether for IT or non-IT applications, in public, private, associations or group.
It is not specific to any industry or sector.

ISO 31000 has been revised. Several discussions were going on in the international community
involved inits revision. There was a debate on terminology as the definition of Risk is not perceived equally
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in all countries [90]. In Great Britain, risk is more oriented towards opportunities. In France, it is very
oriented on danger and prevention. In Germany, national regulations prevail on the ISO 31000 application
(stakeholders are more concerned by prevention and security of products and believe there are enough
constraints; general guidelines such as the ones in 1ISO 31000 do not bring them enough value). There is
another debate on the opportunity to transform ISO 31000 in a management system standard. As
previously mentioned, 1ISO 31000 is not a certifying standard. The proposal for introducing the HLS,
common to all MSS, has been rejected. ISO 31000 remains a principles standard, without certification as
a target. 1ISO 31000 has been republished at the beginning of 2018 and the author considers this latest
version for her R&D works, meaning a revision of initial works of this PhD thesis for encompassing changes.
The main changes of this latest version reflect simplification and harmonization of terms and sentences
for a generic risk management perspective, and a few changes in the overall Risk management process,
such as the addition of the Recording and reporting sub-process. The mindset of the standard is open,
without prescriptive elements for a free organization of risk management principles and activities; some
definitions have been removed compared to the previous version, because they are already part of the
ISO Guide 73 [19].

Nevertheless, 1SO 31000 represents a generic standard for risk management. The international
community involved in its revision acknowledges its importance and its positioning regarding its guidelines
and federating purpose. It appears to be complementary compared to various standards applicable to any
sector and company size, such as ISO 9001 and can enable easily the setting up of a management system,
without being prescriptive. Itis also interesting to quote thatin France, a working group in AFNOR (French
standardization body) is developing an operational guide for intermediary, small and medium sized
enterprises because of the need to help companies in understanding and deriving 1ISO 31000 to their
context, whatever risk they encounter [91].

As quoted by Jason Brown at ISO, Chair of technical committee ISO/TC 262 on risk management that
developed the standard: “The revised version of 1SO 31000 focuses on the integration with the
organization and the role of leaders and their responsibility. Risk practitioners are often at the margins of
organizational management and this emphasis will help them demonstrate that risk management is an
integral part of business.”. Regarding the PhD’s research objectives, ISO 31000 is the appropriate standard
candidate for driving the comparison of risk management from a generic perspective in various 1SO
standards, and for being the main reference and Ariane’s thread for risk management.

2.2.2 ISO/IEC Directives Part 1 and Consolidated ISO Supplement — 2018 (9t
edition) - Annex SL: Proposals for Management System Standards — Appendix
2: High level structure

The HLS goal is to standardize the core content of management systems with the same structure. So it can
address any discipline on the same way as appearing in the ISO Annex SL: “In the Identical text proposals,
XXX = an MSS discipline specific qualifier (e.g. energy, road traffic safety, IT security, food safety, societal
security, environment, quality) that needs to be inserted”. To follow the HLS ensures consistency among
various MSSs and enables easier integration. A lot of companies are constrained to put in place several
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management systems for different domains (information security, service management, quality, etc...).
Reducing costs and providing the transversal approach via processes can be fulfilled by integrated and
interoperable management systems. The HLS provides generic requirements to fulfil: risks and
opportunities are among them.

ISO Technical Management Board progressively enforces the use of this HLS to all MSSs, and then
naturally targets risk management on a consistent way. As quoted in the following paragraphs, 1ISO 9001,
ISO/IEC 27001 and ISO/IEC 20000-1 are aligned with the HLS. The HLS is relevant for this PhD thesis works.

2.2.3 1S0O 9001:2015 Quality management systems - Requirements

The flagship standard I1SO 9001 providing requirements for QMSs has been revised and published in
September 2015. This version of ISO 9001 is aligned with the changes that organizations have to face,
focusing more on performance, combining the process approach with risk-based thinking and activating
the Plan-Do-Check-Act cycle at all levels of the organization. This version has been designed for making
easier the integration of several management systems (alignment with HLS). Moreover, it tackles a risk-
based approach: “The concept of risk-based thinking has been implicit in previous editions of this
International Standard including, for example, carrying out preventive action to eliminate potential
nonconformities, analysing any nonconformities that do occur, and taking action to prevent recurrence
that is appropriate for the effects of the nonconformity. To conform to the requirements of this
International Standard, an organization needs to plan and implement actions to address risks and
opportunities. Addressing both risks and opportunities establishes a basis for increasing the effectiveness
of the quality management system, achieving improved results and preventing negative effects.”.

This standard is selected as a relevant standard for the PhD thesis. It is an MSS and follows the HLS.

2.2.4 SO 21500:2012 Guidance on project management

ISO 21500 provides guidance for project management and can be used by any type of organization, for
any type of project, irrespective of complexity, size or duration. This international standard provides high-
level description of concepts and processes that are considered to form good practice in project
management. It identifies the recommended project management processes to be used during a project
as a whole, for individual phases or both. It is admitted than the PMBOK Guide® [92] had a great influence
on the ISO 21500 standard development. In this context, as in PMBOK, risk management in one of the ten
existing subject groups and has processes in planning, implementing and controlling phases of the project
life cycle.

ISO 21500 is currently an informative standard, based on globally accepted good practices. In the
future, according to potential market demands, it could become a normative standard with requirements
and a certification thrown in. When I1SO 21500 was developed, I1ISO 9001 and ISO 31000 were used as
references.

This standard is selected as a relevant standard for the PhD thesis. It is not a MSS but follows the HLS
principles of an MSS with a PDCA approach.
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2.2.5 ISO/IEC 20000-1:2018 Part 1: Service management system requirements

The ISO/IEC 20000-1 is a service management system (SMS) standard. It specifies requirements for the
service provider to plan, establish, implement, operate, monitor, review, maintain and improve an SMS.
The requirements include the design, transition, delivery and improvement of services to fulfil agreed
service requirements.

As the HLS was released in 2012 by I1SO, the published latest version of ISO/IEC 20000-1 (2018) is fully
aligned with the HLS, with requirements related to risk management, coming from the HLS. ISO 31000 is
cited as a reference for generic risk management.

This standard is selected as a relevant standard for the PhD thesis. It is an MSS and follows the HLS.

2.2.6 ISO/IEC 27001:2013 Information security management systems -
Requirements

The ISO/IEC 27001 is part of the 1ISO 27000 family of standards which is aiming at helping organizations
keep information assets secure. ISO/IEC 27001 is the best-known standard in the family providing
requirements for an information security management system (ISMS). An ISMS is a systematic approach
to managing sensitive company information so that it remains secure. It can be applied to small, medium
and large businesses in any sector. It includes people, processes and IT systems by applying a risk
management process. It is aligned with the HLS.

The information security risk assessment and treatment process in ISO/IEC 27001 aligns with the
principles and generic guidelines provided in ISO 31000, as well as establishing the external and internal
context of the organization. ISO/IEC 27005 [55] provides guidelines for information security risk
management and complements ISO/IEC 27001.

This standard is selected as a relevant standard for the PhD thesis. It is an MSS and follows the HLS.

2.2.7 1SO 22301:2013 Societal security - Business continuity management systems
— Requirements

As stated on the ISO web site, “ISO 22301:2012 specifies requirements to plan, establish, implement,
operate, monitor, review, maintain and continually improve a documented management system to protect
against, reduce the likelihood of occurrence, prepare for, respond to, and recover from disruptive incidents
when they arise.”

The requirements specified in ISO 22301are generic and intended to be applicable to all organizations,
or parts thereof, regardless of type, size and nature of the organization. The extent of application of these
requirements depends on the organization's operating environment and complexity. 1ISO 22301 is aligned
with the HLS.

This standard is not selected as a relevant standard for the PhD thesis. It is an MSS and follows the
HLS, but was not particularly demanded by the market for IT settings.
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2.2.8 ISO/IEC 90006:2013 Guidelines for the application of 1ISO 9001:2008 to IT
service management and its integration with ISO/IEC 20000-1:2011
As stated on the I1SO web site: “ISO/IEC TR 90006:2013 provides guidelines for the application of 1SO

9001:2008 to service management for IT services. Examples provided in the guidelines are for service
management of IT services.

Additionally, ISO/IEC TR 90006:2013 provides guidelines for the alignment and integration of a QMS
and SMS in organizations where services are being delivered to internal or external customers. The
guidelines about integration provided can be applicable to a scope including IT services and other non-IT
services as required.”

This guideline standard is aiming at explaining the requirements of ISO 9001 with an application view
related to service management and an integration one towards ISO/IEC 20000-1.

This standard is not selected as a relevant standard for the PhD thesis as it is just providing guidance,
but it can help with interesting insights for those companies wishing to align 1SO 9001 and I1SO/IEC 20000-
1.

2.2.9 ISO/IEC/IEEE 12207:2017 Systems and software engineering — Software life
cycle processes

As stated on the ISO web site: “ISO/IEC/IEEE 12207:2017 also provides processes that can be employed for
defining, controlling, and improving software life cycle processes within an organization or a project.

The processes, activities, and tasks of this document can also be applied during the acquisition of a
system that contains software, either alone or in conjunction with ISO/IEC/IEEE 15288:2015, Systems and
software engineering - System life cycle processes.”

This standard is a very important one in the SE community. It is not selected as a relevant standard
for the PhD thesis as it is just proposing a single risk management process, and is not structured as a
management system.

2.2.10 ISO/IEC/IEEE 15288:2015 Systems and software engineering — System life
cycle processes

As stated on the I1SO web site, “ISO/IEC/IEEE 15288:2015 establishes a common framework of process
descriptions for describing the life cycle of systems created by humans. It defines a set of processes and
associated terminology from an engineering viewpoint. These processes can be applied at any level in the
hierarchy of a system's structure.”

This standard is not selected as a relevant standard for the PhD thesis as it is just proposing a single
risk management process, and is not structured as a management system approach.
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2.3 Study of relevant standards with Risk management process(es) in PAMs

A lot of work has targeted Risk management in various domains. C&MM are amongst them. A recent
paper presenting the LEGO approach (Living EnGineering prOcess: approach to process improvement) to
achieve a meta-model on Risk Management merging various sources, includes a survey on Risk
management C&MM which has shown and compared their respective approaches [93]. They were
different in structure and levels. To ensure integration and consistency, and to align with market demands
and pressures related to certifications, this PhD’s research focuses on PRMs and PAMs fulfilling ISO/IEC
15504/330xx requirements on Process assessment and encompassing management systems principles.
The economic benefits of standards is demonstrated in the industry [94], in particular with 1SO
certifications such as the most popular one: ISO 9001.

The author has studied existing and available PRMs & PAMs related to Risk management in C& MM
context, based on publicly available ISO/IEC 15504/330xx. Table 2 lists these Risk management processes
and their source.

Table 2. List of Risk management processes in existing Process models fulfilling 1ISO/IEC 15504-330xx
requirements for PRM & PAM

Process model Name of the Risk management

related process(es)

ISO/IEC 15504-5:2012 — Part 5: An exemplar software life cycle process assessment
model [67]

MAN.5 Risk management

ISO/IEC 15504-6:2013 — Part 6: An exemplar system life cycle process assessment
model [95]

PRJ.5 Risk management

ISO/IEC 15504-8:2012 — Part 8: An exemplar process assessment model for IT service
management [25]

SMS.6 Risk management

Enterprise SPICE (ISO/IEC 33071:2016 — An integrated process capability assessment
model for Enterprise processes) [96]

GVM.9 Risk management

ISO/IEC 33072:2016 — Process capability assessment model for information security
management [52]

COM.11 Risk and opportunity
management

ISO/IEC 33073:2017 — Process capability assessment model for quality management
(85]

COM.11 Risk management

ISO/IEC 30105-2: 2016 — Information technology — IT Enabled Services-Business
Process Outsourcing (ITES-BPO) lifecycle processes — Part 2: Process assessment
model (PAM) [97]

ENB1 Risk management

Automotive SPICE Process Assessment Model [98]

MAN.5 Risk management

COBIT Process Assessment Model (PAM): Using COBIT 5 [99]

EDMO03 Ensure risk optimisation
APO12 Manage risk
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According to these processes, the risk management process, as addressed by the ISO 31000 standard,
is very general. There is little difference among these processes, where risk identification is performed,
and then analysis and evaluation, from the risk assessment perspective, and finally risk treatment. There
is not much detail in each of these PAM. As illustration in Table 3, extracted from the latest published
standard ISO/IEC 33073 Process Capability Assessment Model for quality management [85], the Risk
management process is described:

Table 3. Extract from ISO/IEC 33073: the Risk management process description

Process ID CcoOM.11

Name Risk management

Purpose The purpose of Risk Management is to identify, analyse, evaluate, treat and monitor
risks.

Outcomes As a result of successful implementation of this process:

1. Risks are identified.

2. Identified risks are analysed.

3. Risks are evaluated against defined criteria.
4. Risks are selected for treatment.

5. Selected risks are treated.

In addition to processes classified in Table 2, some closely related works have been performed in the
medical IT networks domain with a PRM and PAM for improving risk management, in order to allow
Healthcare Delivery Organisations to assess the capability of their risk management processes against the
requirements of IEC 80000-1 (application of risk management to IT-networks incorporating medical
devices) [100]. There are 14 processes for different aspects of the life cycle risk management. In this
process model, there are four processes dedicated to the risk management itself: Medical IT Network Risk
Management, Risk Analysis & Evaluation, Risk Control, and Residual Risk. This approach is targeting the
medical sector with a particular objective of contribution to ISO 80000-1 but with a common overall goal
with our works for improving risk management processes. The author nevertheless addresses
management systems from various selected ISO standards perspectives in an IT Organizations mindset.

Itis also relevant to highlight that there is an important aspect in implementing standards: its version.
Standards are continuously revised, when relevant. There is an official standard lifecycle at I1SO, and once
published, there is a systematic review every five years. As stated on ISO web site, “Systematic Review
provides valuable information on the global relevance of the standard and ensures that the ISO catalogue
is up-to-date. It is also currently the only systematic way for the ISO Central Secretariat to collect
information on the use of I1SO standards and their national adoption”. All along this PhD thesis, the author
checked the versions of standards and decided to consider the latest versions; some reworks have been
performed in order to keep the alignment in mappings and orientations of the PhD work. This enabled to
have updated views and alignment. So with the ISO 31000 as the main driver of the PhD’s work, adopted
the latest version was adopted. The author checked the alignment of clauses between 1SO 31000:2009
and ISO 31000:2018 in Table 4: they are totally aligned with a few adjustments, notably for the
terminology and some concepts which became more generic (i.e. “4.2 Mandate and commitment”
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became “5.2 Leadership and commitment”, “4.3.2 Establishing risk management policy” became “5.3.2
Articulating risk management commitment”, “4.3.3 Accountability” became “5.3.3 Assigning
organizational roles, authorities, responsibilities and accountabilities”, “4.3.5 Resources” became “5.3.4
Allocating resources”, a new clause labelled “5.5 evaluation” appeared, and “5.7 Recording the risk
management process” became “6.7 Recording and reporting”.

Table 4. Mapping of clauses between ISO 31000:2009 and ISO 31000:2018

1SO 31000:2009 1SO 31000:2018
4.2 Mandate and commitment 5.2 Leadership and commitment
431 Understanding of the organization and 5.3.1 | Understanding of the organization and its
its context context
432 Establishing risk management policy 5.3.2 | Articulating risk management commitment
433 Accountability 5.3.3 | Assigning organizational roles, authorities,

responsibilities and accountabilities

43.4 Integration into organizational processes | 5.2.2 | Integrating risk management
435 Resources 5.3.4 | Allocating resources
43.6 Establishing internal communication and | 5.3.5

reporting mechanisms
Establishing communication and consultation

4.3.7 Establishing external communication 5.3.5
and reporting mechanisms

4.4.1 Implementing the framework for 5.4 Implementation
managing risk

5.5 Evaluation (NEW)
4.6 Continual improvement of the 5.6 Improvement
framework
5.1 General 6.1 General
5.2 Communication and consultation 6.2 Communication and consultation
5.3.2 Establishing the external context 6.3.1 | Establishing the context — General
533 Establishing the internal context 6.3.2 | Establishing the context - Defining the purpose
and scope
5.3.4 Establishing the context of the risk 6.3.3 | Establishing the context — Context

management process
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1SO 31000:2009 1SO 31000:2018
5.35 Defining risk criteria 6.3.4 | Defining risk criteria
5.4.2 Risk identification 6.4.2 | Risk identification
5.4.3 Risk analysis 6.4.3 | Risk analysis
54.4 Risk evaluation 6.4.4 | Risk evaluation
5.5.1 General - Risk Treatment 6.5 Risk treatment
5.5.2 Selection of risk treatment options 6.5.2 | Selection of risk treatment options
5.5.3 Preparing and implementing risk 6.5.3 | Preparing and implementing risk treatment
treatment plans plans
5.6 Monitoring and review 6.6 Monitoring and review
5.7 Recording the risk management process | 6.7 Recording and reporting

2.4 I1SO standards terminology for risk management

There are key concepts conveyed by selected standards for the PhD thesis: 1ISO 31000, Annex SL, ISO 9001,
SO 21500, ISO/IEC 20000-1 and ISO/IEC 27001. In addition, there are associated standards which are
dedicated to the concepts and terminology: these are 1ISO Guide 73, 1SO 9000, ISO/IEC 20000-10, ISO/IEC
27000 and ISO/IEC 27005. The author is paying a particular attention to the ones provided by the I1SO
31000 as the main reference, and checking shared used concepts and definitions in ISO Guide 73, Annex
SL, 1SO 9000, 1SO 21500, ISO/IEC 20000-10 and 1SO 27000. Moreover, there are summary tables of main
definitions in chapter 6: this annex provides the definitions of all the discussed terms and show them in
parallel, with the selected definition.

To start with, the author reminds the definition of Risk in ISO 31000 stating it is the “effect of
uncertainty on objectives” (an objective being a result to be achieved). In ISO Annex SL, Risk is defined as
“effect of uncertainty”. 1SO 9000 [101] defines Risk as the “effect of uncertainty on an expected result”.
ISO/IEC 20000-10 [102] and ISO/IEC 27000 [103] have the same definition as ISO 31000. The only
definition proposed by ISO 21500 regarding Risk is “Risk register: record of identified risks”, including
results of analysis and planned responses. The author considers the selected standards are aligned for the
term Risk.

Related to the Risk management terms, most definitions of 1ISO 31000 come from the ISO Guide
73:2009 [19]. Risk management is defined as: “coordinated activities to direct and control an organization
with regard to risk”. The overall Risk management process described in ISO 31000 is part of a context
(whether internal or external) defined in ISO 31000 as the “environment in which the organization seeks
to achieve its objectives”. This notion of context is present in management systems such as 1SO 9001,

24



ISO/IEC 20000-1 and ISO/IEC 27001, driven by the Annex SL dedicated clause on the “context of the
organization”. I1SO 9000 specifically defines the context of the organization as “business environment;
combination of internal and external factors and conditions that can have an effect on an organization’s”.
ISO 21500 proposes a clause on “project environment” stating that “factors outside and inside the
organization boundary may impact the project performance”. The author considers that the selected
standards have a common meaning for the terms Context and Environment, but she favors the term
context which is shared between ISO 31000 and MSSs.

ISO 31000 does not dedicate a definition for the terms Communication and consultation (ISO 31000
states “Best available information” in the foundation principles for managing risks) but ISO Guide 73 does:
“continual and iterative processes that an organization conducts to provide, share or obtain information
and to engage in dialogue with stakeholders regarding the management of risk” . 1SO/IEC 27000 (Overview
and vocabulary) has exactly the same definition. In 1ISO 9000 (Fundamentals and vocabulary),
Communication is not a defined term but is one of the fundamental principles specified as follows:
“Effective communication throughout the organization and relevant interested parties enhances
involvement through better understanding of: the management system and its performance, and
organizational values, objectives and strategies.” In 1SO/IEC 20000-10, there is no definition for
Communication nor for Consultation. The author considers that the relevant definition of Communication
and consultation for the PhD’s works is the one from ISO Guide 73.

Monitoring: “continual checking, supervising, critically observing or determining the status in order to
identify change from the performance level required or expected” and Review: “activity undertaken to
determine the suitability, adequacy and effectiveness of the subject matter to achieve established
objectives” are both definitions in the ISO Guide 73, to be applied in ISO 31000. Annex SL and 1SO 9000
define Monitoring as: “determining the status of a system, a process or an activity”. 1ISO 9000 defines
Review as: “determination of the suitability, adequacy or effectiveness of an object to achieve established
objectives”. 1ISO/IEC 27000 defines Review as in 1ISO 31000. ISO/IEC 20000-10 does not define Review but
defines Monitoring as: “determining the status of a system, a process or an activity”. The author considers
that the selected standards have a common meaning for the terms Monitoring and Review.

Regarding the overall risk management process, the author also precises key concepts which are
defined in the ISO Guide 73 and some of them in ISO 21500 for the following sub-processes of risk
management in both ISO 31000 and I1SO 21500:

e Risk assessment: in ISO Guide 73, it is defined as the “overall process of risk identification, risk
analysis and risk evaluation”.

e Risk identification: in ISO Guide 73, it is defined as the “process of finding, recognizing and
describing risks”; 1SO 21500 states the purpose of Identify risks process is “to determine
potential risk events and their characteristics that, if they occur, may have a positive or negative
impact on the project objectives”.

e Risk analysis: in ISO Guide 73, it is defined as the “process to comprehend the nature of risk and
to determine the level of risk”; ”;
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e Risk evaluation: in ISO Guide 73, it is defined as the “process of comparing the results of risk
analysis with risk criteria to determine whether the risk and/or its magnitude is acceptable or
tolerable”; 1ISO 21500 states the purpose of Assess risks process is “to measure and prioritize
the risks for further action”.

o Risk treatment: in ISO Guide 73, itis defined as the “process to modify risk”.”; 1SO 21500 states
the purpose of Treat risks process is “to develop options and determine actions to enhance
opportunities and reduce threats to project objectives”.

The terminology is not completely aligned between ISO Guide 73, ISO 31000 and ISO 21500 with
differences related to the use of “assess”, “analyse” and “evaluate”, even if the global risk assessment
from the ISO 31000 perspective is similar. The latest version of ISO 31000 intends to propose an
harmonized vocabulary which can be adopted easily in all domains of risks and all standards tackling the
concepts of Risk. It is generally easy to make the correspondence via synonyms. For instance, “residual
risks” is now “remaining risks” in 1ISO 31000; “likelihood” is favored to “probability” because of its broader

sense in English; “consequence” is used rather than “impact”

From a systemic perspective (as embraced in management systems in general), the Risk management
overall process is part of a global framework. Some general definitions related to governance and
management are then of particular interest. It can be quoted that “Leadership and commitment” are
found in ISO 31000, and also in Annex SL and MSS such as 1ISO 9001, ISO/IEC 20000-1 and ISO/IEC 27001,
and “Project Governance and Organization” in 1ISO 21500. These terms are not defined in these standards,
but they have common defined aspects. Another term to be tackled is Stakeholder, defined in 1SO 31000
as “person or organization that can affect, be affected by, or perceive themselves to be affected by a
decision or activity”. It is exactly the same definition in Annex SL, so it is aligned for all selected MSSs. And
ISO 21500 has a concept akin to the project object: “person, group or organization that has interests in,
or can dffect, be affected by, or perceive itself to be affected by, any aspect of the project”. Another aspect
is Risk management policy, no longer defined in ISO 31000 but defined in ISO Guide 73 in the context of
risk management as follows: “statement of the overall intentions and direction of an organization related
to risk management”, and in Annex SL: “intentions and direction of an organization, as formally expressed
by its top management” (so it is aligned for all selected MSSs). And finally Top management, not defined
in 1ISO 31000, but important from the management perspective of any system, dedicated to risk or other;
Annex SL defines it as “person or group of people who directs and controls an organization at the highest
level” (all selected MSSs are aligned with this definition, even if there are slight differences due to the
targeted domain, for instance in ISO/IEC 20000-1 mentioning explicitly “service”). Policy and Top
management terms are not used in ISO 21500.

Documented information is also a common concern, even if not defined specifically in ISO 31000, but
referred to and used from policy and reporting perspectives. The author quotes Annex SL definition:
“information required to be controlled and maintained by an organization and the medium on which it is
contained”. This definition can apply for all selected standards.

Finally, Continual improvement is a concept in the quality loop related to the risk management
framework. These terms are not defined in ISO 31000 neither in the ISO Guide 73 but Continual
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improvement is considered as a key attribute for enhanced risk management in 1ISO 31000. Continual
improvement terms are defined in Annex SL as: “recurring activity to enhance performance”. This
definition can apply for all selected standards.

In addition to Risk management concepts, Management systems ones play an important part from an
integrated risk management perspective. The terms reviewed in this section will be used as reference
points in the rest of this PhD thesis.
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3. Research approach according to Design Science

This research is based on Design Science principles. According to Denning, Design Science is a “problem-
solving paradigm and seeks to create innovations that define the ideas, practices, technical capabilities
and products through which the analysis, design, implementation, management and use of Information
Systems can be effectively and efficiently accomplished” [104]. Design Science aims to “create things
that serve human purposes, and then to create new and innovative artefacts” [105] such as constructs,
models, methods, and instantiations. Each designed artefact is aiming at improving the environment
and the way to measure this improvement is investigated. By applying Design Science principles, the
author aims to guarantee the value chain linking research and technological activities.

Peffers et al. proposes a model describing the Design Science Research (DSR) method with a set of six
activities in a nominal sequence [106]. These activities interact and are iteratively performed.

1 - Problem identification and motivation

2 - Definition of the objectives for a solution
3 - Design and development

4 - Demonstration

5 - Evaluation

6 - Communication

In the context of this PhD, the author has selected Design Science as the research method because of
the aim of creating artefacts to be used in IT settings: a PRM and a PAM for Integrated risk management
processes based on ISO standards, with interactions and iterations for improving the proposed solution
related to the problem to be solved. In the overall context of the TIPA Framework, the creation of the
IRMIS PRM and PAM is similar with the creation of previous process models artefacts and is relevant
compared to other theories for building and testing these artefacts.

Research questions of this PhD thesis are distributed among the activities of this DSR process model.
RQ1 (How to identify risk management activities throughout various selected I1SO standards targeting
management systems?) relates to activity 1: Problem identification and motivation, and to Activity 2:
Definition of the objectives for a solution; RQ2 (How to drive integration for risk management activities in
IT settings?) relates to activity 3: Design and development and activity 4: Demonstration; while RQ3 (How
to improve risk management processes) relates to activity 5: Evaluation.

The next sub-sections detail these activities for the creation of the PRM and PAM artefacts with a
particular emphasis on activity 3 which is the main contribution of this PhD thesis. As proposed in Peffers
et al. [106], several research entry points are possible such as problem-centered initiation for activity 1,
objective-centered solution for activity 2, design and development centered initiation for activity 3, and
client/context initiated for activity 4. In the context of this PhD thesis, the research entry point is problem-
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centered initiation, and corresponds to the activity 1 Problem identification and motivation described in
the next paragraph.

3.1 Problem identification and motivation

DSR activity: This activity aims at defining the specific research problem and justifying the value of a
solution. The problem definition will be used to develop an artefact that can provide a solution. In order
to motivate the value of a solution, this activity includes knowledge of the state of the problem and the
importance of its solution.

IRMIS PRM & PAM project activity: Companies are facing multiple certifications requirements and
regulations which are critical for competitive advantage; Risk management plays a central part in this
multiple frameworks landscape. In this context, business and market constraints have been identified via
industry partners, and via their experience in process assessment and improvement. It has led to the
motivation related to the use of ISO standards which are critical, not only for risk management, but also
for management systems, information security management, IT service management and project
management. The problems practitioners face in industry regarding risk management improvement are
then manifold in the context of ISO standards in IT Organizations. This led to the main research question
as previously mentioned: “how to improve risk management processes in IT settings from an integrated
and management system perspective in multiple ISO standards?”.

3.2 Definition of the objectives for a solution

DSR activity: This activity aims at inferring the objectives of a solution from the problem definition and
knowledge of what is possible and feasible.

IRMIS PRM & PAM project activity: In the PhD’s case, the targeted solution for managing risk and
improving risk management with a process-based approach in IT settings is a PRM & PAM integrating risk
management and based on ISO standards. The objectives for this solution are connected and limited to
ISO standards, and the solution needs a structured, integrated, interoperable, assessable, effective and
efficient way. Then, aligned with the problem to be solved and the available “material” provided by ISO
standards, the selection of ISO standards was based on the choice of management systems and/or PDCA
related relevant standards for the market within IT settings. Based on the state-of-the-art, the selected
standards are: 1ISO 31000 as the main standard and international generic reference for risk management,
and other standards such as the Annex SL for its HLS, 1SO 9001, ISO/IEC 20000-1 and ISO/IEC 27001 for
management system standards, and finally ISO 21500 for its process-orientation as well as PDCA structure.
In terms of PRM and PAM, what is possible and feasible has to be aligned with the requirements of ISO/IEC
33004 (Requirements for process reference, process assessment and maturity models) [77] and to follow
recommendations of the ISO/IEC 24774 (Guidelines for process description) [107]. When needed,
mappings between versions of standards are provided; the latest version of each standard is used.
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3.3 Design and development

DSR activity: This activity aims at creating the artefact(s). These artefacts can be “constructs, models,
methods, or instantiations” or “new properties of technical, social, and/or informational resources”.

IRMIS PRM & PAM project activity: For creating the PRM & PAM, a Transformation process is applied,
based on a GORE technique to provide guidance on how to transform a set of domain requirements into
PRMs and PAMs which are compliant with the requirements of ISO/IEC 33004 and follow ISO/IEC TR 24774
guidance. The Transformation process advocates identifying elementary requirements and organising
these requirements into requirement trees. These requirement trees are then oriented around the
business goals to which they are related to form goal trees. The requirement and goal trees representation
help PRM & PAM developers to visualize and support validation by experts. More details about this
Transformation process can be found in [6]; the Transformation process has been applied successfully in
various contexts and businesses [6, 7, 9, 12, 108]. The Transformation process is composed of nine steps.
These steps are:

1. Identify elementary statements in a collection of requirements.

2. Organise and structure the requirements.

3. Identify common purposes upon those requirements and organise them towards domain goals.

4. Identify and factorise outcomes from the common purposes and attach them to the related goals.
5. Group activities together under a practice and attach it to the related outcomes.

6. Allocate each practice to a specific capability level.

7. Phrase outcomes and process purpose.

8. Phrase the Base Practices attached to the Outcomes.

9. Determine Work Products among the inputs and outputs of the practices.

This Transformation process is used iteratively in order to refine the grouping and process descriptions.
Chapter 0 of the PhD thesis with the main research contribution provides details for each step when
processes of the PRM and PAM are designed [C2, C3]. In the case of these works, the main ISO standard
thread is the ISO 31000: this standard is not a management system one and does not provide
requirements such as “shall” statements, but “should” statements. Each process is defined with the
following characteristics mind-set: integration, assessability, interoperability, completeness, adoption and
applicability. The process list of processes is displayed on Figure 1, and the process descriptions are
available in Chapter 0 (Annex — IRMIS PAM).

31



TOP MANAGEMENT Process

TOP.01 Leadership

COMMON RISK MANAGEMENT
Processes Processes
COM.01 C icati COM.06 Monitoring and review RIS.01 Risk criteria definition
COM.02 Documentation management ggrﬁ:fa'g:m'vggiconfo"m"y RIS.02 Risk identification
COM.03 Human Resource management COM.08 Operational planning RIS.03 Risk analysis
COM.04 Improvement COM.09 Operational RIS.04 Risk evaluation

implementation and control

COM.05 Internal audit COM.10 Performance evaluation RIS.05 Risk treatment

Figure 1: IRMIS PAM proposed list of processes

3.4 Demonstration

DSR activity: This activity aims at demonstrating the use of the artefact to solve one or more instances
of the problem. This can be done via the experimentation of the artefact’s use.

IRMIS PRM & PAM project activity: This activity has been performed with a first loop of validation from
a theoretical perspective with two experts with a practitioner background in process assessment (with
ISO/IEC 15504-330xx expertise), management systems in IT organizations and project management
including risk management. It enabled to show validation of the artefacts with domain expert reviews, in
particular with risk management experts for the specific risk management processes. In a next DSR
iteration, process assessment experimentations are expected in order to experiment the PAM’s use and
are planned after this PhD thesis with organizations that are currently looked for. A first experimentation
could be performed in LIST according to the TIPA Framework [13] adapted to the IRMIS PAM with two
types of risk domain: IT-related projects and information security (using the TIPA Framework with the
TIPA method means interviewing people in companies). Managing projects is part of the day-to-day
activities of researchers of the public research centre and an ISO/IEC 27001 certification is currently
prepared for ensuring better information security practices. Another organization combining ISO 9001,
ISO/IEC 20000-1 and ISO/IEC 27001 will be researched for if possible having a case study encompassing
all targeted ISO standards of this PhD thesis. According to the targeted organization for the process
assessment, several interviewees will have to be selected for several processes according to their role
related to projects, IT services and information security: process operator, process manager,
organizational and/or quality management responsible, risk management officer, risk manager. Beyond
the PRM and PAM artefacts, the process assessment method may have to be adapted to the particular
context of integrated risk management related to various I1SO standards.

3.5 Evaluation

DSR activity: This activity aims at observing and measuring how well the artefact supports a solution to
the problem. This activity involves comparing the objectives of a solution to actual observed results from
use of the artefact in the demonstration. It requires knowledge of relevant metrics and analysis
techniques.
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IRMIS PRM & PAM project activity: The use of experts and peer reviewers to gain feedback on the
artefacts and subsequent revisions of the artefacts show evaluation work. A careful observation and
measurement of the artefacts has been performed from a qualitative perspective and was completed by
two experts who reviewed the PRM and PAM with the evaluation grid below. More DSR iterations can be
performed with experimentation throughout process assessment; the PRM and PAM can then be
reviewed by users: assessors and interviewees of the process assessment (assessors have the process
assessment background enabling to evaluate the PAM, both from the technical expertise in process
assessment point of view and the domain expert one; interviewees have the domain expert point of view
which can be whether from the organizational and quality practitioner point of view for management
system processes, or from the operational point of view on risk management; for both views, officers and
managers have to be interviewed), and can also evaluate criteria in the following grid.

Table 5: IRMIS PAM evaluation grid

Disagree Partially Largely Fully agree No Comments
agree agree opinion

The number of processes is
appropriate.

The process names are
meaningful.

The overview of the PRM
helps to understand the
processes interactions.
The PRM covers the
statements of the ISO
31000:2018 standard from
clauses 5 to clauses 6.

The wording is clear and
appropriate.

The vocabulary used in this
model is consistent.

The Leadership process is
appropriate

The common processes are
appropriate for
management system
mechanisms.

The risk management
specific processes are
appropriate.

The additional views
provided in the PAM for
project management and
information security helps
the PAM users to
contextualize the type or
risk.
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Disagree Partially Largely Fully agree No Comments
agree agree opinion

A process assessment with
the IRMIS PAM provides
the means to improve risk
management processes.

For each process of specific risk management processes (risk management process group), all
components have been reviewed in detail by the two experts mentioned in the Demonstration activity 4,
and specific risk management processes were exposed in scientific communications (see in activity 6 of
the DSR cycle); 15 peer reviewers provided some overall feedback on the PRM and the PAM, and some
detailed feedback on the process descriptions of the specific risk management processes.

For management system specific processes (Leadership process group, Common processes group), a
sound basis has been used from related works [9], and more particularly from 1SO/IEC 33072 [52] and
ISO/IEC 33073 [85] respective PAMs. These PAMs were submitted to the usual ISO ballots system,
comments were provided by the various country members participating in the ISO/IEC JTC1 SC7 [17] for
WG10 dedicated to process assessment and consensus was reached. It means that comments from
experts worldwide had been made after several ballot rounds before the official public publication of
these documents. The choices made by the author in terms of processes elicitation were exposed and
reviewed via the various scientific communications (see in activity 6 of the DSR cycle), as for the specific
risk management processes.

According to the evaluation grid, a SWOT analysis can determine Strengths, Weaknesses,
Opportunities and Threats, and the IRMIS PRM and PAM can be updated accordingly.

3.6 Communication

DSR activity: This activity aims at communicating the problem and its importance, the artefact, its utility
and novelty, the rigor of its design, and its effectiveness to researchers and other relevant audiences such
as practicing professionals, when appropriate.

IRMIS PRM & PAM project activity: this PhD thesis is part of the communication as well as all papers
supporting this research work [C1, C2, C3, C4, C7, C9]. The participation to ISO meetings and commenting
similar artefacts also contributes to the confrontation of these works to experts and practitioners, as well
as case studies for demonstrating and evaluating the PRM and PAM. In the future, the PRM and the PAM
can be proposed by the author to the ISO community via the Luxembourg national body as a new work
item proposal: researchers who participated to conferences with published papers [C4, C7, C9] and ISO
experts already showed interest to the author for the PhD work results.

After describing the six activities of the DSR method of this PhD’s research works, next chapter focuses
on research contributions with the design and development of the main artefacts (IRMIS PRM and PAM)
as the main contribution of the PhD thesis and components of the intermediary artefacts that can be
found in annexes (as well as one of the main artefact: the IRMIS PAM):
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Chapter 6: terminology tables. Terms and concepts of various standards are presented in
parallel, with 1ISO 31000 as the main reference; the selected terms are shown.

Chapter 0: elementary statements from 1SO 31000:2018. All statements of clauses 5
(Framework) and 6 (Process) are presented as elementary statements (each sentence is broken
down as simplest as possible with a subject, a verb, and an order if any).

Chapter 0: requirement trees and goal trees are presented for each specific risk management
process (requirement trees represent the organisation of the elementary statements with logic
grouping of concepts).

Chapter 0: IRMIS PAM. The processes are described in terms of purpose, outcomes and base
practices; work products and special views are provided for specific risk management
processes.
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4. Research Contributions

This chapter presents the main research contributions of this PhD thesis with three journal papers which
represent the most significant performed work.

In order to address RQ1 “How to identify risk management activities throughout various selected 1SO
standards targeting management systems?”, a mapping of 1ISO 31000 with ISO selected standards has
been performed and is presented in [C1]. The main principles with the PDCA approach were identified,
including management system ones, process-based approach and risk-based thinking.

In order to address RQ2 “How to drive integration for risk management activities in IT settings?”,
several intermediary artefacts have supported the progressive approach towards the main artefacts
(IRMIS PRM and PAM):

e terminology has been studied in [C3] and terminology tables are providing a detailed view on
definitions given in parallel for each term or set of terms (see chapter 6 with the Annex —
Terminology tables);

e elementary statements have been identified from the 1SO 31000 standard (see chapter O:
Annex — Elementary statements from 1SO 31000:2018). From these elementary statements,
some groupings were performed around common objects: a graphical view is provided in
Requirements trees. Processes were then progressively identified and listed in a PRM process
map according to the DSR method [C2] and the Transformation process [C2] for designing PRMs
and PAMs as specified in Chapter 0. All the approach for determining processes is described in
[C3], supported by the terminology study, the requirements trees and some mappings between
standards for confirming some hypotheses.

In order to address RQ3 “How to improve risk management processes”, some intermediary artefacts
were produced, as well as the major ones, the IRMIS PRM and PAM:

e then, identification and organization of common purposes was performed throughout goal
trees (see chapter 0: Annex with requirements trees and goal trees for risk management
specific processes). An example of Goal tree is provided in [C3].

e the IRMIS PRM and PAM was populated with management systems processes and risk
management specific processes. Several examples of process descriptions are provided in [C2]
and in [C3]. The IRMIS PAM is presented in Chapter O (Annex - IRMIS PAM).
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4.1 Research contribution C1

C1. Barafort, B.; Mesquida, A.L. & Mas, A. Integrating risk management in IT settings from ISO
standards and management systems perspectives. Computer Standards & Interfaces, Volume 54,
Part 3, November 2017, Pages 176-185.

4.1.1 Abstract

Organizational capabilities in companies, within IT settings, can be strengthened by a centralized and
integrated risk management approach based on ISO standards. This paper analyses risk management
activities throughout various selected I1SO standards in order to provide the basis to improve, coordinate
and interoperate risk management activities in IT settings for various purposes related to quality
management, project management, IT service management and information security management.
Taking as a basis the ISO 31000 international standard for risk management, a comparison is performed
with the aim of identifying risk management related activities in the ISO high level structure for
management system standards, ISO 9001, ISO 21500, ISO/IEC 20000-1 and ISO/IEC 27001. These
standards are of high interest for practitioners in IT settings, benefitting from the integration of process-
based activities, implementing mechanisms for linking IT and non-IT entities of their organization with risk
management challenges to address. Integration vectors such as the understanding of the organisation
and its context, risk-based thinking, leadership and commitment, process approach and PDCA structure
are elicited.

4.1.2 C1 Paper
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structure are elicited.

1. Introduction

Information Technology is more than ever present, for business
matters within companies, between interconnected companies and/or
private individuals, for cloud computing solutions, Internet of Things,
connected and mobile devices and many more Internet usages. IT has
then become omnipresent and essential for any business. Because of its
indispensable nature, risk management has also become vital. In all
domains, risk management activities must be under control. It can be
for dedicated risk management purposes or from a broader perspective
in management systems (a management system is defined by ISO [1] as
a “set of interrelated or interacting elements of an organization ... to
establish policies ... and objectives ... and processes ... to achieve those
objectives”; Note 1 to this definition mentions that “A management
system can address a single discipline or several disciplines”. In IT
settings, many activities are strongly related to risk management:
project management, information security and IT service management
(ITSM) to quote the main domains. Risk is defined in [2] as “effect of
uncertainty on objectives” and a Note to this definition mentions that
“Objectives can have different aspects (such as financial, health and
safety, and environmental goals) and can apply at different levels
(such as strategic, organization-wide, project, product and process)”.

* Corresponding author.

Depending on their strategic goals, competitive advantage on the
market, regulation and compliance constraints, IT companies or IT
departments may need to be certified regarding management system
standards such as the ISO/IEC 27001 [3] for information security or
the ISO/IEC 20000-1 [4] for ITSM. They may also need to integrate
these IT related standards with more general ones such as the ISO
9001 [5] for quality management system (QMS). This situation is more
and more frequent and require integration and interoperability atten-
tions for cost saving, complexity reduction, efficiency and effectiveness.
This is particularly true for risk management which is central in IT
organizations with integrated management systems and risk-based
thinking.

In order to satisfy market constraints that many companies face
today and to provide a broad and neutral perspective, the authors make
the assumption that an integrated risk management approach for IT
settings will benefit them by being based on ISO (International
Organization for Standardization) standards. International standards
represent international consensus, provide an open access to struc-
tured technical domains as well as voluntary positioning towards
certifications, and contribute to companies’ benefits. AFNOR, the
French National Body for Standardization, has recently published a
survey showing the benefits of standardization for the economy, with
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visible benefits on companies’ results [6]. The ISO continuously
promotes standardization benefits [7] and management system stan-
dards [8]. Every year, ISO performs a survey [9] of certifications to
MSSs. The 2015 results show again that ISO 9001 (which gives the
requirements for quality management systems) is the leader of
management system certification standards. This survey also indicates
an increase of the certifications related to ISO/IEC 27001, and more
recently ISO 22301 (Business continuity management systems). In
2015, ISO added a “new” management system standard: ISO/IEC
20000-1:2011 (Service management system requirements), after re-
commendations from international accreditation and certification
experts that are consulted annually. Despite the fact that ITIL (IT
Infrastructure Library) [10] remains the de facto standard in ITSM,
ISO/IEC 20000-1 remains of interest for its alignment in intent and
structure as a management system, for being closely related to ITIL
processes, and a relative impact on the market [11]. Regarding Project
management, we can quote that ISO 21500 (Guidance on Project
management [12]) provides a globally accepted guideline in Project
management. It identifies recommended generic project management
processes. Even if they do not depict a management system targeting
certification, process groups of ISO 21500 are based on the Plan-Do-
Check-Act cycle for continuous improvement. The next evolutions
could lead to an update transforming guidance into requirements
and succeeding in a certification standard. So in intent and with a
process-based approach, ISO 21500, ISO/IEC 27001 and ISO/IEC
20000-1 are closely related to the famous ISO 9001 standard for
Quality management systems. These four ISO standards are of high
interest for many practitioners in IT settings, interested by the
integration of process-based activities, implementing mechanisms for
making the link between IT and non-IT entities of their organization
with Risk management challenges to address.

The objective of this research is to investigate and compare risk
management activities throughout various selected ISO standards and
to show that a centralized and integrated process-based risk manage-
ment approach can provide the basis to improve, coordinate and
interoperate risk management activities in IT settings for various
purposes such as project management, quality management, ITSM,
and information security management. By IT settings, we mean IT
companies and IT departments, covering both development and
operations sides, with projects and non-projects based activities. For
the IT projects perspectives, we mean all kinds of IT projects including
software engineering projects, IT infrastructure deployments...
Considering the previous developments of this introduction, the
following standards have been selected: ISO 9001, ISO 21500, ISO/
IEC 27001 and ISO/IEC 20000-1. Finally, the structured input for
these works is the international recognised normative reference in
terms of Risk management: the ISO 31000 standard [13].Hence, the
research question studied in this paper is: how to integrate risk
management in IT settings with a process-based approach within a
management system context and benefit from selected ISO standards?
It is important to quote that this is a first stage of a bigger research
aiming at looking for synergies in Risk management processes from
these ISO standards point of view and at proposing artefacts such as
Risk management process models. This is considered from a generic
perspective enabling process-based Risk management integration,
interoperability and improvement in IT settings with a management
system environment. The results could be useful for the main varieties
of IT organizations. Some specialisations to particular domains are not
considered for now.

The paper is organized as follows: Section 2 describes related work;
Section 3 is an overview of the studied standards; Section 4 proposes
the comparison approach and the comparison itself; Section 5 dis-
cusses and analyses the findings; Section 6 tackles comparison exten-
sions and Section 7 concludes the paper.
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2. Related work

Integrating risk management has been studied from various
perspectives in the literature. Many works have tackled the topic from
close concepts points of view: harmonization and integration. In the
Cambridge dictionary, harmonization is defined as follows: “the act of
making systems or laws the same or similar in different companies,
countries, etc. so that they can work together more easily”. And
integration is defined as: “the process of combining two or more things
into one.”

In the standardisation community, harmonization issues are a very
big concern. An initiative in the Software and Systems sub-committee 7
in ISO/IEC JTC1 is aiming at proposing ontology to unify ISO software
engineering standards [14]. Many concepts are tackled, and a meta-
model for the management of goals, risks, and evidences provides an
interesting insight on how concepts can be connected [15].
Harmonizing software development processes is also an important
concern and mappings between processes and project settings have
been investigated from the situational factors angle [16]. For the last
years, more and more multi-frameworks analysis have been needed
and performed by practitioners and researchers, for improvement or
compliance purposes: optimisation of assessments in an industrial
context have been tackled [17] as well as for the ISO/IEC 29110 with
the ITMark certification schema assessing software processes of soft-
ware companies [18].

More generally, harmonizing approaches have been proposed for
quality frameworks and standards addressing Software Process
Improvement practices; we can quote research works with case studies
where ISO 9001 and CMMI-DEV have been harmonized and supported
[19]. Pardo et al. have shown the complexity of using multiple
standards and models and they propose a harmonization environment
to address the issues with a process and a set of methods with an
ontology [20, 21] supporting the conceptual elements, and a web tool
supporting the overall framework. A set of standards and models have
been considered with case studies with the following models which can
be relevant in IT settings: ISO 9001, CMMI, ISO/IEC 12207 and ISO/
IEC 90003, ITIL, PMBOK and COBIT, ISO/IEC 27001, ISO/IEC
20000-1. This research team also proposes a process improvement
approach based on multiple models [22].

From the integration perspective, integrating management systems
has been a topic of interest in research and industry for many years
now [23,24]. This has been particularly true for quality management,
environmental management and health and safety domains [9]. It has
been more and more necessary to integrate these systems for cost
reductions, efficiency, effectiveness, and market positioning.

In the IT domain, with the first publication in 2005 of the ISO/IEC
20000-1 and ISO/IEC 27001, new management system standards
appeared on the international scene, respectively for ITSM and
Information Security. Some integration models and approaches have
been tackled [25,26] with a model proposition for integrating manage-
ment systems [27], mainly driven by the ISO 9001 QMS implementa-
tion in a large number of companies.

In the meantime, maturity models, process assessment and im-
provement frameworks were very popular, such as CMMI [28] and
ISO/IEC 15504 standards [29]. From a complementary perspective
compared to a management system certification, performance manage-
ment approaches dealing with process assessment and process im-
provement raised. An initiative in the medical device domain has also
proposed a Risk Management Capability Model for the Medical Device
Industry [30], based on Medical Device regulatory requirements and
CMMI. Process Assessment Models (PAM), such as the PAM ISO/IEC
15504-8 [31], and the ISO/IEC 27001 Information Security one
recently published by ISO [32], provide new methodological ap-
proaches for measurement and continual improvement, contributing
to certification preparation and monitoring of the management system.
Recently, a research contribution proposed a maturity model for an
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integrated management systems assessment [33]; it enables the
comparison of integrated systems implemented in different companies
or contexts.

As management system standards (MSS) interest increased, ISO
published in its Directives in 2012 (revised in 2014) an annex named
“High-level structure (HLS), identical core text, common terms and
core definitions” for MSS [1]. The goal was to standardize the core
content of management systems and to impose the adoption of this
structure to all management systems to the rhythm of their respective
revision. The ISO/IEC 27001 standard is from now on aligned with the
HLS since its second revision in 2013 [3]. The ISO 9001 has been
upgraded in its last revision of 2015 [5]. The ISO/IEC 20000-1:2011
[4] standard is partially aligned and still needs to be fully aligned with
the HLS.

With a management system integration mindset, some R & D works
have defined different generic processes related to the core content
requirements of the HLS in a Process Assessment Model, using a
Transformation Process based on Goal-oriented requirements engi-
neering techniques [34,35]. These works have been proposed to ISO
and were incorporated within PRMs and PAMs for Information
Security [32] and potentially for ISO/IEC 20000-1 and ISO 9001.

Among the integrative aspects of management systems, risk man-
agement is a particular topic of great importance and interest for
organizations. A lot of research works exist, targeting risk management
with applications in many domains. Thus Risk management plays an
important part and is omnipresent in management systems. From the
ISO standards perspective, the ISO 31000 standard on Risk manage-
ment [6] is the main reference, with a holistic view on risk manage-
ment. Furthermore, in many domains there are dedicated risk manage-
ment standards: i.e. for Information security, we can quote the ISO/
IEC 27005 (Information security risk management) [36]. Several
approaches target methodologies for implementing risk management;
we can cite [37] for Risk management in ISO/IEC 27001; we can also
mention specific risks such as cloud computing ones [38]. When
related to methodologies, these researches target the “How to”, and
do not concentrate on the “What” which is addressed by processes and
then not being prescriptive when seen from a generic perspective.

Last but not least, IT settings are commonly organized by projects,
and have to face projects risks. From the ISO perspective, the ISO
21500 [12] standard provides guidance for project management:
processes, continual improvement and risk management are important
tackled concerns. This standard has been considered from a PRM and
PAM point of view by the authors [39,40] where a process-oriented
organization can benefit from this high value structure for process
assessment and process improvement purposes.

In the context of the problematic of integrated management
systems, risk management is a critical cornerstone which has not been
addressed specifically from the IT organizations point of view with a
management system and process-based perspective. Considering the
gained experience by the authors from the various domains, this paper
intends to explore risk management in IT settings from the angle of the
following selected more relevant ISO standards: ISO 31000 as main
theme, ISO Annex SL, ISO 9001, ISO 21500, ISO/IEC 20000-1, and
ISO/IEC 27001. Other standards such as the ISO/IEC 12207 Software
lifecycle processes [41] and ISO/IEC 15288 System lifecycle processes
[42] are not considered as they are not directly targeting a PDCA
neither a management system approach.

3. Overview of targeted ISO standards for comparing risk
management

As mentioned in the introduction, ISO performs every year a survey
of certifications to MSSs [9]. For ISO 9001, there has been more than
one million certificates in 2015, 27,536 certificates for ISO/IEC 27001
(increase of 20% compared to 2014) and 2778 for ISO/IEC 20000-1
which is the very “new” last standard included in this survey. This
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section is presenting each of the selected standards for the study,
starting with the ISO 31000 on Risk management, then the High level
structure for management system standards, followed by ISO 9001.
The Guidance on Project Management ISO 21500 is then presented
before ending with both ISO/IEC 27001 and ISO-IEC 20000-1.

3.1. ISO 31000:2009 Risk management — principles and guidelines

The ISO 31000 standard on risk management provides principles
and generic guidelines on risk management. It has become a generic
and recognized reference in terms of risk management. This standard
is not for the purpose of certification and does not provide require-
ments (there are no “SHALL statements”). It can be used whether for
IT or non-IT applications, in public, private, associations or group. It is
not specific to any industry or sector. As quoted by ISO, “ISO
31000:2009 can be applied throughout the life of an organization,
and to a wide range of activities, including strategies and decisions,
operations, processes, functions, projects, products, services and
assets. It can be applied to any type of risk, whatever its nature,
whether having positive or negative consequences... It is intended that
ISO 31000:2009 be utilized to harmonize risk management processes
in existing and future standards. It provides a common approach in
support of standards dealing with specific risks and/or sectors, and
does not replace those standards”.

ISO 31000 is currently being revised. Several discussions are going
on in the international community involved in its revision. There is a
debate on terminology as the definition of Risk is not perceived equally
in all countries [43]. In Great Britain, risk is more oriented towards
opportunities. In France, it is very oriented on danger and prevention.
In Germany, national regulations prevail on the ISO 31000 application
(stakeholders are more concerned by prevention and security of
products and believe there are enough constraints; general guidelines
such as the ones in ISO 31000 do not bring them enough value). There
is another debate on the opportunity to transform ISO 31000 in a
management system standard. As previously mentioned, ISO 31000 is
not a certifying standard. The proposal for introducing the HLS,
common to all MSS, has been rejected. ISO 31000 will remain a
principles standard, without certification as a target.

Nevertheless, ISO 31000 represents a generic standard for risk
management. The international community involved in its revision
acknowledges its importance and its positioning regarding its guide-
lines and federating purpose. It appears to be complementary com-
pared to various standards applicable to any sector and company size,
such as ISO 9001 and can enable easily the setting up of a management
system, without being prescriptive. It is also interesting to quote that in
France, a working group in AFNOR (French standardization body) is
developing an operational guide for intermediary, small and medium
sized enterprises because of the need to help companies in under-
standing and deriving ISO 31000 to their context, whatever risk they
encounter [44].

In this context, regarding our research objectives, ISO 31000 is the
appropriate standard candidate for driving the comparison of risk
management from a generic perspective, in various ISO standards.

3.2. ISO Annex SL: high level structure for management system
standards

As previously mentioned, the HLS goal is to standardize the core
content of management systems with the same structure. So it can
address any discipline on the same way as appearing in the ISO Annex
SL: “In the Identical text proposals, XXX=an MSS discipline specific
qualifier (e.g. energy, road traffic safety, IT security, food safety,
societal security, environment, quality) that needs to be inserted”. To
follow the HLS ensures consistency among various MSS and enable
easier integration. A lot of companies are constrained to put in place
several management systems for different domains (information
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security, service management, quality, etc...). Reducing costs and
providing the transversal approach via processes can be fulfilled by
integrated and interoperable management systems. The HLS provides
generic requirements to fulfil: risks and opportunities are among them.

ISO Technical Management Board progressively enforces the use of
this High Level Structure to all management system standards, and
then naturally targets risk management on a consistent way. As quoted
in the following paragraphs, ISO 9001 and ISO/IEC 27001 are already
aligned with the HLS whereas ISO/IEC 20000-1 is currently under
revision, notably for this objective.

3.3. ISO 9001:2015 Quality management systems — requirements

The flagship standard ISO 9001 providing requirements for quality
management systems (QMS) has been revised and published in
September 2015. This new version of ISO 9001 is aligned with the
changes that organizations have to face, focusing more on performance,
combining the process approach with risk-based thinking and activat-
ing the Plan-Do-Check-Act cycle at all levels of the organization. This
new version has been designed for making easier the integration of
several management systems (alignment with HLS). Moreover, it
tackles a risk-based approach: “The concept of risk-based thinking
has been implicit in previous editions of this International Standard
including, for example, carrying out preventive action to eliminate
potential nonconformities, analysing any nonconformities that do
occur, and taking action to prevent recurrence that is appropriate for
the effects of the nonconformity. To conform to the requirements of
this International Standard, an organization needs to plan and
implement actions to address risks and opportunities. Addressing
both risks and opportunities establishes a basis for increasing the
effectiveness of the quality management system, achieving improved
results and preventing negative effects.”

3.4. ISO 21500:2012 Guidance on project management

ISO 21500 provides guidance for project management and can be
used by any type of organization, for any type of project, irrespective of
complexity, size or duration. This international standard provides high-
level description of concepts and processes that are considered to form
good practice in project management. It identifies the recommended
project management processes to be used during a project as a whole,
for individual phases or both.

It is admitted than the PMBOK Guide® [45] had a great influence on
the ISO 21500 standard development. In this context, as in PMBOK,
risk management in one of the ten existing subject groups and has
processes in planning, implementing and controlling phases of the
project life cycle.

ISO 21500 is currently an informative standard, based on globally
accepted good practices. In the future, according to potential market
demands, it could become a normative standard with requirements and
a certification thrown in. When ISO 21500 was developed, ISO 9001
and ISO 31000 were used as references.

3.5. ISO 20000-1:2011 IT service management — service
management system requirements

The ISO/IEC 20000-1 is a service management system (SMS)
standard. It specifies requirements for the service provider to plan,
establish, implement, operate, monitor, review, maintain and improve
an SMS. The requirements include the design, transition, delivery and
improvement of services to fulfil agreed service requirements.

As the HLS was released in 2012 by ISO, the current version of
ISO/IEC 20000-1 is not fully aligned with the HLS but has many
requirements related to risk management with a close mind-set.

The ISO/IEC 20000-1 is currently being revised in particular for
aligning with the HLS. In the draft revised document, ISO 31000 is
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cited as a reference for generic risk management.

3.6. ISO 27001:2013 Information security management

The ISO/IEC 27001 is part of the ISO 27000 family of standards
which is aiming at helping organizations keep information assets
secure. ISO/IEC 27001 is the best-known standard in the family
providing requirements for an information security management
system (ISMS). An ISMS is a systematic approach to managing
sensitive company information so that it remains secure. It can be
applied to small, medium and large businesses in any sector.

It includes people, processes and IT systems by applying a risk
management process. It is aligned with the HLS.

The information security risk assessment and treatment process in
ISO/IEC 27001 aligns with the principles and generic guidelines
provided in ISO 31000, as well as establishing the external and internal
context of the organization.

4. Comparison of risk management in targeted ISO
standards

In order to compare risk management approaches in the various
selected ISO standards previously mentioned, after studying and
screening all targeted ISO standards, the following systematic method
has been followed:

Step 1: Identification of risk-based activities in all compared
standards (search on the keyword “Risk”).

Step 2: Mapping of the sections/requirements to some sections in
Clause 4 (Framework) or 5 (Process) of ISO 31000.

Step 3: Description of relations or connection points among risk-
based activities and the related requirements.

Table 1 summarizes the results of steps 1 and 2. The following sub-
sections present each step on a detailed way.

4.1. . Step 1 — Identification of risk-based activities in all standards.

The keyword “Risk” has been searched in all standards and appears
in all standards in more intensity in some parts than others:

4.2. Step 2 — mapping of the sections/requirements to some sections
in clause 4 (framework) and 5 (process) of ISO 31000

Table 2 presents the performed mapping as detailed below. The
comparison shows that many similarities exist for risk management in
the selected standards. The context of risk management is displayed via
the policies, leadership and commitment, and the risk management
itself is shown throughout the PDCA cycle with a dedicated process or
set of processes for risk management in all standards.

Table 1
Summary of the comparison process.

Sections/requirements of the
Standard addressing “risks”

Sections mapped to some
requirement in ISO 31000
clauses 4 or 5

Annex SL 1 1

1SO 9001 14 12

1SO 21500 17 17

ISO/IEC 12 12
20000-1

ISO/IEC 9 7
27001




Table 2

Mapping of ISO 31000 with other selected standards.

ISO 31000:2009 ANNEX SL ISO 9001:2015 ISO 21500:2012 ISO/IEC 20000-1:2011 ISO/IEC 27001:2013

4 Framework

4.1 General

4.2 Mandate and commitment 5.1.1 General 4.1.1 Management commitment 5.1 Leadership and commitment
5.1.2 Customer focus
9.3.2 Management review inputs

4.3 Design of fr k for ing risks

4.3.1 Understanding of the organization and its context

4.3.2 Establishing risk
managementpolicy

4.3.3 Accountability
4.3.4 Integration into organizational
processes

4.3.5 Resources

4.3.6 Establishing internal communication

and reporting mechanisms

4.3.7 Establishing external communication

and reporting mechanisms
4.4 Implementing risk management

4.4.1 Impl ing the fr k for
4.4.2 Impl ting the risk ma

4.5 Monitoring and review of the
framework

4.6 Continual improvement of the
framework

5.2 C

nication and Itation

5.3 Establishing the context

5.3.1 Establishing the internal context
5.3.2 Establishing the external context

5.4 Risk assessment

ing risk
process

4.1 Understanding the
organization and its context

0.3.3 Risk-based thinking

6.1 Actions to address risks and
opportunities

A.5 Applicability

0.3 Process approach

0.3.1 General

4.4 Quality management system and
its processes (4.4.1)

6.1 Actions to address risks and
opportunities

6.1 Actions to address risks and
opportunities

4.2 Understanding the needs and
expectations of interested parties
4.1 Understanding the organization
and its context

4.1 Understanding the organization
and its context

A.8 Control of externally provided
processes, products and services

43

3.4 Organizational strategy and
projects

3.4.1 Organizational strategy
4.3.3 Develop project plans
4.3.12 Create work breakdown
structure

4.3.25 Estimate costs

4.3.26 Develop budget

4.1 Project management process
application

4.3.6 Control changes

4.3.23 Develop schedule

3.9 Competencies of project
personnel

3.6 Project Governance

4.3.40 Manage communications
4.3.40 Manage communications

4.3.40 Manage communications

3.5.2 Factors outside the
organizational boundary
3.11 Project constraints

4.5.2 Plan the SMS (Plan)

5.2 Plan new
or changed services

6.6.1 Information security
policy

4.5.3 Implement and operate the
SMS (Do)

6.6.2 Information security
controls

9.1 Configuration management
9.2 Change management

4.5.4.3 Management review

4.5.5.2 Management of
improvements

6.3.1 Service continuity and
availability requirements
6.6.1 Information security
policy

5.2 Policy

6.2. Information security objectives
and plans to achieve them

4.4 Information security
management system

6.1 Actions to address risks and
opportunities

6.1 Actions to address risks and
opportunities

4.2 Understanding the needs and
expectations of interested parties

4.1 Understanding the organization
and its context

6.1.2 Information security risk
assessment
6.2. Information security objectives
and plans to achieve them
8.2 Information security risk
assessment (operation)

(continued on next page)
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Table 2 (continued)

ISO/IEC 27001:2013

ISO/IEC 20000-1:2011

IS0 9001:2015 1SO 21500:2012

ANNEX SL

ISO 31000:2009

6.1.2 Information security risk

assessment (c)

6.6.3 Information security
changes and incidents.

4.3.28 Identify risks

6.1 Actions to address risks and

opportunities (6.1.1)

6.1 Actions to address risks

and opportunities

5.4.2 Risk identification

6.1.2 Information security risk

assessment (d)

4.3.29 Assess risks

9.1.3 Analysis and evaluation

5.4.3 Risk analysis

6.1.2 Information security risk

assessment (e)

4.3.29 Assess risks

9.1.3 Analysis and evaluation

5.4.4 Risk evaluation

6.1.3 Information security risk

treatment

4.3.30 Treat risks

6.1 Actions to address risks and

opportunities (6.1.2)

6.1 Actions to address risks

and opportunities

5.5 Risk treatment

6.2. Information security objectives

and plans to achieve them

8.3Information security risk

treatment

6.1 Actions to address risks and

opportunities

6.1 Actions to address risks

and opportunities

5.5.3 Preparing and implementing risk

treatment plans
5.6 Monitoring and review

9.3 Management review (e)

4.3.31 Control risks

9.1.3 Analysis and evaluation

9.3.2 Management review inputs

10.2 Nonconformity and corrective

action
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4.3. Step 3 — description of relations or connection points among risk-
based activities

The relations detected during Step 3 are presented in the rest of this
section according to the following classification:

e Context of risk management in all standards (Section 4.2 in ISO
31000)

e Leadership and commitment (Section 4.3 in ISO 31000)

e Plan-Do-Check-Act (PDCA) cycle (Section 4.3.4 in ISO 31000)

It should be noted that when no relation was found between a
category and a standard, no reference to this standard is made in the
section.

4.3.1. Context of risk management in all standards

ISO 31000 recommends that organizations develop, implement and
continuously improve a framework whose purpose is to integrate the
process for managing risk into the organization's overall governance,
strategy and planning, management, reporting processes, policies,
values and culture.

Risk-based thinking is explicit in ISO 9001: “an organization needs
to plan and implement actions to address risks and opportunities.
Addressing both risks and opportunities establishes a basis for
increasing the effectiveness of the quality management system,
achieving improved results and preventing negative effects” (0.3.3).

ISO/IEC 27001 includes “Requirements for the assessment and
treatment of information security risks tailored to the needs of the
organization” (1). Moreover, “The information security management
system preserves the confidentiality, integrity and availability of in-
formation by applying a risk management process and gives confidence
to interested parties that risks are adequately managed” (0.1).

4.3.2. Leadership and commitment

According to ISO 31000, the introduction of risk management and
ensuring its ongoing effectiveness require strong and sustained com-
mitment by management of the organization, as well as strategic and
rigorous planning to achieve commitment at all levels.

ISO 9001 explicitly assigns some leadership responsibilities for risk
management to Top management: “Top management shall demon-
strate leadership and commitment with respect to the quality man-
agement system by promoting the use of the process approach and
risk-based thinking” (5.1.1). “Top management shall demonstrate
leadership and commitment with respect to customer focus by
ensuring that the risks and opportunities that can affect conformity
of products and services and the ability to enhance customer
satisfaction are determined and addressed” (5.1.2).

ISO/IEC 20000-1 also considers that “Top management shall
provide evidence of its commitment to planning, establishing, im-
plementing, operating, monitoring, reviewing, maintaining, and
improving the SMS and services by ensuring that risks to services
are assessed and managed” (4.1.1).

4.3.3. Plan-Do-Check-Act (PDCA) cycle

4.3.3.1. Plan. According to ISO 31000, the risk management policy
should clearly state the organization's objectives for, and commitment
to, risk management.

ISO 9001 considers that “Risk-based thinking is essential for
achieving an effective quality management system” (0.3.3) and
recommends that “The organization shall plan actions to address
risks and opportunities; and how to integrate and implement these
actions into its quality management system processes; and evaluate
their effectiveness” (6.1.2).
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ISO 21500 considers risk management as part of the organizational
strategy “Opportunities selection includes consideration of various
factors, such as how benefits can be realized and risks can be
managed” (3.4.1).

ISO/IEC 20000-1, when planning the SMS, proposes to take into
consideration that “the service management plan shall contain or
include the approach to be taken for the management of risks and the
criteria for accepting risks” (4.5.2). Also, “Planning for the new or
changed services shall contain or include the identification, assess-
ment and management of risks” (5.2).

In the same way as in ISO 9001, when planning for the information
security management system according to ISO/IEC 27001, we can find
that “The organization shall determine the risks and opportunities
that need to be addressed” (6.1.1). And that “The information security
objectives shall take into account risk assessment and risk treatment
results” (6.2).

According to ISO 31000, risk management should become part of
those organizational processes and embedded in all the organization's
practices and processes in a way that it is relevant, effective and
efficient.

In order for a project following the ISO 21500 recommendations to
be successful, “The project scope within the constraints, while con-
sidering the project risks and resource needs to provide the project
deliverables, should be defined and managed” (4.1).

In ISO 9001, it can be read that “The organization shall determine
the processes needed for the quality management system and their
application throughout the organization, and shall address the risks
and opportunities” (4.4.1).

The ISO/IEC 20000-1 Change management process (9.2) also
consider the impact of risks in the organizational processes:
“Decision-making shall take into consideration the risks, the potential
impacts to services and the customer, service requirements, business
benefits, technical feasibility and financial impact”.

4.3.3.2. Do. In ISO 31000, when implementing risk management, an
organization should implement the framework for managing risk and
should ensure that the risk management process is applied through a
risk management plan at all relevant levels and functions of the
organization. The risk management process is shown in Fig. 1 and
comprises the activities described in ISO 31000 clauses 5.2—5.6.

Communication and consultation (5.2) with external and
internal stakeholders should take place during all stages of the risk
management process.

ISO Annex SL defines a clause for understanding the needs and
expectations of interested parties: “The organization shall determine
the interested parties that are relevant to the XXX management

| |
'—+Eslablishing the context (5.3)|-—-

Risk assessment (5.4)

i Risk identification (5.4.2) f——

Communication Monitoring
and «—-’ Risk analysis (5.4]3) I-—- and
consultation review (5.6)
(52) l
*-—-! Risk evaluation (5.4.4) I~——'
'—-I Risk treatment (5.5) I-—-
f

Fig. 1. ISO 31000 Risk management process.

45

Computer Standards & Interfaces 54 (2017) 176—185

system; and the relevant requirements of these interested parties”
(4.2). ISO 9001 contains an instantiation of this clause to the QMS:
“Due to their effect or potential effect on the organization's ability to
consistently provide products and services... the organization shall
determine the interested parties that are relevant to the quality
management system; and the requirements of these interested parties
that are relevant to the quality management system” (4.2). The same
clause can be found in ISO/IEC 27001 for the ISMS: “The organization
shall determine interested parties that are relevant to the information
security management system; and the requirements of these inter-
ested parties relevant to information security” (4.2).

ISO 21500 contains a specific process, Manage communications
(4.3.40), which is focused on “Resolving communication issues to
minimize the risk that the project is negatively affected by unknown or
unresolved stakeholder issues or misunderstandings”.

By establishing the context (5.3), the organization articulates
its objectives, defines the external and internal parameters to be taken
into account when managing risk, and sets the scope and risk criteria
for the remaining process.

ISO Annex SL defines a clause for understanding the organization
and its context: “The organization shall determine external and
internal issues that are relevant to its purpose and that affect its
ability to achieve the intended outcome(s) of its XXX management
system” (4.1). ISO 9001 and ISO/IEC 27001 contain instantiations of
this clause for, respectively, a QMS and an ISMS.

ISO 21500 proposes to consider “Factors outside the organiza-
tional boundary may have an impact on the project by imposing
constraints or introducing risks affecting the project” (3.5.2).

Risk assessment (5.4) is the overall process of risk identifica-
tion, risk analysis and risk evaluation.

ISO/IEC 20000-1 states that “The service provider shall assess and
document the risks to availability and continuity of services. The
agreed requirements shall take into consideration risks” (6.3.1). In
(6.6.1), this standard also suggests that “Management with appro-
priate authority shall ensure that information security risk assess-
ments are conducted at planned intervals”.

Similarly, ISO/IEC 27001 considers that “The organization shall
perform information security risk assessments at planned intervals or
when significant changes are proposed or occur. The organization
shall retain documented information of the results of the information
security risk assessments” (8.2).

In Risk identification (5.4.2), the organization should identify
sources of risk, areas of impacts, events and their causes and their
potential consequences.

ISO Annex SL defines a clause to “..determine the risks and
opportunities that need to be addressed” (6.1). ISO 9001 contains an
instantiation of this clause (6.1.1).

ISO 21500 contains a process named Identify risks whose purpose
is “To determine potential risk events and their characteristics that, if
they occur, may have a positive or negative impact on the project
objectives” (4.3.28).

ISO/IEC 20000-1 considers that “Requests for change shall be
assessed to identify new or changed information security risks.
Information security incidents shall be managed using the incident
management procedures, with a priority appropriate to the informa-
tion security risks” (6.6.3).

ISO/IEC 27001 also contains a clause “To identify the information
security risks. To apply the information security risk assessment
process to identify risks associated with the loss of confidentiality,
integrity and availability for information within the scope of the
information security management system; and to identify the risk
owners” (6.1.2).

Risk analysis (5.4.3) involves developing an understanding of
the risk. Risk analysis provides an input to risk evaluation and to
decisions on whether risks need to be treated, and on the most
appropriate risk treatment strategies and methods.
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ISO 21500 defines the Assess risks process (4.3.29) “To measure
and prioritize the risks for further action. This process includes
estimating the probability of occurrence of each risk and the corre-
sponding consequence for project objectives, if the risk does occur”.

ISO/IEC 27001 explicitly considers “analysing the information
security risks. To assess the potential consequences that would result
if the risks identified were to materialize; To assess the realistic
likelihood of the occurrence of the risks identified and to determine the
levels of risk” (6.1.2).

The purpose of risk evaluation (5.4.4) is to assist in making
decisions, based on the outcomes of risk analysis, about which risks
need treatment and the priority for treatment implementation.

ISO/IEC 27001 states that information security risks should be
evaluated “By comparing the results of risk analysis with the risk
criteria and prioritizing the analysed risks for risk treatment” (6.1.2).

Risk treatment (5.5) involves selecting one or more options for
modifying risks, and implementing those options. Once implemented,
treatments provide or modify the controls.

ISO Annex SL defines a clause to “Plan actions to address these
risks and opportunities” (6.1). ISO 9001 contains an instantiation of
this clause (6.1.2).

ISO 21500 Treat risks process (4.3.30) that “Develops options and
determines actions to enhance opportunities and reduce threats to
project objectives. Risk treatment includes measures to avoid the risk,
to mitigate the risk, to deflect the risk or to develop contingency plans
to be used if the risk occurs”.

ISO/IEC 27001 proposes that “The organization shall define and
apply an information security risk treatment process” (6.1.3).
Moreover, “The organization shall retain documented information of
the results of the information security risk treatment” (8.3).

Both monitoring and review (5.6) should be a planned part of
the risk management process and involve regular checking or surveil-
lance. It can be periodic or ad hoc.

1SO 9001 claims that “The organization shall analyse and evaluate
appropriate data and information arising from monitoring and
measurement. The results of analysis shall be used to evaluate the
effectiveness of actions taken to address risks and opportunities”
(9.1.3). And adds “When a nonconformity occurs, including any
arising from complaints, the organization shall update risks and
opportunities determined during planning, if necessary” (10.2.1).

ISO 21500 defines a process named Control risks (4.3.31), whose
goals are “Tracking the identified risks, identifying and analysing new
risks, monitoring trigger conditions for contingency plans and
reviewing progress on risk treatments while evaluating their effec-
tiveness”.

4.3.3.3. . Check. According to ISO 31000, in order to ensure that risk
management is effective the organization should measure risk
management performance against indicators; periodically measure
progress against the risk management plan and review the
effectiveness of the risk management framework, policy and plan.
These activities are proposed to be done during Management reviews in
ISO 9001, ISO/IEC 20000-1 and ISO/IEC 27001.

ISO 9001 states that “The management review shall be planned
and carried out taking into consideration the effectiveness of actions
taken to address risks and opportunities” (9.3.2). In ISO/IEC 20000-1
“Top management shall review the SMS and the services at planned
intervals to ensure their continued suitability and effectiveness. This
review shall include risks” (4.5.4.3). Similarly, in ISO/IEC 27001 “Top
management shall review the organization's information security
management system at planned intervals to ensure its continuing
suitability, adequacy and effectiveness. The management review shall
include consideration of results of risk assessment and status of risk
treatment plan” (9.3).
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4.3.3.4. Act. According to ISO 31000, based on results of monitoring
and reviews, decisions should be made on how the risk management
framework, policy and plan can be improved.

Only ISO/IEC 20000-1 explicitly states that “The service provider
shall manage improvement activities including risk reduction”
(4.5.5.2). The rest of the analysed standards do not contain a sentence
related to risk management improvement.

5. Analysis and findings

The comparison of Risk management in targeted ISO standards
enabled to map the clauses of ISO 31000 regarding clauses of other
standards and to show many common areas.

It is important to quote that all ISO management systems standards
from now on inherit from the HLS a clause specifying the
“Understanding of the organization and its context”. This clause says:
“The organization shall determine external and internal issues that
are relevant to its purpose and that affect its ability to achieve the
intended outcome(s) of its XXX management system”. This clause has
in fact been inherited itself from the ISO 31000. The external context of
the organization has to be considered, with for instance regulatory and
legal aspects, relationships with external stakeholders, etc. The internal
context may include governance, capabilities including processes,
information systems, etc.

Then we can say that the risk management context is highly
connected to the management systems for ISO 9001, ISO/IEC
20000-1 and ISO/IEC 27001 and to the project environment in ISO
21500 with factors inside or outside the organizational boundary.
These factors may have an impact by introducing risks to the project;
then risks should be managed explicitly.

According to ISO 9001, one of the key purposes of a management
system is to act as a preventive tool. The concept of preventive action is
expressed through the use of risk-based thinking. Top management
should provide leadership and commitment for introducing risk-based
thinking at the needed levels in the organization. Each organization
decides the degree of formalism for addressing risk management and is
responsible for the application of risk-based thinking. This provides a
great flexibility which has to be balanced with the fact to address
several disciplines and risk areas (quality, project, IT services, and
information security) with integrated management systems.

Process approach and PDCA structure used in ISO 9001, ISO/IEC
20000-1 and ISO/IEC 27001 facilitate the integration of the different
specific activities for planning risk management, performing risk
treatment plans, monitoring if risk management process is effective,
and improving the applied risk management framework. ISO 21500
uses a similar structure at the level of a particular project by suggesting
actions to identify risks, apply mitigation and contingency actions,
monitor if risk treatment plan is effective, and improve the project risk
management activities.

In management systems and in projects, the process approach can
drive the transversal mechanisms in order to better perform risk
management activities. The 2015 version of ISO 9001 supports the
idea of a risk management process for federating activities (even if it is
not prescriptive). From the project management perspective, the fact to
establish a risk management process can enforce the influence of risk
management in organizations. The intensity and the types of risks are
important in the ISO/IEC 27001: even if an integrated approach of risk
management related to the management system can be put in place, a
dedicated instance may be implemented for the information security
context which is very specific and critical. ISO/IEC 20000-1 may soon
follow the same idea by fully aligning to the HLS. Again, each set of
risks related to some dedicated scope (quality, project, IT service,
information security) can be managed from a dedicated implementa-
tion derived from a unique generic risk management process.
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6. Extending the comparison

The analysis described in Section 5 shows the strong similarities
that can be found in the studied standards and that are vectors for
integration: HLS and management system, process approach, common
terms for risks and similar structures for managing risks (with risk
assessment composed of risk identification, risk analysis and risk
evaluation, and risk treatment). To further compare the selected
standards of our work, we aim at identifying groups of statements
with common meanings and goals, with three criteria to respect:
integration, interoperability and completeness. That could lead to the
identification of processes, processes being major integrating and
interoperability vectors, in particular in a management system context.
With this process-thinking objective, the Transformation process [34]
can be applied and be extended to multiple standards as inputs. So it
can take into account the multi-frameworks coverage of our approach
with various sources of information as inputs.

In our work, the information is coming from guidelines or guidance
standards (ISO 31000 as the main standard and ISO 21500) with
recommendations (“SHOULD” statements), permissions (“MAY” state-
ments) and possibility and capability (“CAN” statements), as quoted in
the ISO Directives Part 2 for drafting international standards (Clause 7:
Verbal forms for expressions of provisions) [46]. The information is
also coming from requirements standards (“SHALL” statements) such
as ISO/IEC 20000-1, ISO/IEC 27001 and the Annex SL of ISO
Directives Part 1.

So as to analyse systematically our main generic reference on Risk
management, elementary statements have been determined from all
statements (as if it was a collection of requirements/information as
stated in [34]) of clauses 4 and 5 in ISO 31000. 283 elementary
statements have been found (Table 3). The text has been analysed in
ISO 31000 in order to help determining the main sets of statements.

According to this analysis, the “SHOULD” statements are consid-
ered as the most important activities candidates for some common
activities. Each elementary statement can be grouped according to the
comparison explained in Section 5, and by organising and structuring
the information by topics from clauses. We can quote for instance
Mandate and Commitment, Establishing risk management policy,
Communication and consultation, Defining risk criteria, Risk identifi-
cation, etc.

Some previous research works can also be exploited [35] as well as
the recent published ISO standard with a process assessment model
based on the ISO/IEC 27001 [32] so that common processes for
management system standards provide some inputs on groupings. In
[32], the following processes are proposed as common processes for
management systems: Communication management, Documentation
management, Human resource management, Improvement, Internal
audit, Management review, Non-conformity management, Operational
planning, Operational implementation and control, Performance eva-
luation, Risk and opportunity management. These common processes
can influence the groupings, for instance on aspects such as
Communication, Improvement, and Review. But a targeted granularity
has to be kept in mind for addressing Risk management on the best
way. Indeed the overall Risk management process tackled in Clause 5
of ISO 31000 can lead to a detailed breaking down of activities such as
the followings: risk identification, risk analysis, risk evaluation and risk

Table 3
ISO 31000 text analysis for clauses 4 and 5.

Number of occurrences

Information statement 44
SHOULD statement 161
CAN statement 57
MAY statement 21
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treatment seen separately (ISO 21500 provides the same detailed
approach with Identify risks, Assess risks, Treat risks, and Control
risks), or to a more compacted view with an overall risk assessment
(comprising risk identification, risk analysis, risk evaluation) and risk
treatment “only”. From a macroscopic view on Risk management,
management system standards propose a unique “Risk and opportu-
nity management” set of statements. This can be extended with the ISO
31000 being generic but providing a more detailed view on Risk
management process.

Processes and PDCA method foster interoperability with a systemic
approach: the activities of the processes throughout their inputs and
outputs are inter-operating. Driven by the ISO 31000 elementary
statements determination, all other selected standards will also have
to be analysed systematically (focus on “SHOULD” statements for ISO
21500, and on “SHALL” statements for other ISO targeted standards)
and mapped compared with ISO 31000, with traceability to all
statements (according to the Transformation process [34]). It will
enable to get a complete picture and target integration objectives, with
the foreseen research results from a process model perspective, as
mentioned in the conclusion below.

7. Conclusion

In this paper we present a comparison of how risk management is
tackled in several ISO standards (ISO 31000, HLS, ISO 9001, ISO
21500, ISO/IC 20000-1 and ISO/IEC 27001) that can be deployed in
IT settings with management systems and how this comparison can be
extended to further research works. This comparison contributes to the
exploration of how Risk Management can be integrated in such
contexts. Several facets of management system(s) are integration
vectors such as the understanding of the organisation and its context,
risk-based thinking, leadership and commitment, process approach
and PDCA structure.

Considering the above-mentioned management system integration
vectors, we believe that organizational capabilities in companies with
IT settings can be strengthened by an integrated risk management
process or set of processes, based on ISO standards such as the
compared ones in this paper. The selected standards were voluntarily
limited because there are empirically considered as the most significant
in IT settings, as traced back by practitioners to the authors. An
integrated risk management process or set of processes can be
described on a very structured way enabling process assessment
against a capability measurement framework and facilitating process
improvement. In this context the authors intend to develop a process
reference model and a process assessment model (satisfying require-
ments of the ISO/IEC 33004 standard [47]) dedicated to risk manage-
ment, but aligned to various selected ISO standards, for providing a
centralized and integrated risk management approach with improve-
ment, coordination and interoperability characteristics. This enables
process assessment and improvement where management, definition
and deployment, measurement and continual improvement are dealt
with. Thus it will allow integrating risk management in IT settings with
a systemic management of quality, project, IT services and information
security such as tackled by ISO standards related to these disciplines in
the paper. Other ISO standards such as ISO/IEC 12207 and ISO/IEC
15288, and ISO/IEC 27005 may be considered, but the scope of the
research question limited to ISO standards, a management system
context and PDCA approach will remain the main drivers.

Our intention is to develop generic (for all IT organizations that
meet our definition of IT setting) risk management process improve-
ment models that could be, in the future, adapted to the nature of
specific IT settings in particular contexts. The results presented in this
paper represent the first step towards the development of risk manage-
ment process models, which will facilitate the assessment and im-
provement of risk management activities in IT settings. Various case
studies will be performed in the future, thanks to the collaboration with
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IT settings in different sectors with diverse size, level of management
system maturity and vision of risk management. The doors for
integrated risk management with management systems of other
domains than IT may also be opened as we already tackle the very
popular ISO 9001 standard and the promising ISO 21500 one on
Project management.
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4.2.1 Abstract

With risk management as a key challenge for most organizations, aligning and improving organisational
and business processes is essential. Capability and Maturity Models can contribute to assess and then
enable process improvement. With the need to integrate risk management in IT Organizations (IT
department/organisation), ISO/IEC 15,504—330xx process assessment approach combined with the latest
version of ISO 31,000 for risk management can be the foundations for new process models. An integrated
process-based approach with various popular and market demands ISO standards (ISO 9001, ISO 21,500,
ISO/IEC 20,000-1 and ISO/IEC 27,001) is proposed in the paper; it explains how the Integrated Risk
Management Process Assessment Model for IT Organizations in an ISO multi-standards context is
developed with a Design Science research method.
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With risk management as a key challenge for most organizations, aligning and improving organisational and
business processes is essential. Capability and Maturity Models can contribute to assess and then enable process
improvement. With the need to integrate risk management in IT Organizations (IT department/organisation),
ISO/IEC 15,504-330xx process assessment approach combined with the latest version of ISO 31,000 for risk
management can be the foundations for new process models. An integrated process-based approach with various
popular and market demands ISO standards (ISO 9001, ISO 21,500, ISO/IEC 20,000-1 and ISO/IEC 27,001) is

proposed in the paper; it explains how the Integrated Risk Management Process Assessment Model for IT
Organizations in an ISO multi-standards context is developed with a Design Science research method.

1. Introduction

Nowadays, risk management is a key challenge for most of the or-
ganizations. Qualitative and quantitative approaches of risk manage-
ment can be deployed. Capability & Maturity Models (C&MM) con-
tribute to the Risk management practitioners by providing instruments
for measuring process capability during process assessment and en-
abling improvement. Organizations wishing to improve risk manage-
ment face the problematic of choosing and selecting the right approach
aligned to their business challenges and market positioning. Related to
the area of C&MM, the International Standardization Organization
(ISO) have published at the beginning of the years 2000 the interna-
tional standard series on Process assessment (ISO/IEC 15504 [1]), now
revised and published in the ISO/IEC 330xx standard series [2]. The
main normative documents of the series provide requirements for a
structured and systematic approach for process assessment (for cap-
ability process assessment and/or organizational maturity), process
reference and process assessment models description, and some gui-
dance related to process assessment and improvement. ISO standard
series for Process assessment (PA) provides a consensus and was the
basis for various initiatives proposing Process Models structured on the
way enabling ISO/IEC 330xx compliant PA on the one hand at ISO level
[3-9], and on the other hand at market level [10-13]. Among these
various ISO/IEC 15504-330xx process models, none is dedicated to risk
management, even if risk management is addressed in most of them on
a broad way. On top of that, in many IT organizations, management

* Corresponding author.

systems are mandated by the market in terms of certifications such as
ISO/IEC 27001 [14] for information security management, ISO/IEC
20000-1 [15] for IT service management and ISO 9001 [16] for quality
management. Project management remains a key concern for IT Or-
ganizations; the project management standard ISO 21500 [17] relies on
a management system for mastering projects, including managing
project risks. According to industry feedback and author experiences,
these topics (quality management, project management, information
security management and IT service management) are the most com-
monly addressed by many IT organizations, whatever their size and
domain; we have selected them for being part of our research in a PA
context. When we study these various topics, the nature of the managed
risks varies, but the mechanisms of the practices for managing risks are
not varying in a management system environment. This is a key point to
consider.

We had investigated how to integrate risk management in IT
Organizations within a management system context? in previous works
[18]. By IT Organizations, we mean any IT department or IT company
needing to integrate risk management activities. The authors made the
assumption that an integrated risk management approach for IT Orga-
nizations will benefit organizations by being based on ISO standards
which represent international consensus. Our assumption is supported
by market demand for ISO 9001, ISO/IEC 27001 and ISO 20000-1 as
popular standards for certification of management systems, completed
by ISO 21500 because project management is always a critical process
in IT organizations. So these standards are the ground material of our
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research. With this background, our current research is investigating
the following research question: how to improve risk management pro-
cesses in IT Organizations from a management system perspective? For
doing so, some more previous works have already justified the need to
identify processes for a new Integrated Risk Management process model
for IT Organizations (IRMIS) [19,20] based on the ISO 31000 standard
for Risk management [21,22]. It is the international reference in the
domain. With ISO 31000 as our guideline, the integration is considered
regarding ISO 9001, ISO 21500, ISO/IEC 20000-1, and ISO/IEC 27001.
Since ISO standards are always subject to review and revision when
relevant, we consider some versions of standards which are about to be
published, in order to be as aligned as possible with the state of the art
in the ISO community, and to leverage competitive advantage on the
market. As ISO 31000 is under revision at ISO level, with an imminent
new version to be published, our research works are taking into account
the Final Draft International Standard (FDIS) [22] prepared at the end
of 2017 (last step before publication). In the same vein, we consider the
Draft International Standard of ISO/IEC 20000-1 (antepenultimate
version before publication). By taking into account these latest versions,
some updates are provided considering the IRMIS PAM list of processes
and their description.

According to our research question, we aim at supporting Risk
management processes improvement in IT Organizations, with a
structured, integrated, interoperable, assessable, effective and efficient
way via a PRM and a PAM as artefacts enabling process assessment and
improvement. These two artefacts extend the ISO 31000 standard
which is already process-oriented, but not structured neither organised
for rigorous process assessment, neither specifically addressing IT
Organizations. So this paper presents the first results achieved with the
development of a PRM and a PAM for IRMIS, implementing a
Transformation process [23] supporting the design of process models
according to ISO/IEC 15504/330xx. In order to develop these artefacts,
a Design Science Research Method [24] is followed.

Section 2 presents Related work and ISO standards inputs, and
Section 3 introduces the Design Science Research Method. Section 4
presents the PAM development of the core risk management processes
with views on the other ISO standards targeted in the IT Organizations
scope of our research; this development has followed the Transforma-
tion process applied to ISO 31000 and a first loop of rigorous validation.
Finally, Section 5 concludes the paper and presents future research
perspectives.

2. Related work and ISO standards inputs

A lot of work has targeted Risk management in various domains.
Capability & Maturity Models (C&MM) are amongst them. A recent
paper presenting the LEGO approach (Living EnGineering prOcess:
approach to process improvement) to achieve a meta-model on Risk
Management merging various sources, includes a survey on Risk man-
agement C&MM which has shown and compared their respective ap-
proaches [25]. They were different in structure and levels. To ensure
integration and consistency, and to align with market demands and
pressures related to certifications, our research focuses on PRMs and
PAM s fulfilling ISO/IEC 15504/330xx requirements on Process assess-
ment and encompassing management systems principles. The economic
benefits of standards is demonstrated in the industry [26], in particular
with ISO certifications such as the most popular one: ISO 9001 [16]
which is mentioned in the annual ISO survey on certifications of
management systems standards [27].

We have studied existing and available PRMs & PAMs related to
Risk management in C&MM context, based on publicly available ISO/
IEC 15504/330xx. Table 1 lists these Risk management processes and
their source.

According to these processes, the risk management process, as ad-
dressed by the ISO 31000 standard, is very general. There is little dif-
ference among these processes, where risk identification is performed,
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and then analysis and evaluation, from the risk assessment perspective,
and finally risk treatment. There is not much detail in each of these
PAM. As illustration, you can see below in Table 2, extracted from the
latest published standard ISO/IEC 33073 Process Capability Assessment
Model [8], the Risk management process description:

In addition to Table 1, some closely related works have been per-
formed in the medical IT networks domain with a PRM and PAM for
improving risk management, in order to allow Healthcare Delivery
Organisations to assess the capability of their risk management pro-
cesses against the requirements of IEC 80000-1 (application of risk
management to IT-networks incorporating medical devices) [28]. There
are 14 processes for different aspects of the life cycle risk management.
In this process model, there are 4 processes dedicated to the risk
management itself: Medical IT Network Risk Management, Risk Ana-
lysis & Evaluation, Risk Control, and Residual Risk. This approach is
targeting the medical sector with a particular objective of contribution
to ISO 80000-1 but with a common overall goal with our works for
improving risk management processes. We nevertheless address man-
agement systems from various selected ISO standards perspectives in an
IT Organizations mind-set, as indicated in the next paragraph.

Some recent works have directly addressed the ISO 31000 standard
for risk management in order to propose a Maturity Model for risk
management [29]. The paper analyses existing Risk management re-
lated maturity models and selects some inputs, for instance in CMMI for
its structure. Then it proposes a new maturity model. This maturity
model does not fulfil the ISO/IEC 330xx requirements for process
capability and maturity assessment.

In previous works, the authors explored risk management in IT
Organizations from the perspective of relevant ISO standards driven by
market demand and authors expertise (targeting quality management,
project management, IT service management and information security
management), with ISO 31000 as main theme. Table 3 provides the full
list with identification numbers and titles of each considered standard,
with an additional standard bringing valuable insights on information
security risk management: ISO/IEC 27005 [30]. For quality manage-
ment, the ISO 9001 standard specifies that “there is no requirement for
formal methods for risk management or a documented risk management
process. Organizations can decide whether or not to develop a more ex-
tensive risk management methodology than is required by this International
Standard, e.g. through the application of other guidance or standards.” The
ISO/IEC 20000-1 standard is in the same vein. The current standards
highlight the role of Risk management but do not offer comprehensive
pathways.

It is also relevant to highlight that there is an important aspect in
implementing standards: its version. Standards are continuously re-
vised, when relevant. There is an official standard lifecycle at ISO, and
once published, there is a systematic review every five years. As stated
on ISO web site, “Systematic Review provides valuable information on the
global relevance of the standard and ensures that the ISO catalogue is up-to-
date. It is also currently the only systematic way for the ISO Central
Secretariat to collect information on the use of ISO standards and their
national adoption”. In Table 1, two listed standards are not in their final
published version: the ISO 31000, in Final Draft International Standard
phase (FDIS), and ISO/IEC 20000-1 in Draft International Standard
phase (DIS). As the ISO 31000 is the main driver of our work, we
decided to adopt the latest version because the final publication will be
nearly identical to the FDIS document. We checked the alignment of
clauses in Table 3.

In Table 4 is the list of relevant standards considered in our works,
supporting the development of a PRM and a PAM for Integrated Risk
Management in IT Organizations.

In previous works, the authors had shown that management system
standards (MSS) mechanisms are present in standards listed in Table 4
(ISO 9001, ISO 20000-1, and ISO/IEC 27001, as well as ISO 21500,
even if it is not a requirements standard enabling a management system
certification. These mechanisms help integrating processes, and
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Table 1
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List of Risk management processes in existing Process models fulfilling ISO/IEC 15504-330xx requirements for PRM & PAM.

Process model

Name of the Risk management related process

(es)

ISO/IEC 15504-5:2012 — Part 5: An exemplar software life cycle process assessment model [3]

ISO/IEC 15504-6:2013 — Part 6: An exemplar system life cycle process assessment model [4]

ISO/IEC 15504-8:2012 — Part 8: An exemplar process assessment model for IT service management [5]

Enterprise SPICE (ISO/IEC 33071:2016 — An integrated process capability assessment model for Enterprise processes) [6]
ISO/IEC 33072:2016 — Process capability assessment model for information security management [7]

ISO/IEC 33073:2017 — Process capability assessment model for quality management [8]

ISO/IEC 30105-2: 2016 — Information technology — IT Enabled Services-Business Process Outsourcing (ITES-BPO) lifecycle

processes — Part 2: Process assessment model (PAM) [9]
Automotive SPICE Process Assessment Model [10]
COBIT Process Assessment Model (PAM): Using COBIT 5 [11]

MAN.5 Risk management

PRJ.5 Risk management

SMS.6 Risk management

GVM.9 Risk management

COM.11 Risk and opportunity management
COM.11 Risk management

ENBI Risk management

MAN.5 Risk management
EDMO3 Ensure risk optimisation Manage risk

Table 2
Extract from ISO/IEC 33073: the Risk management process description.

Table 4
List of relevant ISO standards supporting IRMIS PRM and PAM.

Process ID COM.11 ISO Standard number ISO Standard title
Name Risk management 1SO FDIS 31000:2017 [22] Principles and generic guidelines on risk
Purpose The purpose of Risk Management is to identify, analyse, evaluate, management

treat and monitor risks. ISO 9001:2015 [16] Quality management systems - Requirements
Outcomes As a result of successful implementation of this process: 1SO 21500:2012 [17] Guidance on project management

1. Risks are identified.

2. Identified risks are analysed.

3. Risks are evaluated against defined criteria.
4. Risks are selected for treatment.

5. Selected risks are treated.

proposing common core processes as well as risk management dedi-
cated processes, in a single model addressing mechanisms for several
types of risks related to project, process, information security, and IT
services.

3. Research method

This research is based on Design Science principles. According to
Denning, Design science is a “problem-solving paradigm and seeks to
create innovations that define the ideas, practices, technical capabilities and
products through which the analysis, design, implementation, management

Table 3
Mapping of clauses between ISO 31000:2009 and ISO 31000:2017 (FDIS).

ISO/IEC DIS 20000-1:2017
[15]
ISO/IEC 27001:2013 [14]

Information Technology - Service management -
Part 1: Service management systems requirements
Information Technology - Security techniques -
Information security management systems -
Requirements

Information Technology - Security techniques -
Information security risk management

ISO/IEC 27005:2011 [30]

and use of Information Systems can be effectively and efficiently accom-
plished” [31]. Design Science aims to “create things that serve human
purposes, and then to create new and innovative artefacts” [32] such as
constructs, models, methods, and instantiations. Each designed artefact
is aiming at improving the environment and the way to measure this
improvement is investigated. By applying design science principles, we
aim to guarantee the value chain linking research and technological
activities.

Peffers et al. proposes a model describing the Design Science
Research Method (DSRM) with a set of six activities in a nominal

ISO 31000:2009

ISO 31000:2017

4.2 Mandate and commitment 5.2
4.3.1 Understanding of the organization and its context 5.3.1
4.3.2 Establishing risk management policy 5.3.2
4.3.3 Accountability 5.3.3
4.3.4 Integration into organizational processes 5.2.2
4.3.5 Resources 5.3.4
4.3.6 Establishing internal communication and reporting mechanisms 5.3.5
4.3.7 Establishing external communication and reporting mechanisms 5.3.5
4.4.1 Implementing the framework for managing risk 5.4
5.5
4.6 Continual improvement of the framework 5.6
5.1 General 6.1
5.2 Communication and consultation 6.2
5.3.2 Establishing the external context 6.3.1
5.3.3 Establishing the internal context 6.3.2
5.3.4 Establishing the context of the risk management process 6.3.3
5.3.5 Defining risk criteria 6.3.4
5.4.2 Risk identification 6.4.2
5.4.3 Risk analysis 6.4.3
5.4.4 Risk evaluation 6.4.4
5.5.1 General - Risk Treatment 6.5
5.5.2 Selection of risk treatment options 6.5.2
5.5.3 Preparing and implementing risk treatment plans 6.5.3
5.6 Monitoring and review 6.6
5.7 Recording the risk management process 6.7

Leadership and commitment

Understanding of the organization and its context

Articulating risk management commitment

Assigning organizational roles, authorities, responsibilities and accountabilities
Integrating risk management

Allocating resources

Establishing communication and consultation

Implementation
Evaluation
Improvement
General
Communication and consultation

Establishing the context - General

Establishing the context - Defining the purpose and scope
Establishing the context - Context

Defining risk criteria

Risk identification

Risk analysis

Risk evaluation

Risk treatment

Selection of risk treatment options

Preparing and implementing risk treatment plans
Monitoring and review

Recording and reporting

(NEW)
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sequence [24]. These activities interact and are iteratively performed.
The next sub-sections details these design activities for the creation of
the PRM and PAM artefacts with a particular emphasis on step 3 which
is the main contribution of this paper (steps 1 and 2 have been reported
in previous works [18]). Steps 4 and 6 are under progress while step 5 is
planned in a near future.

3.1. Problem identification and motivation

DSR activity: This activity aims at defining the specific research
problem and justifying the value of a solution. The problem definition
will be used to develop an artefact that can provide a solution. In order
to motivate the value of a solution, this set of activities includes
knowledge of the state of the problem and the importance of its solu-
tion.

IRMIS PRM & PAM project activity: Companies are facing mul-
tiple certifications requirements and regulations which are critical for
competitive advantage; Risk management plays a central part in this
multiple frameworks landscape. In this context, business and market
constraints have been identified via industry partners, and via their
experience in process assessment and improvement. It has led to the
motivation related to the use of ISO standards which are critical, not
only for risk management, but also for management systems, informa-
tion security management, IT service management and project man-
agement. The problems practitioners face in industry regarding risk
management improvement are then manifold in the context of ISO
standards in IT Organizations.

3.2. Define the objectives for a solution

DSR activity: This activity aims at inferring the objectives of a
solution from the problem definition and knowledge of what is possible
and feasible.

IRMIS PRM & PAM project activity: In our case, the targeted so-
lution for managing risk and improving risk management with a pro-
cess-based approach in IT Organizations is a PRM & PAM integrating
risk management and based on ISO standards. The objectives for this
solution are connected and limited to ISO standards, and the solution
need a structured, integrated, interoperable, assessable, effective and
efficient way. What is possible and feasible has to be aligned with the
requirements of ISO/IEC 33004 (Requirements for process reference,
process assessment and maturity models) and to follow recommenda-
tions of the ISO/IEC 24774 (Guidelines for process description) [33]. As
much as possible, the latest version of each standard is used.

3.3. Design and development

DSR activity: This activity aims at creating the artefact(s). These
artefacts can be “constructs, models, methods, or instantiations” or
“new properties of technical, social, and/or informational resources”.

IRMIS PRM & PAM project activity: For creating the PRM & PAM,
a Transformation process is applied, based on a goal oriented require-
ments engineering (GORE) technique to provide guidance on how to
transform a set of domain requirements into PRMs and PAMs which are
compliant with the requirements of ISO/IEC 33004 and follow ISO/IEC
TR 24774 guidance. The Transformation process advocates identifying
elementary requirements and organising these requirements into re-
quirement trees. These requirement trees are then oriented around the
business goals to which they are related to form goal trees. The re-
quirement and goal trees representation help PRM & PAM developers to
visualize and support validation by experts. More details about this
Transformation process can be found in [23]. The Transformation
process is composed of nine steps. These steps are:

1. Identify elementary statements in a collection of requirements.
2. Organise and structure the requirements.
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3. Identify common purposes upon those requirements and organise

them towards domain goals.

. Identify and factorise outcomes from the common purposes and
attach them to the related goals.

. Group activities together under a practice and attach it to the related
outcomes.

. Allocate each practice to a specific capability level.

. Phrase outcomes and process purpose.

. Phrase the Base Practices attached to the Outcomes.

. Determine Work Products among the inputs and outputs of the
practices.

9]

O 0 N O

This Transformation process is used iteratively in order to refine the
grouping and process descriptions. Section 4 of the paper provides
details for each step. In the case of these works, we use the term
“statement” instead of “requirements”, because our main ISO standard
thread is the ISO 31000: this standard is not a management system one
and does not provide requirements such as “shall” statements, but
“should” statements.

3.4. Demonstration

DSR activity: This activity aims at demonstrating the use of the
artefact to solve one or more instances of the problem. This can be done
via the experimentation of the artefact's use.

IRMIS PRM & PAM project activity: This activity has been in-
itiated with a first loop of validation with expert with a background in
process assessment, management systems in IT Organizations and
project management including risk management; validation of the ar-
tefact is foreseen with more expert domain reviews and process as-
sessment experimentations.

3.5. Demonstration

DSR activity: This activity aims at observing and measuring how
well the artefact supports a solution to the problem. This activity in-
volves comparing the objectives of a solution to actual observed results
from use of the artefact in the demonstration. It requires knowledge of
relevant metrics and analysis techniques.

IRMIS PRM & PAM project activity: Following experimentation(s)
of the artefact, a careful observation and measurement of the experi-
mentation will be performed (it is planned after the setting of metrics
and selection of appropriate analysis techniques).

3.6. Communication

DSR activity: This activity aims at communicating the problem and
its importance, the artefact, its utility and novelty, the rigor of its de-
sign, and its effectiveness to researchers and other relevant audiences
such as practicing professionals, when appropriate.

IRMIS PRM & PAM project activity: this current paper is part of
the communication as well as all papers supporting this research work
[18-20]. The participation to ISO meetings and commenting similar
artefacts also contributes to the confrontation of these works to prac-
titioners.

After describing the six activities of the DSRM of our research
works, next section will focus on the design and development of the
artefacts.

4. Design and development of a PRM and a PAM for an integrated
risk management process model dedicated to IT organizations

According to the Transformation process mentioned in Section 3,
the PRM and PAM development has been performed. The first three
steps have already been presented in [19]; they are summarized here in
order to provide a full view of the approach but more specifically to
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Fig. 1. Transformation process activities (adapted from [23]).

provide updates entailed by the new version of ISO 31000. We also
quote that we aim at satisfying a set of criteria for the produced PRM
and PAM, as stated in [23]. They will have to satisfy the following
characteristics: assessability, interoperability, integration, complete-
ness, adoption and applicability. Fig. 1 provides an overview of the
Transformation process, with the positioning of the various steps.

The ISO 31000 standard is the main thread for the Transformation
process. Other standards are considered in a second time, once the
structure of each identified process is determined. Our assumption is
that the PAM is contextualised to each targeted domain in an IT setting;
project management (ISO 21500) and information security manage-
ment (ISO/IEC 27001) provide, in particular, specific information that
can be presented while ISO 9001 and ISO/IEC 20000-1 remain quite
generic for respectively process quality and IT services. As already
mentioned, the nature of the managed risks varies, but not the me-
chanisms of the practices for managing risks, particularly in a man-
agement system environment. So these mechanisms can be reused and
applied to the various targeted domains.

Step 1: Identify elementary statements in a collection of
statements

The first step of the Transformation process consists in identifying
all of the statements to form a collection of elementary statements. ISO
31000 provides, for each clause, a set of statements which are for-
mulated mainly with “should” statements, also with “may”, “can” or just
information without any particular semantics format. The verbs in
passive voice statements (revealing statements) were easily identified
and split into elementary statements. Other sentences with a verb in
present tense, clearly indicating an action to perform or a condition to
be satisfied, were also considered elementary statements. When a sen-
tence was composed of two parts separated by the coordination con-
junction “and”, it was divided into two elementary statements. If there
was an enumeration, each element of the list was identified as an ele-
mentary statement. Because the latest version of ISO 31000 has been
considered recently, all work of identification of elementary statements
has been redone with the latest collection of statements present in the
ISO FDIS 31000:2017 [22].

Step 2: Organize, and structure the statements

During the second step, the elementary requirements were orga-
nized and gathered around the objects they are about in order to build a
“statement tree” by applying mind mapping techniques. The
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elementary “should statements” were organized, as well as relevant
statements bringing valuable information, and structured under the
form of a “mind map” for statement trees. This “mind map” helped to
generate a graphical view of the elementary items having the same
object (or component). A decision was made to distribute the set of
statements in various statement trees; this was guided by the affiliation
of statements within Clauses. These trees considered the Clauses and
Sub-clauses titles, as well as the subject of each elementary item. This
statement tree structuring was inspired by previous works where some
groupings were similar.

Step 3: Identify common purposes upon those statements and
organize them towards domain goals

From the statements tree, some common purposes were identified
and the elementary statements were organized accordingly, taking the
original meaning of the ISO 31000 statements into account. A goal tree
was then built for each common purpose, in which the inter-related
activities were properly grouped. At this stage, we were able to identify
processes, at least for a first proposal of a process list which we are
regularly refining, according to the various iterations that are possible
all along the Transformation process and in the Design Science
Research mind-set. Common processes were identified from the man-
agement system mechanisms (see Table 5). Risk management dedicated
processes were identified from the Risk management process clauses
with the associated domain goals revealed in goal trees: Risk criteria
definition, Risk identification, Risk analysis and Risk evaluation, and
then Risk Treatment and Recording and reporting. Sub-clauses in ISO
31000 guided these risk management dedicated processes. Considering
the last version of ISO 31000, we checked the alignment of clauses and
other management system standards PRM and PAM aligned with our
works in order to propose an updated set of processes. The following
mapping table shows this check and the updates taking into account the
new version of ISO 31000 and the most recently published ISO PAM
based on a Management System Standard: namely the ISO/IEC 33073
Process capability assessment model for quality management [8].

At this stage of our research work, we identified 6 processes for the
Risk management process group. From a process assessment and risk
management domain practitioner point of view, this may be reviewed
at the validation phase with risk management domain experts, with
aggregation in two or even one single process for Risk Assessment in-
cluding Risk identification, Risk analysis and Risk evaluation, for
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Table 5

Elicited list of processes deduced from ISO 31000 statements and various PAMs.
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310000 Sub- 31000:2017 Sub-clause title IRMIS PAM proposed processes ISO/IEC 33073 (PAM 9001) ISO 21500 Process subjects/
clause groups
5.2 Leadership and commitment TOP.01 TOP.1
Leadership Leadership
5.3.1 Understanding the organization and its context
5.3.2 Articulating risk management commitment
5.3.3 Assigning organizational roles, authorities,
responsibilities and accountabilities
6.3 Establishing the context
6.3.4 Defining risk criteria RIS.01
Risk criteria definition
6.2 Communication and consultation COM.01 COM.01
C tion 1t Communication management
Notions of documents COM.02 COM.02
D ation 1t Documentation Management
5.3.4 Allocating resources COM.03 COM.03 Resource:
Resource management Human resource management 4.3.15 Establish project
team;
4.3.16 Estimate resources
4.3.17 Define project
organization;
4.3.18 Develop project team;
4.3.19 Control resources
4.3.20 Manage project team
5.6 Improvement COM.04 COM.04
Improvement Improvement
No “audit” notion in 31000 COM.05 COM.05
Audit Internal audit
6.6 Monitoring and review COM.11 COM.06
Monitoring Management review
COM.06
Review
No “non-conformity” notion in 31000 COM.07 COM.07
Non-conformity management Non-conformity management
COM.08 COM.08
Operational planning Operational planning
5.4 Implementation COM.09 COM.09
Operational Implementation and  Operational implementation and
control control
5.5 Evaluation COM.10 COM.10
Performance evaluation Performance evaluation
6.4.2 Risk identification RIS.02 COM.11 Risk:
Risk identification Risk management 4.3.28 Identify risks
4.3.29 Assess risks
4.3.30 Treat risks
4.3.31 Control risks
6.4.3 Risk analysis RIS.03
Risk analysis
6.4.4 Risk evaluation RIS.04
Risk evaluation
6.5.1 General - Risk Treatment RIS.05
Risk Treatment
6.5.2 Selection of risk treatment options
6.5.3 Preparing and implementing risk treatment plans
6.7 Recording and reporting RIS.06 COM.02

Reporting and recording

Documentation Management

usability, efficiency and assessability reasons. The PRM list of elicited
processes is available in Fig. 2. Because Annex SL was driving the
management system aspects of ISO 31000 (even if is It not prescriptive
in our case, the structure of core common processes has been kept.
Because some processes are not necessary in the case of ISO 31000
transposition into a PRM, but in an integration mindset, these processes
appear in the process list in italic (COM.05 Internal audit, and COM.07
Non-conformity management). A validation loop has been performed at
this stage in order to review that: the number of processes is appro-
priate; the process names are meaningful; the overview of the PRM
helps to understand the process interactions; the PRM covers the
statements of the ISO 31000:2017 standard from clauses 5 and clauses
6. This validation loop was particularly useful because we changed
from ISO 31000:2009 to ISO 31000:2017 as source standard, and some
modifications and adjustments had been made.
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Step 4: Identify and factorize outcomes from the common
purposes and attach them to the related goals

An outcome is an observable result of 1) the production of an ar-
tefact, 2) a significant change of state, or 3) the meeting of specified
constraints. The outcomes of each process had to be factorized or
merged, according to convenience and expert judgement, in order to
define from 3 to 7 outcomes per process, and thus to follow the re-
commendations of ISO/IEC TR 24774 [33].

In some cases, the common purposes identified during step 3 were
considered as the process outcomes and were attached to the related
domain goals. In other cases, where a more detailed granularity level is
wished, the common purpose supported the definition of process pur-
pose. Grouping of elementary statements then enable to identify out-
comes.

Step 5: Group activities together under a practice and attach it
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TOP MANAGEMENT Process

TOP.01 Leadership

COMMON
Processes

COM.01 Communication management
COM.02 Documentation management
COM.03 Resource management
COM.04 Improvement

COM.05 Internal audit

COM.06 Review

COM.07 Non-conformity management

COM.08 Operational planning

COM.09 Operational implementation
and control

COM.10 Performance evaluation

COM.11 Monitoring

RISK MANAGEMENT
Processes

RIS.01 Risk criteria definition
RIS.02 Risk identification
RIS.03 Risk analysis

RIS.04 Risk evaluation
RIS.05 Risk treatment

RIS.06 Reporting and recording

Fig. 2. IRMIS PRM proposed list of processes.

to the related outcomes

The original input of the Transformation process (the statements
from ISO 31000) sometimes contains information describing activities
that should be conducted for implementing the processes. According to
the number and level of detail of these activities, they were grouped as
practices. When there were no detailed information within the state-
ments of ISO 31000, practices were deduced from the outcomes. Each
practice represents a functional activity of the process. When im-
plemented, a practice contributes to the achievement of at least one
outcome of the performed process. During this step, we linked these
activities or practices to the related outcomes and we maintained tra-
ceability between each practice and the initial set of elementary
statements. Indeed, it is possible that several elementary statements are
related to only one practice of a process. The goal trees enable to keep
that in mind for further activities, in particular, when questionnaires
are being developed for supporting process assessment.

Step 6: Allocate each practice to a specific capability level

For each process, we review the practices and their linked outcomes
in order to confirm that they contribute to the process performance
attribute (capability level 1) of their associated process, and not to
capability levels upper than 1. We ensured that our process descriptions
are such that no aspects of the measurement framework beyond level 1
are contained or implied and thus, that the created process reference
and process assessment models comply with ISO/IEC 33004
Requirements for process reference, process assessment and maturity
models.

Step 7: Phrase outcomes and process purpose

In order to create a process reference model that follows the
guidelines of ISO/IEC TR 24774, each outcome has to be phrased as a
declarative sentence using verbs at the present tense. Then, the purpose
is phrased or refined if phrased when the process is identified to state a
high-level objective for performing the process and provide measurable
and tangible benefits to the stakeholders through the expected out-
comes (process assessment concern). From the risk management sub-
processes of ISO FDIS 31000 (Risk identification, Risk analysis, etc.),
process purposes are proposed and provide a sound basis for the
phrasing (kept as it is when appropriate and compliant with ISO/IEC
33004 requirements). We also checked that the set of outcomes is ne-
cessary and sufficient to achieve the purpose of the process.

The resulting IRMIS PRM is suitable for use in process assessment
performed in accordance with the requirements for a PRM described in
Clause 6.2 of ISO/IEC 33004.

(a) The declaration of the domain is: Integrated Risk Management for
IT Organizations.

(b) The description of the processes is provided in the IRMIS PRM.

(c) The IRMIS PRM describe at an abstract level the processes implied
by ISO 31000. The purpose of the IRMIS PRM is to facilitate the
development of a process assessment model for integrated risk
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management in IT Organizations.

(d) A description of the relationship between the processes defined
within the IRMIS PRM is supported by a figure collecting all the
processes by process groups.

The process descriptions are unique. The identification is provided
by unique names and by the identifier of each process of the IRMIS
PRM. Processes are described in terms of its purpose and outcomes. For
all processes, the set of process outcomes are necessary and sufficient to
achieve the purpose of the process. No aspects of the ISO/IEC 33030
Measurement Framework beyond level 1 are contained in process de-
scriptions.

Once the PRM determined, critical aspects of integration with other
selected ISO standards were considered. The selected relevant standards
were ISO 21500 and ISO/IEC 27001 supported by ISO/IEC 27005. ISO
21500 has dedicated processes for Risk identification, Risk assessment,
Risk treatment and Risk control. ISO/IEC 27001 does not provide much
detail, but ISO/IEC 27005 does, with Risk identification, Risk analysis,
Risk evaluation, and Risk treatment. So we used these standards for a
PAM providing multi-application views. We selected the Capability
Measurement Framework provided by the standard as we consider
Capability as the quality characteristic considered in our work.

Step 8: Phrase the Base Practices attached to Outcomes

Once the purpose and outcomes of a process is phrased, the process
reference model is considered stable enough to phrase the base prac-
tices. Base practices are phrased as actions, starting with a verb at the
infinitive, according to ISO/IEC 24774. During steps 8 and 9, we pay
particular attention to choose wording that suits and that is commonly
used for dealing with risk management in organizations in order to
ensure a successful adoption of the models. The context for Risk man-
agement will target project management in ISO 21500 and information
security in ISO/IEC 27001.

Step 9: Determine Work Products among the inputs and out-
puts of the practices

A work product is an artefact associated with the execution of a
process. During the steps 1 and 5, work products can be identified. For
instance, it is very clear that the main output work product for Risk
identification is a “comprehensive list of risks”. It is mentioned as “Risk
register” in ISO 21500. For Risk analysis process, the main output is the
list of “Analysed risks with the determined level of risks”: it is men-
tioned as “Measured risks” in ISO 21500, and as “List of risks with value
levels assigned” in ISO/IEC 27005.

The following paragraphs present an extract of the PRM, followed
for each process by a table providing the PAM (respective Tables 6-8);
each table present a process with multiple views presenting the map-
ping with the other standards considered with ISO 31000; it is illu-
strated for ISO 21500 and ISO/IEC 27001 for Risk assessment in ISO
31000, meaning 3 processes: Risk identification, Risk analysis and Risk
evaluation. The idea to provide views is to extend the ISO 31000 to the
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Table 6
The Risk identification process description and views in the IRMIS PAM.
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ISO 31000 view

ISO 21500 view

ISO/IEC 27001 view

Information comes as the project
progresses through its life cycle

Identification of risks with a
potential negative impact
(threats)

Identification of risks with a
potential positive impact

Information comes from the information security risks
associated with the loss of confidentiality, integrity and
availability for information within the scope of the
information security management system

Identification of assets

Identification of threats

Identification of existing controls
Identification of existing vulnerabilities
Identification of consequences

(opportunities)

Process ID RIS.02

Process Name Risk identification

BP1 (Out 1) BP1. Gather relevant and up-to-date information for the
identification of risks (appropriate background
information where possible)

BP2 (Out 1) BP2. Select context relevant risk identification tools and
techniques.

BP3 (Out 2) BP3. Examine a set of factors for identifying risks;
(Tangible and intangible sources of risk, Causes and
events, Threats and opportunities, vulnerabilities and
capabilities ,...)

BP4 (Out 3) BP4. Identify risks based on factors of risks.

Input Work Risk management plan

Products
Output Work Risk register (list of risks) Risk
Products

Project plans

Scope and boundaries for the risk assessment, list of
constituents with owners, location, function, etc.

A list of incident scenarios with their consequences related to
assets and business processes identification

register

context of the other selected ISO standards, but to keep the ISO 31000
structure as the core standard. The management systems mechanisms
help the integration, but the specifics need to remain as such. The as-
sessor will then be able to collect data with the appropriate context.
Inputs and output work products are indicative. The measurement
framework of our PAM is based on the ISO/IEC 33020 one proposing a
process measurement framework for assessment of process capability.

The Risk identification process description

Process RIS.02
ID
Name Risk identification
Purpose
Table 7

The Risk analysis process description and views in the IRMIS PAM.

The purpose of the Risk identification process is to find
and describe risks that might help or prevent an
organization from achieving its objectives.

As a result of successful implementation of this process:
1. Relevant information and risk identification
techniques are selected.

2 Factors of risks and their relationships are examined.
3. Risks are identified, based on factors of risks.

Outcomes

ISO 31000 view

ISO 21500 view ISO/IEC 27001 view

Process ID RIS.03
Process Name Risk analysis
BP1 (Out 1) BP1. Select analysis techniques that are appropriate depending on
circumstances and intended use.
BP2 (Out 2) BP2. Identify the factors of risks to consider.
Note: These factors can be: likelihood of events and consequences,
the nature and magnitude of consequences, complexity and
connectivity, time-related factors and volatility, pace of change,
effectiveness of existing controls, sensitivity and confidence levels,
influences (any divergence of opinions, biases, perceptions of risk
and judgements; additional influences: the quality of the
information used, the assumptions and exclusions made, any
limitations of the techniques and how they are executed).
BP3 (Out 3) BP3. Determine a level of risks considering uncertainties, risk
sources, consequences, likely-hood, events, scenarios, controls
and their effectiveness
BP4 (Out 4) BP4. Record risk analysis results.
BP5 (Out 5) BP5. Communicate risk analysed results to decision makers.
Input Work Risk register (list of risks)
Products

Input Work
Products

Output Work Analysed risks (level of risks)
Products

Risk analysis methodologies (qualitative,
quantitative)

Estimate the probability of
occurrence of each risk
Estimate the corresponding
consequence for project
objectives

Assess consequences of risks (assets identification,
assessment of business impact in terms of
Confidentiality, Integrity, Availability)

Assess incident likelihood (likelihood of incident
scenarios : quantitative or qualitative)

Determine the level of risks

Issue a list of risks with value levels assigned

Risk register List of identified relevant incident scenarios
Project plans

Measured risks List of risks with value levels assigned
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Table 8
The Risk evaluation process description in the IRMIS PAM.
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ISO 31000 view

ISO 21500 view

ISO/IEC 27001 view

Process ID RIS.04

Process Name Risk Evaluation

BP1 (Out 1) BP1. Compare analysed risks to risk criteria.

BP2 (Out 2) BP2. Decide what to do for each risk

BP3 (Out 3) BP3. Record the evaluated risks issued from the
comparison of analysed risks to risk criteria.

BP4 (Out 4) BP4. Communicate the evaluated risks to stakeholders

BP5 (Out 5) BP5. Validate the evaluated risks at appropriate levels

of the organisation
Analysed risks

Risk criteria
Evaluated risks record

Input Work Products

Input Work Products

Output Work
Products

Risks are prioritized considering factors such as
timeframe and key stakeholders' risk tolerance

Measured risks (probability and consequences)

Prioritized risks

Decisions are mainly based on the
acceptable level of risk

List of risks with value levels assigned
Risk evaluation criteria
List of prioritized risks

Comments on the Risk identification process: This process is part
of the overall Risk assessment to be performed by any organization
dealing with Risk management. Risk assessment encompasses Risk
identification, Risk analysis and Risk evaluation and as stated in
ISO 31000: “it should be conducted systematically, iteratively and
collaboratively”. Risk identification is key, with a relevant and up-
to-date information to be used for identifying risks. For integration
purposes, several types of risks are identified, considering the type
of activity which is performed: business risks, project risks,
information security risks, etc.

The Risk analysis process description

Process RIS.03
ID
Name Risk analysis
Purpose  The purpose of risk analysis is to determine a level of
risk from analysis techniques and factors of risks.
Outcomes As a result of successful implementation of this process:

1. Appropriate analysis techniques are selected.

2. Factors of risks are considered including influences.
3. A level of risk is determined.

4. Risk analysis results are recorded.

5. Risk analysis results are communicated to decision
makers.

Comments on the Risk analysis process: This process is focusing on
the comprehension of risks, in order to determine a level of risk,
prepare the decision-making of the Risk evaluation process. It is
based on the identified risks, and produces a list of analysed risks
with a level of risks.

The Risk evaluation process description

Process RIS.04
ID
Name Risk evaluation
Purpose  The purpose of risk evaluation is to support decisions.
Outcomes As a result of successful implementation of this process:

1. The significance of risks is determined by comparing
analysed risks to risk criteria.

2. A decision is made based on the determined
significance of risks

3. Evaluated risks are recorded

4. Evaluated risks are communicated at appropriate
levels of the organisation

5. Evaluated risks are validated at appropriate levels of
the organisation
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Comments on the Risk evaluation process: This process is dealing
with prioritization of risks, in order to decide what to do for each
risk: do nothing further, consider risk treatment options,
investigate more on some risks, etc.

In order to check the fulfilment of ISO/IEC 330xx requirements in
designing the IRMIS PAM, a first validation loop of experts have been
performed in order to validate the content and assure its quality with a
systematic review of the following criteria:

e An outcome is targeting capability level 1 only;

e An outcome can be identified as an artefact, a change of state or a
meeting of constraints;

e The wording is clear and appropriate for all PAM components;

e The vocabulary used in the PAM is consistent;

e Each process is defined with the following characteristics mind-set:
assessability, interoperability, integration, completeness, adoption
and applicability.

This approach has enabled some improvements and refinements in
the wording and in the consistency of the used vocabulary in par-
ticular. The same approach is used for all processes of the PAM.

5. Conclusion

This paper has presented the work performed in order to develop an
ISO/IEC 33004 compliant Integrated risk management in IT
Organizations (IRMIS) PRM and PAM, based on ISO 31000 (interna-
tional reference on Risk management) by applying a Transformation
process. The resulting IRMIS PRM & PAM is covering the risk man-
agement guidance recommended by the last Final draft of the ISO
31000 International Standard for the high level objectives of the PRM,
and detailed and context-based indicators within the PAM, for process
assessment purposes. The next stage of our research will follow re-
maining steps of the DSRM in order to evaluate the results, and com-
municate them. This will allow companies to assess the capability of
their risk management processes from an ISO-many fold perspective
and then, to use the results as a basis for process improvement. A first
loop of validation has been performed with process assessment, man-
agement systems in IT Organizations and project management experts.
This validation loop was particularly relevant after having updated all
content of our works because of the selection of the ISO 31000 latest
revision. More validation loops will be performed with risk manage-
ment experts (in particular for Information Security) opinion by col-
lecting feedback. Other R&D experts working in process models for
other domains are planned to be consulted. Demonstration and eva-
luation will also be carried out in industry. Different Risk management
officers in IT Organizations (including Security officers of Information
Systems, IT Project Managers and IT Service Managers) will be
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consulted about the suitability of the structure and contents of the
IRMIS PRM and PAM. They will be asked to use these models in order to
evaluate their effectiveness. Statement and goal trees could be used as a
tool supporting validation of the models. All changes requested and
comments obtained from the validation process will be incorporated
into the final version of the IRMIS Process Models.
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C3. Barafort, B.; Mesquida, A.L. & Mas, A. ISO 31000-based Integrated Risk Management Process
Assessment Model for IT Organizations. Journal of Software: Evolution and Process .To be
published, 2018.

4.3.1 Abstract

Governance, Risk management, and Compliance activities are key challenges faced by organizations.
Process Models and Capability Process Assessments are governance instruments that can help
organization in assessing and improving their processes. Several ISO standards propose process models
for Management System Standards based on 1SO 9001, ISO/IEC 20000-1, and ISO/IEC 27001, and for
project management with 1ISO 21500. The ISO 31000 standard provides guidance for Risk management
with a process approach and systemic perspective. This paper presents an ISO 31000-based Integrated
Risk Management Process Assessment Model (PAM) for IT organizations enabling to integrate on an easy
way several ISO process-oriented standards which are often targeted by IT organizations. This PAM
integrates risk management dimensions with 1SO 9001, ISO 21500, ISO/IEC 20000-1, and ISO/IEC 27001.
It offers a centralized and integrated risk management approach which provides the basis to improve,
coordinate, and interoperate risk management activities.

4.3.2 C3 Paper
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Abstract

Governance, Risk management, and Compliance activities are key challenges faced by
organizations. Process Models and Capability Process Assessments are governance
instruments that can help organization in assessing and improving their processes.
Several ISO standards propose process models for Management System Standards
based on ISO 9001, ISO/IEC 20000-1, and ISO/IEC 27001, and for project manage-
ment with ISO 21500. The ISO 31000 standard provides guidance for Risk manage-
ment with a process approach and systemic perspective. This paper presents an ISO
31000-based Integrated Risk Management Process Assessment Model (PAM) for IT
organizations enabling to integrate on an easy way several ISO process-oriented stan-
dards which are often targeted by IT organizations. This PAM integrates risk manage-

ment dimensions with ISO 9001, ISO 21500, ISO/IEC 20000-1, and ISO/IEC 27001.
It offers a centralized and integrated risk management approach which provides the

basis to improve, coordinate, and interoperate risk management activities.

KEYWORDS

integrated risk management, ISO, ISO 31000, IT organizations, process assessment model, process
assessment model engineering, transformation process

1 | INTRODUCTION

Governance, Risk management, and Compliance activities are key challenges in organizations. With the era of digitalisation, the governance of
digital transformations is a critical topic, with many instruments and ways of maintaining operations with an adequate organization and in a grow-
ing regulation landscape. Risk management is part of these key challenges and is related to a multitude of domains, for IT and non-IT concerns.
Process performance is one of many ways of governance, with process improvement to enhance practices. To rely on processes is essential for
companies. Capability and Maturity Models (C&MM) support process improvement with process assessment facilities. They provide a guide
and a structure for a process improvement roadmap. There are plethora of process models for various business domains and sectors. At the
International Standardization Organization (ISO), there are several published Process Reference Models (PRM) and Process Assessment Models
(PAM) in different kinds of domains*™; these various initiatives are based on the 1SO Process assessment standard series concepts®; they rely
on a very structured and systematic approach for process assessment and guided process improvement.

Our research works® have already investigated risk management activities in IT organizations (IT organizations meaning any IT department or
IT company needing to integrate risk management activities) by comparing how risk is tackled in various ISO standards targeting management sys-
tems (also named Management System Standards or MSSs) for: quality perspectives in 1ISO 9001, information security management in 1SO/IEC
270012 IT Service management (ITSM) in ISO/IEC 20000-1,° and project management in 1SO 21500%° (these IT-related and non-IT standards
have been selected by the authors because they are significant for many companies and were reported back to the authors by practitioners;
1SO 9001, ISO/IEC 20000-1, and ISO/IEC 27001 are very popular management systems, documented as integration vectors in literature as men-
tioned in Barafort et al®). This comparison had shown how to pave the way for a centralized and integrated risk management. That provides the

J Softw Evol Proc. 2018;e1984.
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basis to improve, coordinate, and interoperate risk management activities in IT organizations. This integration is particularly enforced by ISO stan-

dards which propose approaches that are the results of international consensus and that are often requested by the market (ie, ISO 27001 cer-
tification). It is especially true for the 1SO 31000*! standard (in its latest published version) for Risk management, which is our Ariadne's thread.
In addition, with the study of the various topics such as quality management, information security management, ITSM, and project management,
we can highlight the fact that the nature of the managed risks varies. Risk is defined in ISO 31000 as the “effect of uncertainty on objectives,” and it
is specified in note 2 of this definition that “Objectives can have different aspects and categories, and can be applied at different levels.” Objectives can
be financial, quality, information security, and at different levels: service, product, project, and process. In ISO 31000 and in our approach, the
overall mechanisms of the practices for managing risks are not varying and follow principles of a management system environment. In our case,
the management system mechanisms are not used for prescriptive aspects required by a management system certification but for integration
and interoperability purposes. So, we completed our set of ISO standards with the ISO High Level Structure (HLS)*? for management systems.
The consensus previously mentioned is also true for an established common vocabulary regarding the main tackled concepts in project manage-
ment, quality management, ITSM, and information security management. According to the authors experience and gained feedback from various
R&D projects with companies in several domains, these topics are the most commonly addressed by many IT organizations, whatever their size
and domain. To address these concerns with an operational approach for risk management and the varied nature of risks, we investigated the
following research question: “how to integrate risk management in IT organizations within a management system context?”

The objective of this research is to propose means to improve Risk management processes in IT organizations, with a structured, integrated,
interoperable, assessable, effective, and efficient way (these criteria guide our applied research). Then, we intend to propose a PRM and a PAM
(also quoted as Process Models in the paper) as artifacts enabling process assessment and improvement. Both artifacts consolidate ISO standards
which are already process oriented (ie, ISO 31000) but not structured neither organized for rigorous process assessment. So, this paper presents
how we initiated the development of a PRM and a PAM for Integrated Risk Management in IT Settings (named IRMIS), by eliciting processes from
the various I1SO standards previously mentioned or from other ones derived from them and how we derived and described them in a systematic
way. The approach relies on previous works which enabled to deploy successfully a Transformation Process*® for designing PRMs and PAMs ful-
filling the Process Assessment ISO standard requirements for developing PRMs and PAMs.'* The ISO/IEC 27005"° for Information security risk
management is also of great help for dedicated Risk management processes, as well as the ISO 21500 for project management, proposing several
processes covering Risk management activities.

The paper firstly presents in Section 2 some related works, and in Section 3, terminology concerning the main concepts of an Integrated Risk
Management Process Model in IT organizations. Section 4 describes the methodology followed for building the process models, eliciting the pro-
cesses with the proposition of a process map, and for describing processes with views derived from relevant selected ISO standards. Section 5
presents discussions before conclusions given in Section 6.

2 | RELATED WORK

Even being a key element, Integrated risk management has not been specifically addressed from the IT organizations point of view. Integrated risk
management addresses risks at very different levels in the organization, including strategy and tactics, and covering both opportunity and threat.'®

Diverse frameworks and approaches to support Integrated risk management in IT companies have been developed. A framework for the
assessment and management of risk associated with the software development process was proposed by Chittister and Haimes.*” The role of
human resource development and improvement in risk assessment is given special attention. The framework from Lyytinen et al'® synthesizes,
refines, and extends different approaches to managing software risks. After exploring the environment of IT in companies and identifying the com-
mon threats, Bandyopadhyay et al*” developed a framework with four major components: risk identification, risk analysis, risk-reducing measures,
and risk monitoring. Riskit, a method developed by Kontio,?° complements other risk management approaches by supporting qualitative and struc-
tured analysis of risks through a graphical modeling formalism. Together with the method, Kontio also proposed a risk management improvement
framework that favors continuous and systematic improvement of the risk management process. Roy?! developed the ProRisk Management
Framework, which is intended to account for a number of the key risk management principles needed to manage the software development pro-
cess. Attention in this framework is focused on the business domain in which the project is created, and the operational domain where the project

is actually carried out. The Risk Management Framework from SEI%?

provides a comprehensive risk management methodology basis for the eval-
uation and the improvement of a program's risk management practice. It can be applied to support the management of different types of risk, such
as software development risk, acquisition program risk, operational risk or information security risk. In addition, some studies?® have identified the
most useful components from diverse maturity models in order to guide the achievement of higher organizational maturity and capability levels.
This approach has been used in Risk management maturity models with unification of practices and integrated multiple views. In the software
domain, improvements are proposed in Buglione et al?® for the Risk management process of the PAM ISO/IEC 15504-5.2% Recently, a develop-
ment of a Maturity Model for risk management has been performed,?” based on the 1SO 31000 standard version of 2009. The paper is proposing
an analysis of existing maturity models related to risk management; the authors selected some inputs (ie, in CMMI) for structuring their proposed
maturity model based on ISO 31000:2009. This maturity model addresses directly the ISO 31000 standard but is creating its own framework; it is
not meeting ISO/IEC 330xx requirements for process capability and maturity assessment and does not address our research.
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Information technology (IT) has become crucial in the digital era, and more and more threats are existing. Organizations have to face risks
with appropriate approaches depending on their size. Despite the fact there are numerous risk management standards, few of them are inte-
grated and adapted to small and medium sizes enterprises. A research proposes a comprehensive people, process, and technology application
model for Information Systems risk management in small/medium enterprises.?® These research works provide an interesting operational
approach with operational aspects that can help describing best practices in a process model. From the project management perspective, a
recent survey on I1SO 21500 and PMBoK?” has shown that quality management and risk management are the last processes to be considered
by project managers. Risk management needs to be strengthened and adapted so that it is applied to the size and context of the company and
multiple risk management frameworks can be exploited. In addition, Obrand et al?® investigated risk management from a performative perspec-
tive and showed how IT risks are addressed in a narrow sense, then contemporary organizations need to develop adaptive and reflexive
capabilities.

In the IT domain, software engineering plays a significant part where risk management is also considered from various perspectives: embed-
ded in project management, included in software process improvement (SPI) approaches or part of software and/or system life cycle. The SPI

29 “gjves expression to state-of-the-art knowledge on SPI" with three values (people, business, change), further elaborated into 10 prin-

Manifesto
ciples including risk management. Risk management must be a part of any SPI project, and SPI risks must be managed as in any project. For
software and system developments, risks management must be present. There is an ISO standard favoring risk management in life cycle pro-
cesses: 1ISO/IEC/IEEE 16085°°: “This document provides a unified treatment of the processes and products involved in risk management throughout
the life cycle of systems and software. It provides details for the management of risk in the context of system and software engineering.” It is aligned
with ISO 31000 and even if it does not require a management system, it is compatible with the quality management system of 1ISO 9001, the
service management one of ISO/IEC 20000-1, and the information security one of ISO/IEC 27001. By doing so, it encourages a process
approach with management system mechanisms. This standard is an inventory of other standards related to process life cycle and align
terminology. But it does not provide a dedicated software view as many principles are similar to the generic risk management aspects depicted
in 1ISO 31000.

In the C&MM landscape, process model engineering has been questioned many times in the literature. Some studies show some shortcomings
in the development of such models.3* Becker et al explored various C&MM®2 and PéppelbufR some design principles for useful maturity models.>®
As the Capability Maturity Model was first developed in the Software engineering community and as the Process Assessment have its own ISO
standard® with requirements for developing PRMs and PAMs,** different process models were developed in this area. A Brazilian initiative devel-
oped a framework for engineering process models in the software domain.®* In the same vein, another Austrian initiative developed methodolog-
ical support.®® Several process models for IT and non-IT works have been developed in Luxembourg, in an R&D initiative encompassing the TIPA
Framework®® with PRMs and PAMs for ITIL and Operational risks.3”

The integration of management systems, in particular from the ISO 9001 perspective, has been considered in many works. The latest ISO sur-
vey®® shows that 1SO/IEC 20000-1 and ISO/IEC 27001 remain the flagship standards in IT organizations. Haufe et al investigated what processes
could be identified for an information security management system in Haufe et al®? and propose a process framework based on a set of agreed
upon ISMS processes in existing standards like ISO/IEC 27000 series, COBIT and ITIL. Authors confirmed that “a process-oriented view of the ISMS
[Information Security Management System] can help focusing on the operation of an ISMS and improve the efficiency while planning such processes. By
this, as a main finding, the systemic character of the ISMS consisting of processes ... is strengthened.” The 1SO standard ISO/IEC 27013% also proposes
“Guidance on the integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1" in order to help organizations implement ISO/IEC 27001 when
ISO/IEC 20000-1 is already implemented or vice versa, implement both ISO/IEC 27001 and ISO/IEC 20000-1 together, or integrate existing man-
agement systems based on ISO/IEC 27001 and ISO/IEC 20000-1.

From a performance assessment perspective, the help of C&MM and assessment approaches has been demonstrated (with the CMMI and
ISO/IEC 15504-33000 series of process models). In ISO, development works have proposed PRMs and PAM based on MSSs. This is the case
for Information security management (ISO/IEC 33072*%), for ITSM (ISO/IEC 15504-8°) and for quality management based on 1SO 9001 (ISO/
IEC 33073%?). These three domains are of particular interest, as they propose from a generic perspective, a common set of processes addressing
the management system mechanisms, as stated in the HLS for management systems. In the medical IT networks domain incorporating medical
devices, some research and standardization works have been performed. A PRM and a PAM have been developed enabling risk management
improvement. Healthcare Delivery Organizations can assess risk management process capability considering the requirements of IEC 80000-1
which is the application of risk management to IT-networks.*® This risk management life cycle process model provides specific risk management
processes in the medical sector. After some feedback on the barriers preventing the adoption of the standard, a new approach for simplifying the
standard usage has been proposed for its revision. This approach is putting forward the idea of using the ISO Annex SL providing a HLS for man-
agement systems as a means to favor a process approach and management system mechanisms, reproducing the way we have proposed in our
previous work.

Harmonization is crucial in organizations with multiple models at their different hierarchical levels. Having a great diversity of models involves
a wide heterogeneity in the structure of the process entities and quality systems, and also in the organizational terminology.** The recent prolif-
eration of language and terms usage in the software development domain has some implications for assessors and assessment frameworks, and
for the broader community. In order to clarify as much as possible the language in this research, next section analyzes and settles the terminology
that has been used.
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3 | 1SO BACKGROUND: TARGETED ISO STANDARDS AND TERMINOLOGY

In previous works, the authors explored risk management in IT organizations from the angle of selected relevant ISO standards with ISO 31000 as
main theme. Table 1 provides the full list with identification numbers and titles of each selected standard, with the year of publication. It is important
to quote that ISO 31000 has been republished at the beginning of 2018 and we consider this latest version for our R&D works, meaning a revision of
previous works for encompassing changes (the main changes of this version reflect simplification and harmonization of terms and sentences for a
generic risk management perspective, and a few changes in the overall Risk management process, such as the addition of the Recording and
reporting sub-process; the mindset of the standard is open, without prescriptive elements for a free organization of risk management principles
and activities; some definitions have been removed compared with the previous version, because they are already part of the ISO Guide 73*°).

There are key concepts conveyed by these standards. We are paying a particular attention to the ones provided by the ISO 31000 as our main
reference and checking shared used concepts with other standards we target in our works. Therefore, terms and definitions provided by ISO stan-
dards are our basis.

To start with, we remind the definition of Risk in ISO 31000 stating it is the “effect of uncertainty on objectives” (an objective being a result to be
achieved). In ISO Annex SL, Risk is defined as “effect of uncertainty.” ISO 9000 defines Risk as the “effect of uncertainty on an expected result.” 1ISO/IEC
20000-10% and ISO/IEC 27000%” have the same definition as ISO 31000. The only definition proposed by 1SO 21500 regarding Risk is “Risk register:
record of identified risks,” including results of analysis and planned responses. We consider the selected standards are aligned for the term Risk.

Related to the Risk management terms, most definitions of ISO 31000 come from the 1SO Guide 73:2009.%° Risk management is defined as:
“coordinated activities to direct and control an organization with regard to risk.” The overall Risk management process described in ISO 31000 is part
of a context (whether internal or external) defined in 1ISO 31000 as the “environment in which the organization seeks to achieve its objectives.” This
notion of context is present in management systems such as ISO 9001, ISO/IEC 20000-1, and ISO/IEC 27001, driven by the Annex SL dedicated
clause on the “context of the organization.” ISO 9000 specifically defines the context of the organization as “business environment; combination of
internal and external factors and conditions that can have an effect on an organization's.” ISO 21500 proposes a clause on “project environment” stat-
ing that “factors outside and inside the organization boundary may impact the project performance.” We consider the selected standards have a com-
mon meaning for the terms Context and Environment, but we favor the term Context which is shared between ISO 31000 and MSSs.

ISO 31000 does not dedicate a definition for the terms Communication and consultation (ISO 31000 states “Best available information” in
the foundation principles for managing risks) but ISO Guide 73 does: “continual and iterative processes that an organization conducts to provide,
share or obtain information and to engage in dialogue with stakeholders regarding the management of risk.” 1SO/IEC 27000 (Overview and vocabulary)
has exactly the same definition. In ISO 9000 (Fundamentals and vocabulary), Communication is not a defined term but is one of the fundamental
principles specified as follows: “Effective communication throughout the organization and relevant interested parties enhances involvement through bet-
ter understanding of: the management system and its performance, and organizational values, objectives and strategies.” In 1ISO/IEC 20000-10, there is
no definition for Communication nor for Consultation. We consider that the relevant definition of Communication and consultation for our works
is the one from ISO Guide 73.

Monitoring: “continual checking, supervising, critically observing or determining the status in order to identify change from the performance level
required or expected” and Review: “activity undertaken to determine the suitability, adequacy and effectiveness of the subject matter to achieve
established objectives” are both definitions in the ISO Guide 73, to be applied in ISO 31000. Annex SL and ISO 9000 define Monitoring as: “deter-
mining the status of a system, a process or an activity.” 1SO 9000 defines Review as: “determination of the suitability, adequacy or effectiveness of an
object to achieve established objectives.” 1ISO/IEC 27000 defines Review as in ISO 31000. ISO 20000-10 does not define Review but defines Mon-
itoring as: “determining the status of a system, a process or an activity.” We consider the selected standards have a common meaning for the terms
Monitoring and Review.

Regarding the overall risk management process, we can also precise key concepts which are defined in the ISO Guide 73 and some of them in
ISO 21500 for the following sub-processes of risk management in both ISO 31000 and ISO 21500:

- Risk assessment: in ISO Guide 73, it is defined as the “overall process of risk identification, risk analysis and risk evaluation.”

- Risk identification: in ISO Guide 73, it is defined as the “process of finding, recognizing and describing risks”; ISO 21500 states the purpose of
Identify risks process is “to determine potential risk events and their characteristics that, if they occur, may have a positive or negative impact
on the project objectives.”

TABLE 1 List of selected ISO standards for exploring risk management

1SO Standard Number I1SO Standard Title

I1SO 31000:2018 Principles and generic guidelines on risk management

ISO annex SL: 2018 Proposals for management system standards (in ISO/IEC directives, part 1, consolidated ISO supplement)
I1SO 9001:2015 Quality management systems—Requirements

ISO 21500:2012 Guidance on project management

ISO/IEC FDIS 20000-1:2018 Information technology—service management—part 1: Service management systems requirements
ISO/IEC 27001:2013 Information technology—security techniques—information security management systems—requirements
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- Risk analysis:in ISO Guide 73, it is defined as the “process to comprehend the nature of risk and to determine the level of risk”;

- Risk evaluation: in ISO Guide 73, it is defined as the “process of comparing the results of risk analysis with risk criteria to determine whether
the risk and/or its magnitude is acceptable or tolerable”; ISO 21500 states the purpose of Assess risks process is “to measure and prioritize the
risks for further action.”

- Risk treatment: in ISO Guide 73, it is defined as the “process to modify risk.” ISO 21500 states the purpose of Treat risks process is “to
develop options and determine actions to enhance opportunities and reduce threats to project objectives.”

We can see that the terminology is not completely aligned between ISO Guide 73, ISO 31000, and ISO 21500 with differences related to the use

» o«

of “assess,” “analyze,” and “evaluate,” even if the global risk assessment from the ISO 31000 perspective is similar. The latest version of ISO 31000
intends to propose an harmonized vocabulary which can be adopted easily in all domains of risks and all standards tackling the concepts of Risk. It
is generally easy to make the correspondence via synonyms. For instance, “residual risks” is now “remaining risks” in 1ISO 31000; “likelihood" is
favored to “probability” because of its broader sense in English; “consequence” is used rather than “impact.”

From a systemic perspective (as embraced in management systems in general), we can see the Risk management overall process is part of a
global framework. Some general definitions related to governance and management are then of particular interest. We can quote Leadership and
commitment in ISO 31000; also, we find Leadership and commitment in Annex SL and MSS such as ISO 9001, ISO/IEC 20000-1, and ISO/IEC
27001, and Project Governance and Organization in ISO 21500. These terms are not defined in these standards, but there have common defined
aspects. Another term we tackle is Stakeholder, defined in ISO 31000 as “person or organization that can affect, be affected by, or perceive themselves
to be affected by a decision or activity.” It is exactly the same definition in Annex SL, so it is aligned for all selected MSSs. And ISO 21500 has a concept
akin to the project object: “person, group or organization that has interests in, or can affect, be affected by, or perceive itself to be affected by, any aspect of
the project.” Another aspect is Risk management policy, no longer defined in ISO 31000 but defined in ISO Guide 73 in the context of risk manage-
ment as follows: “statement of the overall intentions and direction of an organization related to risk management,” and in Annex SL: “intentions and direc-
tion of an organization, as formally expressed by its top management” (so it is aligned for all selected MSSs). And finally Top management, not defined in
1SO 31000, but important from the management perspective of any system, dedicated to risk or other; Annex SL defines it as “person or group of
people who directs and controls an organization at the highest level” (all selected MSS are aligned with this definition, even if there are slight differences
due to the targeted domain in ISO/IEC 20000-1 mentioning explicitly “service”). Policy and Top management terms are not used in ISO 21500.

Documented information is also a common concern, even if not defined specifically in ISO 31000, but referred to and used from policy and
reporting perspectives. We can quote Annex SL definition: “information required to be controlled and maintained by an organization and the medium
on which it is contained.” This definition can apply for all selected standards.

Finally, Continual improvement is a concept in the quality loop related to the risk management framework. These terms are not defined in ISO
31000 neither in the ISO Guide 73, but Continual improvement is considered as a key attribute for enhanced risk management in ISO 31000. Con-
tinual improvement terms are defined in Annex SL as: “recurring activity to enhance performance.” This definition can apply for all selected
standards.

In addition to Risk management concepts, Management systems ones play an important part from an integrated risk management perspective.
The terms we went through in this section will be used as reference points in the next section of the paper.

4 | THE IT ORGANIZATIONS INTEGRATED RISK MANAGEMENT PROCESS MODEL
DEVELOPMENT: HOW TO IDENTIFY AND DESCRIBE PROCESSES?

In order to design and build process models providing a solution for the research question, artifacts have been created for an Integrated Risk Man-
agement for IT Settings (IRMIS) PRM and PAM. A Design Science Research method has been followed, as reported in Barafort et al.*® For the Build
part of the Design Science Research method, the authors have met the requirements of ISO/IEC 33004 for designing PRMs and PAMs. They have
also used a Transformation Process.'® This process is a systematic approach, based on goal-oriented requirements engineering techniques, for
designing PRMs and PAMs. It contains nine steps described in detail in Barafort et al'®; these steps are the following: (1) Identify elementary state-

ments in a collection of statements (in Barafort et al*®

we have used “requirements” as a generic term. In the context of the various selected 1ISO
standards of our research, we talk about “statements” and use this term equally); (2) Organize and structure the statements; (3) Identify common
purposes upon those statements and organize them; (4) Identify and factorize outcomes from the common purposes and attach them to the related
goals; (5) Group activities together under a practice and attach it to the related outcomes; (6) Allocate each practice to a specific capability level; (7)
Phrase outcomes and process purpose; (8) Phrase the Base Practices attached to Outcomes; and (9) Determine Work Products among the inputs and
outputs of the practices.

This Transformation Process has been used successfully several times and validated in the context of the TIPA Framework.®¢ With the building
of PRM and PAM, we aim at satisfying a set of criteria for the produced models, as detailed in Barafort et al.*’

the building of IRMIS PRM and PAM, with Integration as the key one. They are the following:

These criteria are considered during

- Integration: the expected PRM and PAM need to facilitate the integration of risk management between multiple frameworks and management
systems. For that, the produced PRM and PAM describe generic aspects for the risk management framework, aligned with common/generic
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parts of any management system (namely the Annex SL) and with a few terms adapted to a risk management framework as stated in 1ISO
31000, plus risk management dedicated aspects derived from 1ISO 31000.

- Assessability: each process is described in a way that facilitates its future assessment: each process has one single purpose; the process
outcomes are necessary and sufficient to achieve the process purpose; each process outcome is defined as a measurable objective; the base
practices reflect the process purpose and outcomes.

- Interoperability: the produced model describes processes and work products in a way that fosters the exchanges between the risk manage-
ment framework and several management systems.

- Completeness: the expected process models need to address all concepts contained in ISO 31000. For that, the traceability between the

clauses of 1ISO 31000 and the processes contained in the produced process assessment model are ensured.

- Adoption: the produced process models need to describe the processes in a way that encourages the adoption of these processes. For that,
the proposed processes are designed in a way that reflects the terminology of risk management and of a system of processes, as found in a
risk management framework advocated by 1ISO 31000.

- Applicability: The proposed PRM and PAM need to fit in with all companies, regardless of their type, size, or nature. They need to be usable
for various purposes such as: the rating and capability determination of an individual process, the determination of the organizational maturity,
the preparation for audit, or benchmarking. For that, the produced process models are designed in a way that ensures its compliance with all
the requirements of ISO/IEC 33004.1%

In this paper, we explain how we went through the Transformation process and when needed additional mappings in order to provide full
process descriptions based on 1ISO 31000, and complementary views for ISO 21500 and ISO/IEC 27001 (completed with ISO/IEC 27005) as these
standards provide inputs for specific risk management processes. ISO 9001 and ISO/IEC 20000-1 are not long-winded on risk management and
are very aligned with Annex SL.

4.1 | Identification of elementary statements from ISO 31000

This step consisted in identifying all of the statements from ISO 31000 under the form of a collection of elementary items. The final list was com-
posed of 281 elementary items made up of a subject, a verb, and a complement, without coordination, conjunctions, or enumeration. Table 2
shows an example of decomposed elementary requirements (when the latest version of ISO 31000 has been published, the identification of all
the statements was redone from scratch). Then, from this final list, the “should statements” (main statements) contained in the text of the ISO
31000 standard were easily identified (172 “should” statements). They are the basis for the next steps.

4.2 | Organization and structure of the statements

A “mind map” for statement trees organized and structured the elementary “should” statements, completed by “info” statements (74), “may”
statements (16), “can” statements (24), “purpose” statements (9), and other statements (7). A graphical view of the elementary items having the
same object (or component) was provided. The requirements were then gathered around the objects they were relating to in order to build state-
ment trees. A decision was sometimes made to distribute in various statement trees the set of statements; this was guided by the affiliation of
statements within Clauses. These trees considered the Clauses and Sub-clauses titles, as well as the subject of each elementary item. For instance,
elementary items targeting “context” aspects were grouped under an “External and internal context” label. This statement tree structuring was
inspired by previous works on the Annex SL for Management Systems Standards,>® where some groupings were similar, and by mappings per-
formed on the Risk term in the various selected standards. Therefore, related to the statements establishing the overall framework of risk man-
agement, we identified a Statement tree named Leadership, which has the following nodes (each node comprising leaves where each leaf is an
elementary statement): Needs of the organization, Top management and oversight bodies commitment, Accountabilities-responsibilities-authori-
ties, External and internal context, Risk management integration, and Scope definition. The other following statement trees were developed:
Communication and reporting, Resources, Implementing risk management, Risk assessment, Risk treatment, and Monitoring and review. Finally, with
the integration criteria, the Statement trees developed by the authors for the HLS of management systems were superimposed for relevant similar
items, guided by terminology and common meanings. For instance in the Leadership tree, “Leadership and commitment” clause in ISO 31000, rep-

resented in a leaf was superimposed with “Leadership and commitment” clause of the HLS.

TABLE 2 Example of decomposed elementary statements

4.3.2 Extract from ISO 31000 Example of DecomposedElementary Statements

The organization should continually improve the suitability, The organization should continually improve the suitability, adequacy and
adequacy and effectiveness of the risk management effectiveness of the risk management framework
framework and the way the risk management process is The organization should continually improve the way the risk management
integrated. process is integrated.
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4.3 | Identification and organization of common purposes

With the identification and organization of common purposes, a first list of elicited processes appeared, for an integrated risk management PRM.
Each pre-identified process was represented as a goal tree with some logical grouping of common purposes. For each low-level objective within
each goal tree, there is an elementary statement of the I1SO standard. In addition to the Transformation Process, which has been followed for pre-
vious PRMs and PAMs development, we used low-level objectives resulting from the HLS and superimposed them with those from ISO 31000 in
order to cover the common purposes of all the selected ISO MSSs for an integrated risk management PRM. The six key criteria listed at the begin-
ning of this section were kept in mind, and particularly the integration and adoption ones, analyzed from the process selection perspective: 1ISO
31000 is a non-prescriptive standard but some good practices from Management standards such as ISO/IEC 27001 can be kept in order to ensure
a better integration with MSSs (for example, the notion of policy is only suggested in ISO 31000: we believe it is part of best practices to develop
such a policy); some wording of 1ISO 31000 is also kept in order to align on the best way on ISO 31000: the notion of Risk Management Frame-
work with this wording is kept for not “forcing” minds to have a MSS vocabulary at all costs.

The Granularity level is another criterion to keep in mind: not to have too many processes, but with the objective to facilitate integration and
interoperability of processes.

Figure 1 shows the goal tree for the Leadership process, containing six different objectives, resulting into five outcomes identified from the
core common process Leadership of Annex SL, present for instance in the ISO/IEC 33073 standard for Quality Management System (for our
1SO 31000 PRM & PAM design objective, “management system” and “quality management” have been, respectively, changed by “risk management
framework” and “risk management”).

In parallel and in order to help the identification of common purposes and processes, based on Statement trees performed in step 2, supported
by the terminological work described in Section 3, by previous works at the ISO for developing PRMs and PAMs based on ISO/IEC 20000-1, ISO/
IEC 27001, and currently ISO 9001, a mapping was performed. It was between the subclauses of ISO 31000, and the process names of MSSs
common processes related to the core processes of a management system (the source document for the mapping with common processes for
MSS was the ISO/IEC 33073 for the process capability assessment model for quality management). We insist here on the fact that the framework
for risk management of the ISO 31000 shares the concepts of management systems (without seeking for a certification). This mapping also
comprised the processes of ISO 21500. The mapping contributed to the identification of common purposes which are formulated into Goal trees
(like in Figure 1) and to derive a first list of processes, to be refined (see Table 3).

Considering the Risk Management process viewed from ISO 31000 perspective, the “Risk and opportunity management” process proposed by
PRM and PAM for Management Systems is not satisfactory. Indeed, it does not provide the necessary structure and details that we expect for a
dedicated Risk Management PRM and PAM. As shown in our previous work,® ISO 21500 proposes a subject group dedicated to Risk management,
with four processes: Identify risks, Assess risks, Treat risks, and Control risks. These four processes support our idea for having the overall Risk
management process split into more detailed ones. In order to strengthen the approach, we used another I1SO standard: the ISO/IEC 27005 Infor-
mation security risk management. This standard is fully aligned with ISO 31000 and provides a more detailed view for the Information security
domain. A mapping was performed between the subclauses of ISO 31000 and clauses and subclauses of ISO/IEC 27005. It confirmed our view
for targeting Risk identification, Risk analysis, Risk evaluation and Risk treatment. Here is an extract of this mapping in Table 4.

Considering our approach for identifying elementary statements, grouping them in Statements trees, identifying common purposes and
organizing them in Goal trees, completed by some mappings of clauses and subclauses of 1ISO 31000 with various I1SO standards, the following
list of processes is proposed in Figure 2 for an IRMIS Process Model in IT organizations. The IRMIS process model is composed of three groups
of processes: Top Management, Common processes, and Risk management (see Figure 2). This structure with three groups is similar to the one of
management systems including top management, and core common processes. Top Management and Common processes are mainly derived from
the 1SO/IEC 33073 standard*? which is the latest version of a PAM published by ISO; only two processes are derived from ISO/IEC 33072%* for

The context of the organisation, including
the expectations of its relevant interested parties, External and internal context
are understood and analysed.

The scope of risk management activities is defined,

. L : Scope definition
taking the context of the organisation into consideration. :

. ” Top management and
The:risk management policy oversight bodies commitment
Leadership | and objectives are defined.
Needs of the organization

The risk management framework
and operational process strategy Risk management integration
is determined.

Commitment and leadership Accountabilities,
with respect to the risk management responsibilities,
framework is demonstrated. authorities

FIGURE 1 Goal tree for the leadership process
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TABLE 3 Mapping between 1SO 31000 subclauses and common processes of MSSs

1SO 31000:2018 Subclauses

5.2 Leadership and commitment

5.3 Integration

5.4.1 Understanding the organization and its context

5.4.2 Articulating risk management commitment

5.4.3 Assigning organizational roles, authorities,
responsibilities, and accountabilities

5.4.4 Allocating resources

5.4.5 Establishing communication and consultation
6.2 Communication and consultation

Notions of documents

5.5 Implementation

5.6 Evaluation (NEW)

5.7 Improvement

No “audit” notion in 31000

No “non-conformity” notion in 31000
6.3.2 Defining the scope

6.3.3 External and internal context
6.3.4 Defining risk criteria

6.4.2 Risk identification

6.4.3 Risk analysis

6.4.4 Risk evaluation

6.5 Risk treatment

6.6 Monitoring and review

6.7 Recording and reporting (NEW)

ISO/IEC 33073 PRM with Common
Processes for MSS

TOP.1 Leadership
COM.08 Operational planning
TOP.1 Leadership
TOP.1 Leadership
TOP.1 leadership

COM.03 Human resource management

COM.01 Communication management

COM.02 Documentation management

COM.09 Operational implementation and control
COM.10 Performance evaluation

COM.04 Improvement

COM.05 Internal audit

COM.07 Non-conformity management

TOP.1 Leadership

TOP.1 Leadership

COM.11 Risk and opportunity management

COM.06 Management review

TABLE 4 Mapping of subclauses of ISO 31000:2018 and ISO/IEC 27005

1SO 31000
6.1 General

6.2 Communication and consultation
6.3.1 Establishing the context—general
6.4 Risk assessment

6.4.1 General

6.4.2 Risk identification

ISO/IEC 27005

Proposed Processes for
IRMIS PRM

Leadership
Operational planning
Leadership
Leadership
Leadership

Resource management

Communication management

Documentation management
Operational implementation and control
Performance evaluation

Improvement

Leadership
Leadership

Defining risk criteria
Risk identification
Risk analysis

Risk evaluation

Risk treatment
Review Monitoring

Recording and reporting

11. Information security risk communication and consultation

7. Context establishment

8. Information security risk assessment

8.1 General description of information security risk assessment

8.2 Risk identification

8.2.1 Introduction to risk identification
8.2.2 Identification of assets
Annex B ldentification and valuation of assets and impact assessment
8.2.3 Identification of threats
Annex C Examples of typical threats
8.2.4 Identification of existing controls
8.2.5 Identification of vulnerabilities
Annex D Vulnerabilities and methods for vulnerability assessment
8.2.6 Identification of consequences
6.4.3 Risk analysis 8.3 Risk analysis
Annex E Information security risk assessment approaches
8.3.1 Risk analysis methodologies
8.3.2 Assessment of consequences
8.3.3 Assessment of incident likelihood
8.3.4 Level of risk determination

6.4.4 Risk evaluation 8.4 Risk evaluation

(Continues)
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TABLE 4 (Continued)

1SO 31000 ISO/IEC 27005

6.5 Risk treatment 9 Information security risk treatment
6.5.1 General 9.1 General description of risk treatment
6.5.2 Selection of risk treatment options 9.2 Risk modification

6.5.3 Preparing and implementing risk treatment plans Annex F Constraints for risk modification

9.3 Risk retention
9.4 Risk avoidance
9.5 Risk sharing

6.7 Recording and reporting 10 Information security risk acceptance
6.6 Monitoring and review 12 Information security risk monitoring and review
12.1 Monitoring and review of risk factors

5.7 Improvement 12.2 Risk management monitoring, review and improvement

TOP MANAGEMENT Process

TOP.01 Leadership

COMMON RISK MANAGEMENT

Processes Processes
COM.01 Communication management COM.06 Monitoring and review RIS.01 Risk criteria definition
COM.02 D i COM.07 Non-canformity RIS.02 Risk identification
COM.03 Human Resource management COM.08 Operational planning RIS.03 Risk analysis

COM.09 Operational f "

COM.04 Improvement implementation and control RIS.04 Risk evaluation
COM.05 Internal audit COM.10 Performance evaluation RIS.05 Risk treatment

FIGURE 2 IRMIS PRM proposed list of processes

COM.08 and COM.09 as there were two quality management dedicated; a more generic process description from ISO/IEC 33072 was then
chosen. The Risk management group represents the specific processes for risk management, aligned with the overall risk management process
proposed by I1SO 31000.

Remark: the gray cells with italic texts show two processes which are not at all present in ISO 31000, but necessary in a management system
context according to Annex SL; we decided to leave them in the PRM and PAM for global integration purposes.

4.4 | Identification and phrasing of outcomes and purpose

Common purposes were identified by grouping statements. Then, it enabled to formulate outcomes according to ISO/IEC 33004 requirements
(An outcome is an observable result of (1) “the production of an artefact,” (2) “a significant change of state,” or (3) “the meeting of specified con-
straints.”). For instance, for the Leadership process, this step was shortened by mapping the goal tree with the outcome of the core common
Leadership process of the MSS (ie, in ISO/IEC 33073). The process description is then simplified and straightforward as long as grouping of ele-
mentary statements are mapped with outcomes of the MSS-based process. For Risk management specific processes, outcomes were identified
and phrased from the grouping of elementary statements as common purposes with fulfilling ISO/IEC 33004 requirements above-mentioned.
Then, from the phrased outcomes, a purpose for each process has been formulated. Table 5 lists the process purposes for each process, and

the main source for the process description.

4.5 | Determination of indicators such as base practices and work products

In 1ISO 31000, sometimes the statements are detailed enough and can be the source of information for phrasing base practices; sometimes, there
are not detailed. In that case, practices are directly deduced from the outcomes and represent functional activities of the process, with the
adequate phrasing starting with an action verb at the infinitive. Each base practice must contribute to at least one outcome and must not
contribute to capability levels upper than 1; they are phrased as actions.
The artifacts associated with the execution of a process are work products. Input and output work products are indicative and not exhaustive.
The selected measurement framework of IRMIS PAM is based on the process measurement framework for process capability assessment
proposed in ISO/IEC 33020.
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TABLE 5 Process ID, name, purpose, and main source document of the IRMIS PAM processes

Process ID and Name

TOP.01 Leadership

COM.01 Communication management

COM.02 Documentation management

COM.03 Human resource management

COM.04 Improvement

COM.05 internal audit

COM.06 Monitoring and review

COM.07 Non-conformity management

COM.08 Operational planning

COM.09 Operational implementation
and control

COM.10 Performance evaluation

RIS.01 Risk criteria definition

RIS.02 Risk identification

RIS.03 Risk analysis

RIS.04 Risk evaluation
RIS.05 Risk treatment

Process Purpose

The purpose of leadership is to direct the organization in the achievement
of its vision, mission, strategy, and goals, through assuring the definition
of a management framework, a management framework policy, and
management framework objectives.

The purpose of communication management is to produce timely and
accurate information products to support effective communication and
decision making.

The purpose of documentation management is to provide relevant, timely,
complete, valid documented information to designated parties.

The purpose of human resource management is to provide the organization
with necessary competent human resources and to improve their
competencies, in alignment with business needs.

The purpose of improvement is to continually improve the risk management
framework and its processes.

The purpose of internal audit is to independently determine conformity of
the management framework, products, services, and processes to the
requirements, policies, plans, and agreements, as appropriate.

The purpose of monitoring and review process is to assess the performance
of the risk management framework, to identify, and make decisions
regarding potential improvements.

The purpose of the non-conformity management process is to resolve
non-conformities and to eliminate their causes when appropriate.

The purpose of operational planning is to define the characteristics of all
operational and organizational processes, and to plan their execution.

The purpose of the process implementation and control process is to deploy
and control the execution and performance of operational and
organizational processes.

The purpose of performance evaluation is to collect and analyze data that
will be used to evaluate the performance of the management framework
and the business processes in terms of the defined objectives.

The purpose of the risk criteria definition process is to set and continually
update risk criteria according to scope, context and objectives of the
organization.

The purpose of the risk identification process is to find and describe risks
that might help or prevent an organization from achieving its objectives.

The purpose of risk analysis is to determine a level of risk from analysis
techniques and factors of risks.

The purpose of risk evaluation is to support decisions.

The purpose of risk treatment is to select and implement options for
addressing risk.

Main Source
Document

ISO/IEC 33073

ISO/IEC 33073

ISO/IEC 33073

ISO/IEC 33073

ISO/IEC 33073

ISO/IEC 33073

ISO/IEC 33073

ISO/IEC 33073

ISO/IEC 33072

ISO/IEC 33072

ISO/IEC 33073

ISO 31000

ISO 31000

I1SO 31000

ISO 31000
ISO 31000

For core common processes deduced from ISO 31000 and quite similar to core common MSS ones, a mapping has been performed between
goal trees, and existing process description in (ie) ISO/IEC 33073. The Management system terms are not reused as such but are replaced by ISO

31000 relevant ones: the main replacement concerns “management system,” replaced by “risk management framework,” as illustrated before with

Leadership, and in the Improvement process description below (including Table 6 for the process description in the PAM).

4.6 | Improvement process description

Process ID COM.04

Name Improvement

Purpose The purpose of Improvement is to continually improve the risk management framework and its processes and its processes

Outcomes As a result of successful implementation of this process:

1. Opportunities for improvement are identified.

Opportunities for improvement are evaluated against defined criteria.

Improvements are prioritized.

2
3
4. Improvements are implemented.
5

. The effectiveness of implemented improvements is evaluated.
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TABLE 6 The improvement process description in the IRMIS PAM

1SO 31000 View
Process ID Com.04
Process name Improvement
BP1 (out 1) Identify improvement opportunities.
BP2 (out 2) Evaluate improvement opportunities.
BP3 (out 3) Prioritize improvements.
BP4 (out 4) Implement improvements.
BP5 (out 5) Evaluate improvements.
Input work products Improvement opportunity approval request [outcome 5]

Improvement opportunity evaluation criteria [outcome 2,4]
Improvement opportunity evaluation result [outcome 3,4]
Improvement opportunity record [outcome 2,3]
Improvement policy [outcome 2]

Improvement procedure [outcome 2,3]

Improvement target [outcome 4,5]

Output work products Improvement implementation schedule [outcome 4]
Improvement opportunity [outcome 1]
Improvement opportunity approval request [outcome 3]
Improvement opportunity evaluation report [outcome 2]
Improvement opportunity evaluation result [outcome 2]
Improvement opportunity implementation log [outcome 5]
Improvement opportunity record [outcome 1]
Improvement target [outcome 3]
Risk management framework strategy [outcome 1]

4.6.1 | Comments on the improvement process

This process is directly inspired from the Improvement process of the core common processes for a management system. The improvement mecha-
nisms are sufficiently generic and can be applied to a risk management framework without particular adaptations. In the case of this process, no ded-
icated view is provided for ISO 21500 and ISO/IEC 27001 as there are no detailed statements related to improvement in these respective standards.

In order to provide a process illustration dedicated to Risk management, the Risk treatment process is proposed below. As mentioned pre-
viously in the paper, the activities at the heart of risk management are specifically described in the IRMIS PRM and PAM. Previous works have
enabled to present Risk identification,® Risk analysis, and Risk evaluation.*” We are now presenting Risk treatment derived from 1SO 31000,
with additional views providing information coming from ISO 21500 and ISO/IEC 27001 (see Table 7). We have made this deliberate choice
because 1ISO 9001 and ISO/IEC 20000-1 do not provide detailed information related to Risk treatment, contrary to ISO 21500 and ISO/IEC
27001 (as well as inputs from ISO/IEC 27005).

4.7 | Risk treatment process description
Process ID RIS.05
Name Risk treatment
Purpose The purpose of risk treatment is to select and implement options for addressing risk.

Outcomes As a result of successful implementation of this process:

1. Risk treatment options are selected by balancing potential benefits against the costs, effort, or disadvantages of implementation.

2. Selected risk treatment options are specified with appropriate information for justification, implementation, integration, and
documentation.

3. Risk treatment plans for remaining risks and new risks are executed.
4. Remaining risks are communicated to decision makers and other stakeholders.

5. Each risk change to consider is updated.

4.7.1 | Comments on the risk treatment process

This process is critical in the overall risk management loop. It is the process to modify risk (as defined in the ISO Guide 73). When treating risks,
new risks can appear (and then, they have to be assessed), and existing risks are modified.

After designing the IRMIS PRM and PAM first drafts, a first level of validation has been performed by experts with knowledge in ISO/IEC
330xx, project management, ITSM, and Information security. A set of systematic review criteria has been used: an outcome is targeting capability
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TABLE 7 The risk treatment process description and views in the IRMIS PAM

Process ID
Process name
BP1 (out 1)

BP2 (out 2)

BP3 (out 3)

BP4 (out 4)

BP5 (out 5)

Input work products

Output work products

1SO 31000 View
RIS.02

Risk identification

Select risk treatment options. For selecting
risk treatment options, consider the
organization's objectives, risk criteria,
and available resources.

Specify selected risk treatment options
with appropriate information for
justification, implementation, integration,
and documentation in a risk treatment
plans.

Execute risk treatment plans for remaining
risks and new risks.

Communicate remaining risks to decision
makers and other stakeholders.

Update risk changes in the risk register.

Risk register
Risk criteria

Risk treatment plans

Remaining risks
Risk register

I1SO 21500 View

Insertion of resources and
activities into the budget
and schedule

Risk treatment includes
measures to avoid the
risk, to mitigate the risk,
to deflect the risk, or to
develop contingency plans
to be used if the risk
occurs

Risk register
Project plans

Risk responses
Change requests
Risk register

ISO/IEC 27001 View

Selection of appropriate information
security treatment options, taking
into account of the risk
assessment results

Formulate an information security risk
treatment plan

Determine all controls that are
necessary to implement the
information security risk treatment
options chosen

Obtain risk owner's approval of the
information security risk treatment
plan and acceptance of the residual
information security risks

The organization shall retain
documented information about the
information security risk treatment
process.

Information security risk treatment plan

level 1 only; an outcome can be identified as an artifact; the wording is clear and appropriate for all PAM components; the vocabulary used in the
PAM is consistent; each process is defined with the characteristics presented at the beginning of the section: integration, assessability,
interoperability, completeness, adoption, and applicability. Some improvements have been performed, particularly for the wording and the used

terminology. All the processes of the PRM and PAM are reviewed on the same way.

5 | DISCUSSION

In this paper, the integration aspect is paramount. This is the reason why the integration based on terminology and structuring is essential. As ISO
standards are developed on the basis of international consensus, the terminology equipping these standards is proven and recognized. On top of
that, ISO has performed a dedicated effort for harmonizing Management System Standards by imposing a common structure for all of them, with
compulsory clauses and requirements. Even if our main line is driven by ISO 31000 which is not identified “directly” as a management system
(defined in Annex SL as a “set of interrelated or interacting elements of an organization to establish policies and objectives and processes to achieve
those objectives”), it is admitted that the risk management framework advocated by ISO 31000 (“set of components that provide the foundations
and organizational arrangements for designing, implementing, monitoring, reviewing and continually improving risk management throughout the organi-
zation”) is similar to a management system as defined in Annex SL (see above). The various mappings performed by the authors confirmed this. But
the authors have chosen to name the system as “Risk management framework” in each place where “xxx management system” was used in the
common processes described in existing PRM and PAM.*° On the other hand, ISO 31000 being a guideline standard and not a requirements
one, some identified processes labeled as “common processes” are not existing in ISO 31000 (no statements related to Audit neither Non-confor-
mity management: their name is in italics in the process map). The authors chose to let them appear in the process map from an integration per-
spective with MSSs such as ISO 9001, ISO/IEC 27001, and ISO/IEC 20000-1.

From assessability and adoption perspectives, it is necessary to keep an adapted number of processes for a pragmatic and operational imple-
mentation in organizations. The process name has also to be clearly identified and understood by practitioners. The authors have made assump-
tions based on the current terminology of 1ISO 31000. For instance, the Review concept is not associated with the term Management in our
proposed process models, and Monitoring is associated directly with Review; this is more adapted to the risk management context than to the
MSS one. In the same logic, Evaluation from ISO 31000 is named Performance evaluation in ISO/IEC 33073, so we kept the same label Perfor-

mance evaluation in our proposed process model.
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When developing a process reference model, as stated in ISO/IEC 33004: “process descriptions shall not contain or imply aspects of the process
quality characteristics beyond the basic level of any relevant process measurement framework conformant with 1ISO/IEC 33003.” The fact to deal with
documentation and planning aspects could be linked to Capability Level 2. In order to simplify and clarify alignment with statements, a dedicated
process for Documentation management and a dedicated one for Operational planning have been identified. Documentation management was
not identified as such in ISO 31000. But the authors decided to propose a dedicated process and to adopt the same documentation management
mechanisms as the ones of this process in MSS PRM and PAM.

The IT organizations specificities are not particularly visible in the elicitation of processes at the PRM level. A particular attention is paid on
these aspects at the PAM level in particular with the view provided for Information security with ISO/IEC 27001.

Finally, the risk management dedicated processes of the PRM are finding most of their inputs in ISO 31000, and ISO 21500, ISOIEC 27001,
and ISO/IEC 27005 as complement in the IRMIS PAM. With the IT organizations mindset, specific concerns related to risk management remain
connected with service management and information security, respectively, for ISO/IEC 20000-1 and ISO/IEC 27001.

6 | CONCLUSION AND NEXT STEPS

This paper describes the elicitation and description of processes for the construction of an IRMIS process model. For doing so, a Transformation
Process has been applied, complemented by some mappings with supporting ISO standards. The resulting process model is covering the processes
identified from 1ISO 31000, with common ones in MSS and in ISO 21500 because management system mechanisms are present in all of them, even
if all standards are not enabling certification. In addition, more specific processes have been identified for the dedicated Risk management
activities.

Because we consider that risk management organizational capabilities in companies with IT organizations can be strengthened by IRMIS pro-
cesses based on selected ISO standards, a PRM and a PAM are aiming at equipping organizations for process assessment and improvement. The
selected ISO standards were voluntarily empirically kept limited to the most significant ones in IT organizations (ie, ISO 31000, ISO 9001, ISO
21500, ISO/IEC 20000-1, and ISO/IEC 27001), and Annex SL has been used for supporting our approach. This paper describes the first iteration
towards a full PRM and PAM with a proposition of elicited processes. More iterations to refine this process list will be performed, as well as
experts' validation. Some field's experimentations can also contribute to the artifacts validation. Situational factors may also be investigated in
order to check the best way to apply this generic and integrated Risk management process reference model in IT organizations.
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5. Discussion and conclusion

This chapter presents the discussion related to the research challenges addressed by this PhD thesis,
followed by the conclusion and future works.

5.1 Discussion

Several challenges have been addressed in the performed research of this PhD thesis and are discussed in
this paragraph. These challenges are related to the main research question “how to improve risk
management processes in IT settings from an integrated and management system perspective in multiple
ISO standards”. Throughout this PhD thesis, the following research objectives (ROx) related to their
respective research question (RQy) were addressed:

e RO1: investigation and comparison of risk management activities throughout selected ISO
standards targeting management systems,

e RO2: showing that a centralized and management systems approach based on processes
contributes to integration in a process-centric risk management mindset,

e RO3: proposal of means to improve risk management processes in IT settings,

and artefacts were designed. The next paragraphs discuss the outcomes of the PhD with the various
artefacts that were produced and presented throughout the publications presented in chapter 0O,
according to the reminded main objectives.

5.1.1 Investigation and comparison of risk management activities throughout
selected ISO standards targeting management systems

Risk management activities are present in many ISO standards. As the notion of risk is generic and can
target any business, any sector, any area of companies, and competitiveness is critical, it is important to
identify these activities. In this PhD’s work, risk management activities have been investigated in various
ISO standards: in ISO 31000 as the main line, and in a set of standards which are relevant for IT settings in
a management system’s mindset: Annex SL, ISO 9001, ISO 21500, ISO/IEC 20000-1 and ISO/IEC 27001,
with ISO/IEC 27005 as a complement.

The main achievement related to the objective of investigation and comparison of risk management
activities has been their identification and a comparison of clauses against ISO 31000 ones. The detailed
mapping is in section 4 of [C1]. It is followed by a description of relations or connection points among risk-
based activities. It has shown that all standards tackle the notion of context, as well as the importance of
Leadership, and follow the PDCA loop, with other common points such as communication and
consultation, resources, monitoring and review. 1SO 31000 emphasises dedicated risk management
activities with an overall risk management process tackling risk identification, risk assessment with risk
identification, risk analysis and risk evaluation, and finally risk treatment. Annex SL, ISO 9001 and ISO/IEC
20000-1 are not targeting in detail these risk management activities but from an overall perspective,
whereas ISO 21500 and ISO/IEC 27001 are more aligned with the detailed statements of 1ISO 31000.
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The investigation and comparison of risk management activities against ISO 31000 clauses confirmed
the position of ISO 31000 as the main line of this PhD’s work. It also confirmed that ISO 31000, even if it
is not a management system standard in the way of a certification (there are no “SHALL” statements), has
a similar structure as the one of a management system and facilitates the integration with management
systems such as I1SO 9001, ISO/IEC 20000-1 and ISO/IEC 27001 (which have to follow the HLS imposed by
ISO to MSSs). To act from a preventing perspective is seen via a risk-based thinking in all MSSs. Top
management has to decide how to introduce this in the organization, with the appropriate granularity
and formalism level according to its context. While each type of risk has to be addressed on a dedicated
way, the same mechanisms can be applied from the guidance of I1ISO 31000. The process approach
principle is also present in all targeted standards: this is a major argument for integration and
organizational facilitator, as well as the PDCA methodology. As stated in ISO 9001, a “process approach
enables an organization to plan its processes and their interactions”, and the “PDCA cycle enables an
organization to ensure that its processes are adequately resourced and managed, and that opportunities
for improvement are determined and acted on”. With risk-based thinking, it “enables an organization to
determine the factors that could cause its processes and its quality management system to deviate from
the planned results, to put in place preventive controls to minimize negative effects and to make maximum
use of opportunities as they arise”. Even if 1ISO 21500 is not a MSS, it remains relevant as project
management is a key domain in IT settings, with embedded risk management related to processes similar
to ISO 31000 activities.

Globally speaking, the ISO 31000 principles are reflected in the Annex SL, 1SO 9001, 1ISO 21500, ISO/IEC
20000-1 and ISO/IEC 27001. The mapping that has been performed could have been executed with a
supporting tool to facilitate the comparison and automate it once the coding of the content with clauses
done. That would limit the risk of errors. This could also be of particular help when there are new versions
of revised standards to include. Nevertheless, the main principles remain the same and secure the
analysis.

5.1.2 Showing that a centralized and management systems approach based on
processes contributes to integration in a process-centric risk management
mindset

The main achievements related to the objective of showing that a centralized and management systems
approach based on processes contributes to integration in a process-centric risk management context are
related to:

e the terminology for integrated risk management in a multi-ISO standards context (see chapter
6: Annex — Terminology tables),

e the identification of elementary statements from I1SO 31000 (see chapter 0) in order to group
them in requirements trees (see chapter 0), enabling to identify processes. These processes
have two main purposes: on the one hand to cover mechanisms for managing systems, and on
the other hand to deal with specific risk management activities.
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In this PhD’s work, the integration aspect is paramount. This is the reason why the integration based
on terminology and structuring is essential. The author has studied main definitions of risk management,
with a comparison to similar terms in the studied standards. As ISO standards are developed on the basis
of international consensus, the terminology equipping these standards is proven and recognized. The
author selected most definitions from ISO 31000 and ISO Guide 73. Terminology tables (see chapter 6)
specify the selected definitions.

ISO has performed a dedicated effort for harmonizing MSSs by imposing a common structure for all
of them, with compulsory clauses and requirements. Moreover, the process-based approach drives
integration by its transversal nature, with outputs from a process being inputs for other ones and so on.
Even if the main line is driven by ISO 31000 which is not identified “directly” as a management system
(defined in Annex SL as a “set of interrelated or interacting elements of an organization to establish policies
and objectives and processes to achieve those objectives”), it is admitted that the risk management
framework advocated by ISO 31000 (“set of components that provide the foundations and organizational
arrangements for designing, implementing, monitoring, reviewing and continually improving risk
management throughout the organization”) is similar to a management system as defined in Annex SL.
The various mappings performed by the author confirmed this as well as two intermediary artefacts that
help identifying integration aspects and candidate processes for transcribing ISO 31000 as a full process-
based model: these artefacts are a list of elementary statements derived from the sentences of each
clause (see chapter 0), and a set of Requirements trees grouping elementary statements by similar topics
(as required by the Transformation process described in [6] and explained in the followed research
method in chapter 0 with the Design and development activity). These similar topics were guided by
Annex SL for MSSs on the one hand, and on specific risk management activities on the other hand (see
requirement trees examples for specific risk management processes in chapter 0), and they helped
eliciting processes. ISO 31000 being a guideline standard and not a requirements one, some identified
processes labelled as “common processes” are not existing in ISO 31000 (no statements related to Audit
neither Non-conformity management). The author chose to let them appear in the process map (see the
process map in 3.3, [C2] and [C3], as well as in the PAM in Chapter 0) from an integration perspective with
MSSs such as ISO 9001, ISO/IEC 27001 and ISO/IEC 20000-1. The process name has also to be clearly
identified and understood by practitioners. The author has also made choices based on the current
terminology of ISO 31000. For instance, the Review concept is not associated with the term Management
in our proposed PRM, and Monitoring is associated directly with Review; this is more adapted to the risk
management context than to the MSS one. In the same logic, Evaluation from ISO 31000 is named
Performance evaluation in ISO/IEC 33073; in this case, the author kept the label Performance evaluation
in the proposed process model as it is more explicit.

The review of literature has shown that the idea of using management systems mechanisms for
integration purposes had never been realized for a risk management framework based on 1SO 31000
fulfilling ISO requirements for process reference and process assessment models. Taking profit from ISO
standards has several facets such as terminology, structuring with integration factors coming from
management systems mechanisms and reusing common pieces when relevant. The author claims that
this approach of integrated management system is for IT settings; it is the problem to be solved and the
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motivation of this PhD thesis work. Market demands from IT settings (as a reminder, IT settings meaning
any IT department or IT company needing to integrate risk management activities) were targeting 1SO
9001, ISO/IEC 20000-1 and ISO/IEC 27001; they are very popular management systems, documented as
integration vectors in literature as mentioned in [C1]. Like ISO 21500 for project management, some of
these standards are IT-related and some of them are non-IT related ones. But they have been selected by
the author because they are significant for many companies and as previously mentioned, they were
reported back by practitioners. It is true that the IT aspects are not predominant in the results of this PhD
thesis but in the same way as ISO 31000, ISO 9001 and ISO 21500 are not IT or software specific, ISO 9001
in particular is very demanded in IT settings; and like ISO 21500, it is transversal.

5.1.3 Proposal of means to improve risk management processes in IT settings

The main achievements related to the objective of proposing means to improve risk management
processes in IT settings are dealing with intermediary artefacts such as:

e The Transformation process applied to ISO 31000 and selected 1SO standards (see in 3.3 and
[C2])
e The goal trees for identified processes (see in Chapter 0 and in [C3])

and the main artefacts such as:

e The PRM for Integrated Risk Management for IT Settings (IRMIS)
e The PAM for IRMIS (see in Chapter 0, and some process descriptions in [C2] and [C3].

These main artefacts have been created in an assessment and improvement context, as the TIPA
Framework. They can be used for assessment purposes, with the TIPA method enabling to identify
strengths, weaknesses, opportunities and threats (SWOT analysis) and to formulate recommendations for
improvement.

Based on the elicited processes mentioned in previous section (5.1.2), the PRM has been populated
with purpose and outcomes for each process. The Transformation process has been applied for all
processes, with detailed indicators described for each process, meaning base practices contributing to the
outcomes, as well as inputs and outputs work products (so they constitute the PAM for the process
dimension, as requested by ISO/IEC 33004; the measurement framework dimension for the IRMIS PAM is
provided by the capability measurement framework proposed in ISO/IEC 33020 [109]). For leadership and
common processes, existing processes from ISO/IEC 33072 and ISO/IEC 33073 were reused; the
Transformation process has been adapted because some mappings have been performed between
Requirement trees and existing process descriptions: the results were included in the Goal trees where
the outcomes are described. Then the existing outcomes were logically reused from ISO/IEC 33072 and
ISO/IEC 33073. For specific risk management processes, the Transformation process has been applied as
such, as described in [C2]. It is important to note that the author has chosen to name the system: “Risk
management framework” in each place where “xxx management system” was used in the common
processes described in existing PRM and PAM (respectively “Process capability assessment model for
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information security management” for ISO/IEC 33072 and “Process capability assessment model for
quality management” for ISO/IEC 33073), as ISO 31000 is not management system enabling an ISO
certification like for i.e. ISO 9001.

When developing a process reference model, as stated in ISO/IEC 33004: “process descriptions shall
not contain or imply aspects of the process quality characteristics beyond the basic level of any relevant
process measurement framework conformant with ISO/IEC 33003”. The fact to deal with documentation
and planning aspects could be linked to Capability Level 2. In order to simplify and clarify alignment with
statements, a dedicated process for Documentation management and a dedicated one for Operational
planning have been identified. Documentation management was not identified as such in ISO 31000. But
the author decided to propose a dedicated process and to adopt the same documentation management
mechanisms as the ones of this process in MSSs PRMs and PAMs (as in ISO/IEC 33072 and ISO/IEC 33073).

The IT organizations specificities are not visible in the elicitation of processes at the PRM level. A
particular attention was paid on these aspects at the PAM level with the view provided for Information
security with ISO/IEC 27001. Finally, the risk management dedicated processes of the PRM are finding
most of their inputs in 1ISO 31000, and ISO 21500, ISO/IEC 27001 and ISO/IEC 27005 as complement in the
IRMIS PAM. With the IT organizations’ mindset, specific concerns related to risk management remain
connected with service management and information security respectively for 1ISO/IEC 20000-1 and
ISO/IEC 27001.

The review of literature has shown that the idea of proposing a PRM and a PAM enabling process
assessment in an improvement perspective has never been realized for integrated risk management
based on ISO 31000. The IRMIS PRM and PAM fill a gap in terms of risk management with integration
aspects conveyed by terminology, process-approach, and management system mechanisms. A particular
attention has been paid with some aspects for favoring adoption and assessability (terminology adapted
to risk management and management system, limited number of processes...). By its nature fulfilling
ISO/IEC 33004 requirements, the IRMIS PRM fosters interoperability, efficiency and effectiveness; some
communities (ISO and industry) have already advocated the usefulness and relevance of process models
for process assessment in process management, improvement and performance contexts. In July 2018,
ISO has launched an invitation to I1SO experts for two workshops aiming at developing an International
Workshop Agreement on “Using ISO 31000 guidance on risk management in management systems” [111].
This initiative is largely aligned with these PhD thesis outcomes; the author is considering joining for
introducing them to this ISO-related risk management community, in relation with management systems.

For the PRM and PAM design, the mappings, requirements trees and goal trees have been performed
with office suite tools. It would have been more efficient to use a supporting software tool to facilitate
the way from one step to the other (for instance from elementary statements to requirements tree, and
from requirements tree to goal tree) and to avoid mistakes. The automation would facilitate the work
once the coding is performed because the Transformation process steps are important as they favour a
certain level of quality of the process models.

81



5.2 Conclusion and future works

5.2.1 Conclusion

In current IT organizations, GRC activities play an important part with risk management as a key challenge
in several areas in which the nature of risk differs (they can be related to quality, projects, IT services,
Information security). Risk management has to be organized, to be part of and integrated within the
management system(s) of the company. In order to address all these challenges, this PhD thesis proposes
an integrated risk management approach in IT settings with ISO standards, with two main artefacts: a
Process Reference Model and a Process Assessment Model, based on: the international standard on
Process assessment for designing process models (ISO/IEC 33004 [77]), on the international reference
standard in risk management: ISO 31000, and in relation with ISO standards demanded by IT organizations
in the industry: ISO 9001 for quality management, 1ISO 21500 for project management, ISO/IEC 20000-1
for IT service management and ISO/IEC 27001 for information security management. Both artefacts
contribute to an Integrated Risk management Improvement Framework in ISO settings with ISO standards
and are the main research contribution of this thesis.

This research contributes to the literature of various domains as it associates them in several ways; the
various contributions relate mainly to the following literature: risk management and integrated risk
management, management systems, capability and maturity models, process assessment and process
improvement. The research also contributes to the literature on ISO standards, with a particular focus on
management systems and process-based approach standards, including such main relevant IT related
management system standards in: service management and information security management.

The research methodology used in this work involves a DSR approach with the problem stated from
which the design of the main artefacts (IRMIS PRM and PAM) was triggered; additional intermediary
artefacts (mappings, terminology tables, elementary statements, requirements trees, goal trees) were
designed for supporting the overall approach: in particular a Transformation process has been followed
to derive the process purpose, outcomes and base practices from the elementary statements of the
Ariane’s thread of the research works: the ISO 31000 standard. A first complete iteration according to DSR
approach was performed; more iterations are to be performed to improve the main artefacts (IRMIS PRM
and PAM). Academic researchers and industry practitioners feedbacks are considered throughout
scientific and professionals communications, as well as with standardization works in the ISO community.

5.2.2 Future works

Future research avenues can progress along different lines. In particular:

e The consolidation of the results with more DSR iterations is foreseen. This will enable to refine
the PRM and PAM. These iterations will also enable to present the research outcomes to the
ISO community in two experts groups and get more feedbacks:

o ontheonehandintheISO/IECJTC1 SC7 WG10 on process assessment in order to propose
a new PRM and PAM in the ISO/IEC 330xx series (Two options can be proposed: whether
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the PRM and PAM covers only the 1ISO 31000 standard, or the complete IRMIS PRM and
PAM which proposes additional views with ISO 21500 and ISO/IEC 27001.).

o on the other hand in the new International Workshop Agreement on “Using 1ISO 31000
guidance on risk management in management systems” [111], the research contribution
of the PhD thesis work on integration of risk management with management systems
common processes can bring some guidance on risk management aligned with ISO 31000.

These ISO perspectives can be additional benefits of ISO standards for industry related to risk
management, and also to quality management, project management, service management and
information security management in a management system context.

Revisions of the selected standards for this PhD thesis can also be the opportunity for new DSR
iterations and improvements of the IRMIS PRM and PAM.

Integration is a key challenge in this PhD thesis and has been tackled from the management
systems perspective with a systematic methodology (Transformation process), for considering
statements from the ISO 31000 standard on risk management with a GORE technique. This
enabled to align statements with the process elements of existing PAMs [52, 85] for common
processes related to management systems, and also to derive purpose, outcomes and base
practices for specific risk management processes, on a more detailed way than existing PAMs
proposing only one dedicated process for risk management. With the growing complexity and
market demands for standards such as ISO ones targeting management systems certification,
and regulations imposed by legislators, their combined translation into integrated C&MM(s)
become more difficult. New research challenges appear with the integration of several domains
where risk management is just one case. Then not only requirements engineering play an
important part, but also other disciplines such as regulatory compliance; the demonstration of
traceability is then an additional key challenge to tackle, beyond integration when there are
multiple standards and regulations to address.

Integration could also be tackled from a harmonization point of view, with an ontology to
represent the knowledge. An ontology could clarify the risk management domain’s structure of
knowledge, and enable knowledge sharing; several ontologies could be developed to complete
the generic risk management one in order to cover multiple domains such as quality
management, project management, service management and information security
management. Common topics for management systems could then be represented only once.
These ontologies could be the basis for formalizing processes of the IRMIS PRM and PAM and
help updating them.

Situational factors related to risk management may also be investigated in order to check the
best way to apply this generic and integrated Risk management process reference model in IT
organizations. Key situational elements affecting risk management in IT settings could be
investigated and a reference framework with classifications and factors that inform the risk
management processes could be proposed.

Process assessments based on the IRMIS PAM in various sectors could be compared in order to
investigate further its relevance and to determine potential adaptations in IT settings for each
specific sector as the nature of risk varies.
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e Finally, these PhD thesis works contribute to the enhancement of the TIPA Framework and can
extend it on several ways:

o Populate the TIPA library of process models with an additional PRM and PAM (IRMIS) that
can be aligned with other MSSs-based PRM and PAM, and expanded with more IT settings
related ISO standards.

o Contribute to the Transformation process on-going enhancement with an additional case
of multiple sources to deal with and the use of mappings between the statements of ISO
31000 and existing PAMs description of common processes for management systems
such as in ISO/IEC 33072 and ISO/IEC 33073. The Transformation process is also being
enriched with two other initiatives for creating a PRM and PAM with joint consolidations:

= a new PRM and PAM is designed and based on the European General Data
Protection Regulation (GDPR),

= another PRM and PAM is designed in the Procurement field, and is based on
multiple sources [111].

o Strengthen the overall TIPA approach by considering underpinning theories such as the
Unified process, as explained by Scott [112].

o Supports the works on Process risk determination (PRD) [C10] in the context of the new
GDPR PRM and PAM in particular for the Data Protection Impact Assessment where risk
management principles are embedded: process descriptions of the IRMIS PAM for specific
risk management processes can help structuring the PRD methodological approach, as
well as providing inputs at the ISO level for the upcoming standard ISO/IEC 33015
Information technology — Process assessment - Guide to process risk determination, for a
better alignment with 1SO 31000.
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6. Annex - Terminology tables

The main definitions of concepts used in this PhD thesis are summarized in the various following tables.

Definition of “Risk” Selected
definition
ISO 31000 effect of uncertainty on objectives X

Note 1 to entry: An effect is a deviation from the expected. It can be
positive, negative or both, and can address, create or result in
opportunities and threats.

Note 2 to entry: Objectives can have different aspects and categories,
and can be applied at different levels.

Note 3 to entry: Risk is usually expressed in terms of risk sources,
potential events, their consequences and their likelihood.

ISO Guide 73 effect of uncertainty on objectives

Annex SL effect of uncertainty

I1SO 9000:2015 effect of uncertainty on an expected result
ISO 21500 -

ISO/IEC 20000-10 effect of uncertainty

ISO/IEC 27000 effect of uncertainty on objectives
Definition of “Risk management” Selected
definition
ISO 31000 coordinated activities to direct and control an organization with X

regard to risk

ISO Guide 73 coordinated activities to direct and control an organization with
regard to risk

Annex SL -

ISO 9000 -

ISO 21500 -

ISO/IEC 20000-10 -
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ISO/IEC 27000

coordinated activities to direct and control an organization with regard
to risk

Definition of “Context” Selected
definition

ISO 31000 -

ISO Guide 73 environment in which the organization seeks to achieve its objectives X

Annex SL -

I1SO 9000 business environment; combination of internal and external factors and
conditions that can have an effect on an organization’s

ISO 21500 clause on “project environment” stating that “factors outside and inside
the organization boundary may impact the project performance

ISO/IEC 20000-10 -

ISO/IEC 27000 -

Definition of “Communication and consultation” Selected
definition

ISO 31000 -

ISO Guide 73 continual and iterative processes that an organization conducts to X
provide, share or obtain information and to engage in dialogue with
stakeholders regarding the management of risk

Annex SL -

I1SO 9000 Communication fundamental principle: “Effective communication
throughout the organization and relevant interested parties enhances
involvement through better understanding of: the management system
and its performance, and organizational values, objectives and
strategies.”

ISO 21500 -

ISO/IEC 20000-10

ISO/IEC 27000

risk communication and consultation
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continual and iterative processes that an organization conducts to
provide, share or obtain information, and to engage in dialogue with
stakeholders regarding the management of risk

Definition of “Monitoring” Selected
definition
1ISO 31000 -
ISO Guide 73 continual checking, supervising, critically observing or determining the X
status in order to identify change from the performance level required
or expected
Annex SL determining the status of a system, a process or an activity
I1SO 9000 determining the status of a system, a process or an activity
1ISO 21500 -
ISO/IEC 20000-10 determining the status of a system, a process or an activity
ISO/IEC 27000 determining the status of a system, a process or an activity
Definition of “Review” Selected
definition
1ISO 31000 -
ISO Guide 73 activity undertaken to determine the suitability, adequacy and X
effectiveness of the subject matter to achieve established objectives
Annex SL
I1SO 9000 determination of the suitability, adequacy or effectiveness of an object
to achieve established objectives
ISO 21500 -

ISO/IEC 20000-10

ISO/IEC 27000

activity undertaken to determine the suitability, adequacy and

effectiveness of the subject matter to achieve established objectives
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Definition of “Risk assessment” Selected
definition
ISO 31000 -
ISO Guide 73 overall process of risk identification, risk analysis and risk evaluation X
Annex SL -
I1SO 9000 -
ISO 21500 -
ISO/IEC 20000-10 -
ISO/IEC 27000 overall process of risk identification, risk analysis and risk evaluation
Definition of “Risk identification” Selected
definition
I1SO 31000 -
ISO Guide 73 process of finding, recognizing and describing risks X
Annex SL -
I1SO 9000 -
ISO 21500 the purpose of Identify risks process is “to determine potential risk
events and their characteristics that, if they occur, may have a positive
or negative impact on the project objectives
ISO/IEC 20000-10 -
ISO/IEC 27000 process of finding, recognizing and describing risks
Definition of “Risk analysis” Selected
definition
I1SO 31000 -
ISO Guide 73 process to comprehend the nature of risk and to determine the level of X
risk
Annex SL -
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ISO 9000

ISO 21500

ISO/IEC 20000-10

ISO/IEC 27000

process to comprehend the nature of risk and to determine the level of
risk

Definition of “Risk evaluation” Selected
definition
1ISO 31000 -
ISO Guide 73 process of comparing the results of risk analysis with risk criteria to X
determine whether the risk and/or its magnitude is acceptable or
tolerable
Annex SL -
1ISO 9000 -
ISO 21500 the purpose of Assess risks process is “to measure and prioritize the
risks for further action”.
ISO/IEC 20000-10 -
ISO/IEC 27000 process of comparing the results of risk analysis with risk criteria to
determine whether the risk and/or its magnitude is acceptable or
tolerable
Definition of “Risk treatment” Selected
definition
ISO 31000 -
ISO Guide 73 process to modify risk X

Note 1 to entry: Risk treatment can involve:

— avoiding the risk by deciding not to start or continue with the
activity that gives rise to the risk;

— taking or increasing risk in order to pursue an opportunity;

— removing the risk source;
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— changing the likelihood;
— changing the consequences;

— sharing the risk with another party or parties (including contracts
and risk financing); and

— retaining the risk by informed choice.

Note 2 to entry: Risk treatments that deal with negative consequences

are sometimes referred to as “risk mitigation”,
prevention” and “risk reduction”.

» ou

risk elimination”, “risk

Note 3 to entry: Risk treatment can create new risks or modify existing

risks.
Annex SL -
I1SO 9000 -
ISO 21500 the purpose of Treat risks process is “to develop options and determine

actions to enhance opportunities and reduce threats to project
objectives”

ISO/IEC 20000-10

ISO/IEC 27000 process to modify risk
Definition of “Remaining risk” Selected
definition
ISO 31000 No definition but use of “remaining risk” in ISO 31000, instead of
residual risk (residual risk is defined in ISO Guide 73)
ISO Guide 73 residual risk
risk remaining after risk treatment
NOTE 1 Residual risk can contain unidentified risk.
NOTE 2 Residual risk can also be known as “retained risk”.
Annex SL -
ISO 9000 -
ISO 21500 -

ISO/IEC 20000-10
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ISO/IEC 27000

residual risk

risk remaining after risk treatment

Definition of “Consequence” Selected
definition
ISO 31000 Outcome of an event affecting objectives X
Note 1 to entry: A consequence can be certain or uncertain and can
have positive or negative direct or indirect effects on objectives.
Note 2 to entry: Consequences can be expressed qualitatively or
guantitatively.
Note 3 to entry: Any consequence can escalate through cascading and
cumulative effects.
ISO Guide 73 Outcome of an event affecting objectives
Annex SL -
ISO 9000 -
ISO 21500 -

ISO/IEC 20000-10

ISO/IEC 27000
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7. Annex — Elementary statements from 1SO 31000:2018

Main topic Clause Clause Title Text

5 Framework

5.1 General 5.1 General The purpose of the risk management framework is to assist the
organization in integrating risk management into all its activities and
functions.

5.1 General 5.1 General The effectiveness of risk management will depend on its integration
into the governance and all activities of the organization, including
decision-making.

5.1 General 5.1 General This requires support from stakeholders, particularly top management.

5.1 General 5.1 General Framework development encompasses integrating, designing,
implementing, evaluating and improving risk management across the
organization.

5.1 General 5.1 General Figure 3 illustrates the relationship between the components of a
framework.

5.1 General 5.1 General The organization should evaluate its existing risk management
practices and processes within the framework.

5.1 General 5.1 General The organization should evaluate any gaps within the framework.

5.1 General 5.1 General The organization should address those gaps within the framework.

5.1 General 5.1 General The components of the framework should be customized to the needs
of the organization.

5.1 General 5.1 General The way in which the components of the framework work together
should be customized to the needs of the organization.

5.2 Leadership 5.2.1 General Top management and oversight bodies, where applicable, should

and commitment ensure that risk management is integrated into all organizational
activities

5.2 Leadership 5.2.1 General Top management and oversight bodies, where applicable, should

and commitment demonstrate leadership and commitment by aligning risk management
with the strategy, objectives and culture of the organization;

5.2 Leadership 5.2.1 General Top management and oversight bodies, where applicable, should

and commitment demonstrate leadership and commitment by issuing a statement or
policy that establishes a risk management approach, plan or course of
action;

5.2 Leadership 5.2.1 General Top management and oversight bodies, where applicable, should

and commitment demonstrate leadership and commitment by ensuring that the
necessary resources are allocated to managing risk;

5.2 Leadership 5.2.1 General Top management and oversight bodies, where applicable, should

and commitment demonstrate leadership and commitment by assigning authority,
responsibility and accountability at appropriate levels within the
organization;

5.2 Leadership 5.2.1 General Top management and oversight bodies, where applicable, should

and commitment demonstrate leadership and commitment by recognizing and
addressing all obligations of the organization, as well as its voluntary
commitments;

5.2 Leadership 5.2.1 General Top management and oversight bodies, where applicable, should

and commitment demonstrate leadership and commitment by establishing the amount
and type of risk that may or may not be taken by the organization to
guide the development of criteria, ensuring that they are
communicated to the organization and its stakeholders.

5.2 Leadership 5.2.1 General Top management and oversight bodies, where applicable, should

and commitment

demonstrate leadership and commitment by communicating the value
of risk management to the organization and its stakeholders;
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Main topic Clause Clause Title Text
5.2 Leadership 5.2.1 General Top management and oversight bodies, where applicable, should
and commitment demonstrate leadership and commitment by promoting systematic
monitoring of risks;
5.2 Leadership 5.2.1 General Top management and oversight bodies, where applicable, should
and commitment demonstrate leadership and commitment by ensuring that the risk
management framework remains appropriate.
5.2 Leadership 5.2.1 General Top management is accountable for managing risk while oversight
and commitment bodies are accountable for overseeing risk management.
5.2 Leadership 5.2.1 General Oversight bodies are often expected or required to ensure that risks
and commitment are adequately considered when setting the organization’s objectives;
5.2 Leadership 5.2.1 General Oversight bodies are often expected or required to understand the
and commitment principal risks facing the organization in pursuit of its objectives;
5.2 Leadership 5.2.1 General Oversight bodies are often expected or required to ensure that
and commitment systems to manage such risks are implemented and operating
effectively;
5.2 Leadership 5.2.1 General Oversight bodies are often expected or required to ensure that such
and commitment risks are appropriate in the context of the organization’s objectives;
5.2 Leadership 5.2.1 General Oversight bodies are often expected or required to ensure that
and commitment information about such risks and their management is properly
communicated.
5.2 Leadership 5.2.2 Integrating risk Integrating risk management relies on an understanding of
and commitment management organizational structures and context.
5.2 Leadership 5.2.2 Integrating risk | Structures differ depending on the organization’s purpose, goals and
and commitment management complexity.
5.2 Leadership 5.2.2 Integrating risk Risk is managed in every part of the organization’s structure.
and commitment management
5.2 Leadership 5.2.2 Integrating risk | Everyone in the organization has responsibility for managing risk.
and commitment management
5.2 Leadership 5.2.2 Integrating risk | Governance guides the course of the organization, its external and
and commitment management internal relationships, and the rules, processes and practices to
achieve its purpose.
5.2 Leadership 5.2.2 Integrating risk Management structures translate governance direction into the
and commitment management strategy and associated objectives required to achieve desired levels
of sustainable performance and long term viability.
5.2 Leadership 5.2.2 Integrating risk | Determining the accountability and oversight roles within an
and commitment management organization are integral parts of the organization’s governance.
5.2 Leadership 5.2.2 Integrating risk Integrating risk management into an organization is a dynamic and
and commitment management iterative process,
5.2 Leadership 5.2.2 Integrating risk Integrating risk management into an organization should be
and commitment management customized to the organization’s needs and culture.
5.2 Leadership 5.2.2 Integrating risk Risk management should be a part of, and not separate from, the
and commitment management organizational purpose, governance, leadership and commitment,
strategy, objectives and operations.
5.3 Design 5.3.1 Understanding When designing the framework for managing risk, the organization
the should examine its external and internal context.
organization
and its context
5.3 Design 5.3.1 Understanding When designing the framework for managing risk, the organization

the
organization
and its context

should understand its external and internal context.
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Main topic Clause Clause Title Text

5.3 Design 5.3.1 Understanding Examining the organization's external context may include, but is not
the limited to the social, cultural, political, legal, regulatory, financial,
organization technological, economic and environmental factors, whether
and its context international, national, regional or local;

5.3 Design 5.3.1 Understanding Examining the organization's external context may include, but is not
the limited to key drivers and trends affecting the objectives of the
organization organization;
and its context

5.3 Design 5.3.1 Understanding Examining the organization's external context may include, but is not
the limited to external stakeholders’ relationships, perceptions, values,
organization needs and expectations;
and its context

5.3 Design 5.3.1 Understanding Examining the organization's external context may include, but is not
the limited to contractual relationships and commitments;
organization
and its context

5.3 Design 5.3.1 Understanding Examining the organization's external context may include, but is not
the limited to the complexity of networks and dependencies.
organization
and its context

5.3 Design 5.3.1 Understanding Examining the organization's internal context may include, but is not
the limited to vision, mission and values;
organization
and its context

5.3 Design 5.3.1 Understanding Examining the organization's internal context may include, but is not
the limited to governance, organizational structure, roles and
organization accountabilities;
and its context

5.3 Design 5.3.1 Understanding Examining the organization's internal context may include, but is not
the limited to strategy, objectives and policies;
organization
and its context

5.3 Design 5.3.1 Understanding Examining the organization's internal context may include, but is not
the limited to organization's culture;
organization
and its context

5.3 Design 53.1 Understanding Examining the organization's internal context may include, but is not
the limited to standards, guidelines and models adopted by the
organization organization;
and its context

5.3 Design 53.1 Understanding Examining the organization's internal context may include, but is not
the limited to capabilities, understood in terms of resources and
organization knowledge (e.g. capital, time, people, intellectual property, processes,
and its context systems and technologies);

5.3 Design 53.1 Understanding Examining the organization's internal context may include, but is not
the limited to data, information systems and information flows;
organization
and its context

5.3 Design 5.3.1 Understanding Examining the organization's internal context may include, but is not
the limited to relationships with internal stakeholders, taking into account
organization their perceptions and values;
and its context

5.3 Design 5.3.1 Understanding Examining the organization's internal context may include, but is not

the
organization
and its context

limited to contractual relationships and commitments;
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Main topic Clause Clause Title Text

5.3 Design 5.3.1 Understanding Examining the organization's internal context may include, but is not
the limited to interdependencies and interconnections.
organization
and its context

5.3 Design 5.3.2 Articulating risk | Top management and oversight bodies, where applicable, should
management articulate their continual commitment to risk management.
commitment

5.3 Design 5.3.2 Articulating risk | Top management and oversight bodies, where applicable, should
management demonstrate their continual commitment to risk management.
commitment

5.3 Design 5.3.2 Articulating risk | This can be through a policy, a statement or other forms that clearly
management convey an organization's objectives and commitment to risk
commitment management.

5.3 Design 5.3.2 Articulating risk | The commitment should include, but is not limited to the
management organization's purpose for managing risk and links to the
commitment organization's objectives and other policies;

5.3 Design 5.3.2 Articulating risk | The commitment should include, but is not limited to reinforcing the
management need to integrate risk management into the overall culture of the
commitment organization;

5.3 Design 5.3.2 Articulating risk | The commitment should include, but is not limited to leading the
management integration of risk management into core business activities and
commitment decision-making;

5.3 Design 5.3.2 Articulating risk | The commitment should include, but is not limited to authorities,
management responsibilities and accountabilities;
commitment

5.3 Design 5.3.2 Articulating risk | The commitment should include, but is not limited to making the
management necessary resources available;
commitment

5.3 Design 5.3.2 Articulating risk | The commitment should include, but is not limited to the way in which
management conflicting objectives are dealt with;
commitment

5.3 Design 5.3.2 Articulating risk | The commitment should include, but is not limited to measurement
management and reporting within the organization’s performance indicators;
commitment

5.3 Design 5.3.2 Articulating risk | The commitment should include, but is not limited to review and
management improvement.
commitment

5.3 Design 5.3.2 Articulating risk | The risk management commitment should be communicated within an
management organization and to stakeholders, as appropriate.
commitment

5.3 Design 5.3.3 Assigning Top management and oversight bodies, where applicable, should
organizational ensure that the accountabilities, responsibilities and authorities for
roles, relevant roles with respect to risk management are assigned
authorities,
responsibilities
and
accountabilities

5.3 Design 5.3.3 Assigning Top management and oversight bodies, where applicable, should

organizational
roles,
authorities,
responsibilities
and
accountabilities

ensure that the accountabilities, responsibilities and authorities for
relevant roles with respect to risk management are communicated at
all levels of the organization
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5.3 Design 5.3.3 Assigning Top management and oversight bodies, where applicable, should
organizational ensure that the accountabilities, responsibilities and authorities for
roles, relevant roles with respect to risk management should emphasise that
authorities, risk management is a core responsibility;
responsibilities
and
accountabilities
5.3 Design 5.3.3 Assigning Top management and oversight bodies, where applicable, should
organizational ensure that the accountabilities, responsibilities and authorities for
roles, relevant roles with respect to risk management should identify
authorities, individuals who have the accountability and authority to manage risk
responsibilities (risk owners).
and
accountabilities
5.3 Design 5.3.4 Allocating Top management and oversight bodies, where applicable, should
resources ensure allocation of appropriate resources for risk management,
5.3 Design 5.3.4 Allocating Top management and oversight bodies, where applicable, should
resources ensure allocation of appropriate resources for risk management, which
can include, but are not limited to people, skills, experience and
competence;
5.3 Design 5.3.4 Allocating Top management and oversight bodies, where applicable, should
resources ensure allocation of appropriate resources for risk management, which
can include, but are not limited to the organization's processes,
methods and tools to be used for managing risk;
5.3 Design 5.3.4 Allocating Top management and oversight bodies, where applicable, should
resources ensure allocation of appropriate resources for risk management, which
can include, but are not limited to documented processes and
procedures;
5.3 Design 5.3.4 Allocating Top management and oversight bodies, where applicable, should
resources ensure allocation of appropriate resources for risk management, which
can include, but are not limited to information and knowledge
management systems;
5.3 Design 5.3.4 Allocating Top management and oversight bodies, where applicable, should
resources ensure allocation of appropriate resources for risk management, which
can include, but are not limited to professional development and
training needs.
5.3 Design 5.3.4 Allocating The organization should consider the capabilities of, and constraints
resources on, existing resources.
5.3 Design 5.3.5 Establishing The organization should establish an agreed approach to
communication | communication and consultation to support the framework
and
consultation
5.3 Design 5.3.5 Establishing The organization should establish an agreed approach to
communication | communication and consultation to facilitate the effective application
and of risk management.
consultation
5.3 Design 5.35 Establishing Communication involves sharing information with targeted audiences,
communication | where consultation also involves participants providing feedback with
and the expectation that it will contribute to and shape decisions or other
consultation activities.
5.3 Design 5.35 Establishing Communication and consultation methods and content should reflect
communication | the expectations of stakeholders, where relevant.
and

consultation
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5.3 Design 5.3.5 Establishing Communication and consultation should be timely
communication
and
consultation

5.3 Design 5.3.5 Establishing Communication and consultation should ensure that relevant
communication | information is captured, consolidated and shared, as appropriate
and
consultation

5.3 Design 5.3.5 Establishing Communication and consultation should ensure that feedback is
communication | provided and improvements are made.
and
consultation

5.4 5.4 Implementation | The organization should implement the risk management framework

Implementation by developing an appropriate plan including timing;

5.4 5.4 Implementation | The organization should implement the risk management framework

Implementation by identifying where, when and how different types of decisions are
made across the organization, and by whom;

5.4 5.4 Implementation | The organization should implement the risk management framework

Implementation by modifying the applicable decision-making processes where
necessary;

5.4 5.4 Implementation | The organization should implement the risk management framework

Implementation by ensuring that the organization's arrangements for managing risk are
clearly understood and practised.

5.4 5.4 Implementation | Successful implementation of the framework requires the engagement

Implementation and awareness of stakeholders.

5.4 5.4 Implementation | This enables organizations to explicitly address uncertainty in decision-

Implementation making, while also ensuring that any new or subsequent uncertainty
can be taken into account as it arises.

5.4 5.4 Implementation | Properly designed and implemented, the risk management framework

Implementation will ensure that the risk management process is a part of all activities
throughout the organization, including decision-making

5.4 5.4 Implementation | Properly designed and implemented, the risk management framework

Implementation will ensure that changes in external and internal contexts will be
adequately captured.

5.5 Evaluation 5.4 Implementation | In order to evaluate the effectiveness of the risk management
framework, the organization should periodically measure risk
management framework performance against its purpose,
implementation plans, indicators and expected behaviour;

5.5 Evaluation 5.4 Implementation | In order to evaluate the effectiveness of the risk management
framework, the organization should determine whether it remains
suitable to support achieving the objectives of the organization.

5.6 Improvement 5.6.1 Adapting The organization should continually monitor the risk management
framework to address external and internal changes.

5.6 Improvement 5.6.1 Adapting The organization should continually adapt the risk management
framework to address external and internal changes.

5.6 Improvement 5.6.1 Adapting In doing so, the organization can improve its value.

5.6 Improvement 5.6.2 Continually The organization should continually improve the suitability, adequacy

improving and effectiveness of the risk management framework

5.6 Improvement 5.6.2 Continually The organization should continually improve the way the risk

improving management process is integrated.
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5.6 Improvement 5.6.2 Continually As relevant gaps or improvement opportunities are identified, the

improving organization should develop plans and tasks

5.6 Improvement 5.6.2 Continually As relevant gaps or improvement opportunities are identified, the

improving organization should assign plans and tasks to those accountable for
implementation.

5.6 Improvement 5.6.2 Continually Once implemented, these improvements should contribute to the

improving enhancement of risk management.

6 Process

6.1 General 6.1 General The risk management process involves the systematic application of
policies, procedures and practices to the activities of communicating
and consulting, establishing the context and assessing, treating,
monitoring, reviewing, recording and reporting risk.

6.1 General 6.1 General The risk management process should be an integral part of
management and decision-making

6.1 General 6.1 General The risk management process should be integrated into the structure,
operations and processes of the organization.

6.1 General 6.1 General It can be applied at strategic, operational, programme or project
levels.

6.1 General 6.1 General There can be many applications of the risk management process
within an organization, customized to achieve objectives and to suit
the external and internal context in which they are applied.

6.1 General 6.1 General The dynamic and variable nature of human behaviour and culture
should be considered throughout the risk management process.

6.1 General 6.1 General Although the risk management process is often presented as
sequential, in practice it is iterative.

6.2 6.2 Communication | The purpose of communication and consultation is to assist relevant

Communication and stakeholders in understanding risk, the basis on which decisions are

and consultation consultation made and the reasons why particular actions are required.

6.2 6.2 Communication | Communication seeks to promote awareness and understanding of

Communication and risk and how to deal with it, whereas consultation involves obtaining

and consultation consultation feedback and information to support decision-making.

6.2 6.2 Communication | Close coordination between the two should facilitate factual, timely,

Communication and relevant, accurate and understandable exchanges of information,

and consultation consultation taking into account the confidentiality and integrity of information as
well as the privacy rights of individuals.

6.2 6.2 Communication | Communication and consultation with appropriate external and

Communication and internal stakeholders should take place within and throughout all steps

and consultation consultation of the risk management process.

6.2 6.2 Communication | Communication and consultation aims to bring different areas of

Communication and expertise together for each step of the risk management process;

and consultation consultation

6.2 6.2 Communication | Communication and consultation aims to ensure that different views

Communication and are appropriately considered when defining risk criteria and when

and consultation consultation evaluating risks;

6.2 6.2 Communication | Communication and consultation aims to provide sufficient

Communication and information to facilitate risk oversight and decision-making;;

and consultation consultation

6.2 6.2 Communication | Communication and consultation aims to build a sense of inclusiveness

Communication
and consultation

and
consultation

and ownership among those affected by risk.
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6.3 Establishing 6.3.1 General The purpose of establishing the context is to customise the risk
the context management process, enabling effective risk assessment and
appropriate risk treatment.
6.3 Establishing 6.3.1 General To customise the risk management process involves defining the
the context purpose and scope of the process.
6.3 Establishing 6.3.1 General To customise the risk management process involves understanding the
the context context.
6.3 Establishing 6.3.1 General To customise the risk management process involves planning the
the context approach to be taken.
6.3 Establishing 6.3.1 General To customise the risk management process involves defining the
the context criteria for evaluation.
6.3 Establishing 6.3.1 General Establishing the context should take into account the external and
the context internal context established as part of the risk management
framework.
6.3 Establishing 6.3.2 Defining the The organization should define the purpose and scope of its risk
the context purpose and management activities.
scope
6.3 Establishing 6.3.2 Defining the As the risk management process may be applied at different levels
the context purpose and (e.g. strategic, operational, programme, project, or other activities), it
scope is important to be clear about the scope under consideration, the
relevant objectives to be considered and their alignment with
organizational objectives.
6.3 Establishing 6.3.2 Defining the When planning the approach, considerations include objectives and
the context purpose and decisions that need to be made
scope
6.3 Establishing 6.3.2 Defining the When planning the approach, considerations include outcomes
the context purpose and expected from the steps to be taken in the process
scope
6.3 Establishing 6.3.2 Defining the When planning the approach, considerations include time, location,
the context purpose and specific inclusions and exclusions
scope
6.3 Establishing 6.3.2 Defining the When planning the approach, considerations include appropriate risk
the context purpose and assessment tools and techniques
scope
6.3 Establishing 6.3.2 Defining the When planning the approach, considerations include resources
the context purpose and required, responsibilities and records to be kept
scope
6.3 Establishing 6.3.2 Defining the When planning the approach, considerations include relationships
the context purpose and with other projects, processes and activities.
scope
6.3 Establishing 6.3.3 Context The external and internal context is the environment in which the
the context organization seeks to define and achieve its objectives.
6.3 Establishing 6.3.3 Context The context of the risk management process should be derived from
the context the understanding of the external and internal environment in which
the organization operates
6.3 Establishing 6.3.3 Context The context of the risk management process should reflect the specific
the context environment of the activity to which the risk management process is
to be applied.
6.3 Establishing 6.3.3 Context Understanding the context is important because risk management
the context takes place in the context of the objectives and activities of the
organization
6.3 Establishing 6.3.3 Context Understanding the context is important because organizational factors

the context

can be a source of risk;
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6.3 Establishing 6.3.3 Context Understanding the context is important because the purpose and

the context scope of where the risk management process is being applied can be
interrelated with the objectives of the organization as a whole;

6.3 Establishing 6.3.3 Context Understanding the context is important because the organization

the context should establish the external and internal context of the risk
management process by considering the factors mentioned in 5.3.1.

6.3 Establishing 6.3.4 Defining risk The organization should specify the amount and type of risk that it

the context criteria may or may not take, relative to objectives.

6.3 Establishing 6.3.4 Defining risk It should also define criteria to evaluate the significance of risk.

the context criteria

6.3 Establishing 6.3.4 Defining risk It should also define criteria to support decision-making processes.

the context criteria

6.3 Establishing 6.3.4 Defining risk Risk criteria should be aligned with the risk management framework.

the context criteria

6.3 Establishing 6.3.4 Defining risk Risk criteria should be customized to the specific purpose and scope of

the context criteria the activity under consideration.

6.3 Establishing 6.3.4 Defining risk Risk criteria should reflect the organization's values, objectives and

the context criteria resources.

6.3 Establishing 6.3.4 Defining risk Risk criteria should be consistent with policies and statements about

the context criteria risk management.

6.3 Establishing 6.3.4 Defining risk The criteria should be defined taking into consideration the

the context criteria organization’s obligations and the views of stakeholders.

6.3 Establishing 6.3.4 Defining risk While risk criteria should be established at the beginning of the risk

the context criteria assessment process, they are dynamic and should be continually
reviewed, if necessary.

6.3 Establishing 6.3.4 Defining risk While risk criteria should be established at the beginning of the risk

the context criteria assessment process, they are dynamic and should be continually
amended, if necessary.

6.3 Establishing 6.3.4 Defining risk To set risk criteria, the nature and type of uncertainties that can affect

the context criteria outcomes and objectives (both tangible and intangible) should be
considered

6.3 Establishing 6.3.4 Defining risk To set risk criteria, how consequences (both positive and negative) will

the context criteria be defined and measured should be considered

6.3 Establishing 6.3.4 Defining risk To set risk criteria, how likelihood will be defined and measured

the context criteria should be considered

6.3 Establishing 6.3.4 Defining risk To set risk criteria, time-related factors should be considered

the context criteria

6.3 Establishing 6.3.4 Defining risk To set risk criteria, consistency in the use of measurements should be

the context criteria considered

6.3 Establishing 6.3.4 Defining risk To set risk criteria, how the level of risk is to be determined should be

the context criteria considered

6.3 Establishing 6.3.4 Defining risk To set risk criteria, how combinations and sequences of multiple risks

the context criteria will be taken into account should be considered

6.3 Establishing 6.3.4 Defining risk To set risk criteria, the organization’s capacity should be considered

the context criteria

6.4 Risk 6.4.1 General Risk assessment is the overall process of risk identification, risk

assessment analysis and risk evaluation.

6.4 Risk 6.4.1 General Risk assessment should be conducted systematically, iteratively and

assessment collaboratively, drawing on the knowledge and views of stakeholders.

6.4 Risk 6.4.1 General Risk assessment should use the best available information,

assessment supplemented by further enquiry as necessary.
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6.4 Risk 6.4.2 Risk The purpose of risk identification is to find, recognize and describe

assessment identification risks that might help or prevent an organization from achieving its
objectives.

6.4 Risk 6.4.2 Risk Relevant, appropriate and up-to-date information is important in

assessment identification identifying risks.

6.4 Risk 6.4.2 Risk The organization can use a range of techniques to identify

assessment identification uncertainties that might affect one or more objectives.

6.4 Risk 6.4.2 Risk A set of factors, and the relationship between these factors, should be

assessment identification considered

6.4 Risk 6.4.2 Risk Tangible and intangible sources of risk (factor) should be considered

assessment identification

6.4 Risk 6.4.2 Risk Causes and events (factor) should be considered

assessment identification

6.4 Risk 6.4.2 Risk Threats and opportunities (factor) should be considered

assessment identification

6.4 Risk 6.4.2 Risk Vulnerabilities and capabilities (factor) should be considered

assessment identification

6.4 Risk 6.4.2 Risk Changes in the external and internal context (factor) should be

assessment identification considered

6.4 Risk 6.4.2 Risk Indicators of emerging risks (factor) should be considered

assessment identification

6.4 Risk 6.4.2 Risk The nature and value of assets and resources (factor) should be

assessment identification considered

6.4 Risk 6.4.2 Risk Consequences and their impact on objectives (factor) should be

assessment identification considered

6.4 Risk 6.4.2 Risk Limitations of knowledge and reliability of information (factor) should

assessment identification be considered

6.4 Risk 6.4.2 Risk Timeframes and time influences (factor) should be considered

assessment identification

6.4 Risk 6.4.2 Risk Biases, assumptions and beliefs of those involved (factor) should be

assessment identification considered

6.4 Risk 6.4.2 Risk The organization should identify risks, whether or not their sources are

assessment identification under its control

6.4 Risk 6.4.2 Risk Consideration should be given that there might be more than one type

assessment identification of outcome, which might result in a variety of tangible or intangible
consequences.

6.4 Risk 6.4.3 Risk analysis The purpose of risk analysis is to comprehend the nature of risk and its

assessment characteristics including, where appropriate, the level of risk.

6.4 Risk 6.4.3 Risk analysis Risk analysis involves a detailed consideration of uncertainties, risk

assessment sources, consequences, likelihood, events, scenarios, controls and
their effectiveness.

6.4 Risk 6.4.3 Risk analysis An event can have multiple causes and consequences and can affect

assessment multiple objectives.

6.4 Risk 6.4.3 Risk analysis Risk analysis can be undertaken with varying degrees of detail and

assessment formality, depending on the purpose of the analysis, the availability
and reliability of information, and the resources available.

6.4 Risk 6.4.3 Risk analysis Analysis techniques can be qualitative, semi quantitative, quantitative

assessment or a combination of these, depending on the circumstances and
intended use.

6.4 Risk 6.4.3 Risk analysis Risk analysis involves consideration of the causes and sources of risk,

assessment their positive and negative consequences, and the likelihood that
those consequences can occur

6.4 Risk 6.4.3 Risk analysis Risk analysis should consider factors such as the likelihood of events

assessment and consequences
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Main topic Clause Clause Title Text

6.4 Risk 6.4.3 Risk analysis Risk analysis should consider factors such as the nature and magnitude

assessment of consequences

6.4 Risk 6.4.3 Risk analysis Risk analysis should consider factors such as complexity and

assessment connectivity

6.4 Risk 6.4.3 Risk analysis Risk analysis should consider factors such as time-related factors and

assessment volatility

6.4 Risk 6.4.3 Risk analysis Risk analysis should consider factors such as the pace of change

assessment

6.4 Risk 6.4.3 Risk analysis Risk analysis should consider factors such as the effectiveness of

assessment existing controls

6.4 Risk 6.4.3 Risk analysis Risk analysis should consider factors such as sensitivity and confidence

assessment levels

6.4 Risk 6.4.3 Risk analysis The risk analysis can be influenced by any divergence of opinions,

assessment biases, perceptions of risk and judgements.

6.4 Risk 6.4.3 Risk analysis Additional influences are the quality of the information used, the

assessment assumptions and exclusions made, any limitations of the techniques
and how they are executed.

6.4 Risk 6.4.3 Risk analysis These influences should be considered.

assessment

6.4 Risk 6.4.3 Risk analysis These influences should be documented.

assessment

6.4 Risk 6.4.3 Risk analysis These influences should be communicated to decision makers.

assessment

6.4 Risk 6.4.3 Risk analysis Highly uncertain events can be difficult to quantify.

assessment

6.4 Risk 6.4.3 Risk analysis This can be an issue when analysing events with severe consequences.

assessment

6.4 Risk 6.4.3 Risk analysis In such cases, a combination of techniques should provide greater

assessment insight overall.

6.4 Risk 6.4.3 Risk analysis Risk analysis provides an input to risk evaluation.

assessment

6.4 Risk 6.4.3 Risk analysis Risk analysis provides an input to decisions on whether risk needs to

assessment be treated and how.

6.4 Risk 6.4.3 Risk analysis Risk analysis provides an input on the most appropriate risk treatment

assessment strategy and methods.

6.4 Risk 6.4.3 Risk analysis The results provide insight for decisions, where choices are being

assessment made, and the options involve different types and levels of risk.

6.4 Risk 6.4.4 Risk evaluation | The purpose of risk evaluation is to support decisions.

assessment

6.4 Risk 6.4.4 Risk evaluation Risk evaluation involves comparing the results of the risk analysis with

assessment the established risk criteria to determine the significance of risk.

6.4 Risk 6.4.4 Risk evaluation | The significance of risk can lead to a decision to do nothing further

assessment

6.4 Risk 6.4.4 Risk evaluation | The significance of risk can lead to a decision to consider risk

assessment treatment options

6.4 Risk 6.4.4 Risk evaluation | The significance of risk can lead to a decision to undertake further

assessment analysis to better understand the risk;

6.4 Risk 6.4.4 Risk evaluation The significance of risk can lead to a decision to maintain existing

assessment controls

6.4 Risk 6.4.4 Risk evaluation The significance of risk can lead to a decision to reconsider objectives.

assessment

6.4 Risk 6.4.4 Risk evaluation Decisions should take account of the wider context and the actual and

assessment perceived consequences for external and internal stakeholders.
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6.4 Risk 6.4.4 Risk evaluation The outcome of risk evaluation should be recorded.

assessment

6.4 Risk 6.4.4 Risk evaluation The outcome of risk evaluation should be communicated.

assessment

6.4 Risk 6.4.4 Risk evaluation | The outcome of risk evaluation should be then validated at

assessment appropriate levels of the organization.

6.5 Risk treatment | 6.5.1 General The purpose of risk treatment is to select and implement options for

addressing risk.

6.5 Risk treatment | 6.5.1 General Risk treatment involves an iterative process of formulating and

selecting risk treatment options

6.5 Risk treatment | 6.5.1 General Risk treatment involves an iterative process of planning and

implementing risk treatment

6.5 Risk treatment | 6.5.1 General Risk treatment involves an iterative process of assessing the

effectiveness of that treatment

6.5 Risk treatment | 6.5.1 General Risk treatment involves an iterative process of deciding whether the

residual risk is acceptable

6.5 Risk treatment | 6.5.1 General Risk treatment involves an iterative process of if not acceptable, taking

further treatment.

6.5 Risk treatment | 6.5.2 Selection of risk | Selecting the most appropriate risk treatment option(s) involves
treatment balancing the potential benefits derived in relation to the achievement
options of the objectives against the costs, effort, or disadvantages of

implementation.

6.5 Risk treatment | 6.5.2 Selection of risk | Risk treatment options are not necessarily mutually exclusive or
treatment appropriate in all circumstances.
options

6.5 Risk treatment | 6.5.2 Selection of risk | Options for treating risk can involve one or more actions
treatment
options

6.5 Risk treatment | 6.5.2 Selection of risk | Options for treating risk can involve avoiding the risk by deciding not
treatment to start or continue with the activity that gives rise to the risk
options

6.5 Risk treatment | 6.5.2 Selection of risk | Options for treating risk can involve taking or increasing the risk in
treatment order to pursue an opportunity
options

6.5 Risk treatment | 6.5.2 Selection of risk | Options for treating risk can involve removing the risk source
treatment
options

6.5 Risk treatment | 6.5.2 Selection of risk | Options for treating risk can involve changing the likelihood
treatment
options

6.5 Risk treatment | 6.5.2 Selection of risk | Options for treating risk can involve changing the consequences
treatment
options

6.5 Risk treatment | 6.5.2 Selection of risk | Options for treating risk can involve sharing the risk (e.g. through
treatment contracts, buying insurance)
options

6.5 Risk treatment | 6.5.2 Selection of risk | Options for treating risk can involve retaining the risk by informed
treatment decision.
options

6.5 Risk treatment | 6.5.2 Selection of risk | Justification for risk treatment is broader than solely economic
treatment considerations.
options

6.5 Risk treatment | 6.5.2 Selection of risk | Justification for risk treatment should take into account all of the
treatment organization’s obligations.
options
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6.5 Risk treatment | 6.5.2 Selection of risk | Justification for risk treatment should take into account all of the
treatment voluntary commitments.
options

6.5 Risk treatment | 6.5.2 Selection of risk | Justification for risk treatment should take into account all of the
treatment stakeholder views.
options

6.5 Risk treatment | 6.5.2 Selection of risk | The selection of risk treatment options should be made in accordance
treatment with the organization’s objectives.
options

6.5 Risk treatment | 6.5.2 Selection of risk | The selection of risk treatment options should be made in accordance
treatment with risk criteria.
options

6.5 Risk treatment | 6.5.2 Selection of risk | The selection of risk treatment options should be made in accordance
treatment with available resources.
options

6.5 Risk treatment | 6.5.2 Selection of risk | When selecting risk treatment options, the organization should
treatment consider the values, perceptions and potential involvement of
options stakeholders.

6.5 Risk treatment | 6.5.2 Selection of risk | When selecting risk treatment options, the organization should
treatment consider the most appropriate ways to communicate and consult with
options stakeholders.

6.5 Risk treatment | 6.5.2 Selection of risk | Though carefully designed and implemented, risk treatment might not
treatment produce the expected outcomes and could produce unintended
options consequences.

6.5 Risk treatment | 6.5.2 Selection of risk | Monitoring and review need to be an integral part of the risk
treatment treatment implementation to give assurance that the different forms
options of treatment become and remain effective.

6.5 Risk treatment | 6.5.2 Selection of risk | Risk treatment can also introduce new risks that need to be managed.
treatment
options

6.5 Risk treatment | 6.5.2 Selection of risk | If there are no treatment options available or if treatment options do
treatment not sufficiently modify the risk, the risk should be recorded.
options

6.5 Risk treatment | 6.5.2 Selection of risk | If there are no treatment options available or if treatment options do
treatment not sufficiently modify the risk, the risk should be kept under ongoing
options review.

6.5 Risk treatment | 6.5.2 Selection of risk | Decision makers and other stakeholders should be aware of the nature
treatment and extent of the residual risk after risk treatment.
options

6.5 Risk treatment | 6.5.2 Selection of risk | The residual risk should be documented.
treatment
options

6.5 Risk treatment 6.5.2 Selection of risk | The residual risk should be subjected to monitoring, review and, where
treatment appropriate, further treatment.
options

6.5 Risk treatment | 6.5.3 Preparing and The purpose of risk treatment plans is to specify how the chosen
implementing treatment options will be implemented, so that arrangements are
risk treatment understood by those involved, and progress against the plan can be
plans monitored.

6.5 Risk treatment | 6.5.3 Preparing and The treatment plan should clearly identify the order in which risk
implementing treatment should be implemented.
risk treatment
plans

6.5 Risk treatment | 6.5.3 Preparing and Treatment plans should be integrated into the management plans and

implementing

processes of the organization, in consultation with appropriate
stakeholders.
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Text

risk treatment
plans

6.5 Risk treatment | 6.5.3 Preparing and The information provided in the treatment plan should include the
implementing rationale for selection of the treatment options, including the
risk treatment expected benefits to be gained
plans
6.5 Risk treatment | 6.5.3 Preparing and The information provided in the treatment plan should include those
implementing who are accountable and responsible for approving and implementing
risk treatment the plan
plans
6.5 Risk treatment | 6.5.3 Preparing and The information provided in the treatment plan should include the
implementing proposed actions
risk treatment
plans
6.5 Risk treatment | 6.5.3 Preparing and The information provided in the treatment plan should include the
implementing resources required, including contingencies
risk treatment
plans
6.5 Risk treatment | 6.5.3 Preparing and The information provided in the treatment plan should include the
implementing performance measures
risk treatment
plans
6.5 Risk treatment | 6.5.3 Preparing and The information provided in the treatment plan should include the
implementing constraints
risk treatment
plans
6.5 Risk treatment | 6.5.3 Preparing and The information provided in the treatment plan should include the
implementing required reporting and monitoring
risk treatment
plans
6.5 Risk treatment | 6.5.3 Preparing and The information provided in the treatment plan should include when
implementing actions are expected to be undertaken and completed.
risk treatment
plans
6.6 Monitoring 6.6 Monitoring and | The purpose of monitoring and review is to assure and improve the
and review review quality and effectiveness of process design, implementation and
outcomes.
6.6 Monitoring 6.6 Monitoring and | Ongoing monitoring and periodic review of the risk management
and review review process and its outcomes should be a planned part of the risk
management process, with responsibilities clearly defined.
6.6 Monitoring 6.6 Monitoring and | Monitoring and review should take place at all stages of the process.
and review review
6.6 Monitoring 6.6 Monitoring and | Monitoring and review includes planning, gathering and analysing
and review review information, recording results and providing feedback.
6.6 Monitoring 6.6 Monitoring and | The results of monitoring and review should be incorporated
and review review throughout the organization’s performance management.
6.6 Monitoring 6.6 Monitoring and | The results of monitoring and review should be incorporated
and review review throughout the organization’s measurement.
6.6 Monitoring 6.6 Monitoring and | The results of monitoring and review should be incorporated
and review review throughout the organization’s reporting activities.
6.7 Recording the 6.7 Recording and The risk management process and its outcomes should be

risk management
process

reporting

documented and reported through appropriate mechanisms.
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6.7 Recording the 6.7 Recording and Recording and reporting communicates risk management activities
risk management reporting and outcomes across the organization

process

6.7 Recording the 6.7 Recording and Recording and reporting provides information for decision-making
risk management reporting

process

6.7 Recording the 6.7 Recording and Recording and reporting improves risk management activities

risk management reporting

process

6.7 Recording the 6.7 Recording and Recording and reporting assists interaction with stakeholders,

risk management reporting including those with responsibility and accountability for risk
process management activities

6.7 Recording the 6.7 Recording and Decisions concerning the creation, retention and handling of

risk management reporting documented information should take into account, but not be limited
process to, their use

6.7 Recording the 6.7 Recording and Decisions concerning the creation, retention and handling of

risk management reporting documented information should take into account, but not be limited
process to, the sensitivity of information

6.7 Recording the 6.7 Recording and Decisions concerning the creation, retention and handling of

risk management reporting documented information should take into account, but not be limited
process to, the external and internal context.

6.7 Recording the 6.7 Recording and Reporting is an integral part of organization’s governance

risk management reporting

process

6.7 Recording the 6.7 Recording and Reporting should enhance the quality of dialogue with stakeholders
risk management reporting

process

6.7 Recording the 6.7 Recording and Reporting should support top management and oversight bodies in
risk management reporting meeting their responsibilities.

process

6.7 Recording the 6.7 Recording and Factors to consider for reporting include, but are not limited to the
risk management reporting differing stakeholders and their specific information needs and
process requirements

6.7 Recording the 6.7 Recording and Factors to consider for reporting include, but are not limited to the
risk management reporting cost, frequency and timeliness of reporting

process

6.7 Recording the 6.7 Recording and Factors to consider for reporting include, but are not limited to the
risk management reporting method of reporting

process

6.7 Recording the 6.7 Recording and Factors to consider for reporting include, but are not limited to the

risk management
process

reporting

relevance of information to organizational objectives and decision-
making
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8. Annex - Requirement trees and goal trees for risk management
specific processes

8.1 Requirement tree and goal tree for Risk criteria definition process

To =2t risk oritena, the nature and type efunoertaintias that can afizat sutoomes and objectives (both @npible
and irtangible) shauld be considerad

[ To setrisk oriteria. how censequentes {both pasitive and negstive) will be dafined and messured shauld be
corsiderad

|~
*" Ta set nsk criteria: how likelihaod will be defined ard measured should be corsidered

1.~
Rizk Criteria SE'-‘“"IEE_{. To set sk ooitena, tme-related fEoors should be cansidered

To satrizk ariteria, how the lewel of iskis to be desermined should be considered

To sat risk ariteria, haw combinatons and sequences of muliple risks will b2 |ken inte sooount should be
corsiderad

. Tosetnskontena, the arganizabon’s capaoity should be considered

Ta set sk giteria. consisiencyin fe use of measurements shoidd be considersd

.'.-His!c critzna definiion
= " 11 should also define criteria o evaluate the significance of risk

' It should also define criteria to suppart decision-making processec

Tha arganization should specify e amourt and tyoae of risk hat it neay ar meay net take, ralatihe i objectives.

The criterta zhould be defined wking inta considerstion the organzation's obligadans and he vews of
Organizations sgacifieatians and alignmant J staksholdars.
Risk crileda =hauld be aligned with the risk management Tamewark.
I\ Risk criteria should be custorized 1o the spetific purpose and scope of the actiity under consideration.

Fisk criteria should reflect the crganizaton's welues, chjectives and resources.

Risk criteria =should be consistent with policies and =1stements abaut nsk ranagement.

\Nhilz nisk criteris should be established st the beginning of the sk ass=ssment process. ey are dynamic
and shauld be cortnualty revizwad  ifnecessane
v While risk criteria should be esBblished at the baginring of the nsk assscsment process. tey are dynamic
and sheuld be continually amended, if recassans

*, Cortinual risk oriteria change

Figure 2: Requirement tree for Risk criteria definition process

S Risk criteriz are set by defining the way risks are assessed.  Risk Criteria seffings
(. Risk criteria deﬂnition-:}-.__ __ Drganizational specifications for risk criteria are identified. Organizations specifications and alignment
T ) _ Risk criteria are confinually reviewed and amended ifnecessary.  Continual risk criteria change

Figure 3: Goal tree for Risk criteria definition process
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8.2 Requirement tree and goal tree for Risk identification process

The purpose of risk identification is to find, recognize and describe risks that rmight help or prevent an
organization from achieving its objectives.

The arganization can Use a range of technigues to identify uncefainties that might affect one or maore
objectives. _The organization

he organization should identify risks, whether or not their sources are under its control

Aset of factors, and the relationship between these factors, should be considered

Tangible and intangible sources of risk (factor) should be considered -,

Causes and events (factory should be considered
8 \

Threats and opportunities (factor) should be considered

Yulnerabilities and capabilities (factor) should be considered | -
Riskidentiﬂcation’_'
Fadgrs ./ —p—

Changes in the external and internal context (factor) should be considered

Indicators of emerging risks (factor) should be considered

The nature and value of assets and resources (factor) should be considered

Consequences and their impact on objectives (factor) should be considered

Limitations of knowledge and reliability of information (factor) should be considered /|

Timeframes and time influences. (factory should be cnnsider_ﬂ !

Biases, assumptions and beliefs of those involved (fa_ctor} should be considered

Consideration should be given that there might be more than one type of cutcome, which might resultin a j
variety of tangible or intangible conseguences. i

Relevant, appropriate and up-to-date information is important in identifying risks. Infarmation

¢

Figure 4: Requirement tree for Risk identification process
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8.3 Requirement tree and goal tree for Risk analysis process

The purpose of risk analysis is to comprehend the nature of risk and its characteristics including, where
appropriate, the level of risk

Risk analysis invelves a detailed consideration of uncertainties, risk sources, consequences, likelihood,
events, scenarios, contrals and their effectiveness.

f Risk Analysis ;' Risk-analysis can be undertaken with varying degrees-of detail and formality, depending onthe purpose of the
..7”—! __analysis, the availability and reliability of information, and the resources available

Risk analysis involves consideration of the causes and sources of risk, their positive and negative
consequences, and the likelincod that those consequences can occur

Analysis techniques can be qualitative, semiquantitative; quantitative or a combination of these, depending on
the circumstances and intended Use.

Risk analysis should consider factors such as the likelihood of events and consequences

Risk analysis should consider factors such as the nature and magnitude of consequences

Risk analysis should consider factors such as complexity and connectivity

Risk analysis should consider facters such as tirme-related factors and valatility

(_ Risk Analysis 2018
il =7\ Fadors

Risk analysis should consider factors such as the pace of change

Risk analysis should consider factars such as the effectivenass of existing controls

Risk analysis should consider factors such as sensitivity and confidence levels

The risk analysis can be influenced by any divergence of opinions, biases, perceptions of risk and

| judgements.
\ Influence | These influences should be considered.
L HY % Additional influences are the guality of the information used, the assumptions and exclusions made, any e -
\ SR . ¥ | Theseinfluences should be documented .
\ ' limitations of the techniques and how they are executed, fl-
These influences should be communicated to decision makers.
\ Hiahly uncertain events can be difficult to quantify
\ . Highly uncertain events | This can be an issue when analysing events with severe consequences

In such cases, a combpination of techniques should provide greater insight overall

Rigk analysis provides an inputto risk evaluation.

\ .' Risk analysis provides an input fo decisions on whether risk needs to be freated and how.
Risk analysis provides an input

Risk analysis provides an input on the most appropriate risk treatment strategy and methods

The results provide insight for decisions, where choices are being made, and the options invelve different
types and levels of risk.

Figure 6: Requirement tree for Risk analysis process
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8.4 Requirement tree and goal tree for Risk evaluation process

The purpose of risk evaluation is to support decisions.

Info: Risk evaluation involves comparing the results of the risk analysis with the established risk criteria to
determine the significance of risk.

The significance of risk can lead to a decision to- do nothing further

The significance of risk can lead to a decision to consider risk treatment options |

The significance of risk can lead to a decision te undertake further analysis to better understand the risk; "'3L The significance of risk

The significance of risk can lead to a decisicn to maintain existing controls

The significance of risk can lead to a decision to reconsider objectives,

Decisions should take account of the wider context and the actual and perceived consequences for external

and internal stakeholders. 2 Decisions

The outcome of risk evaluation should be recorded.

The outcome of risk evaluation should be communicated.. | The outcome of risk evaluation

The outcome of risk evaluation should be then validated at appropriate levels of the organization.

Figure 8: Requirement tree for Risk evaluation process
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8.5 Requirement tree and goal tree for Risk treatment process
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9. Annex - IRMIS PAM

9.1 Introduction
This Process Assessment Model (PAM) has been produced by Béatrix Barafort in the context of her PhD

studies.

The PAM defined in this document is based on the 1SO 31000 International Standard (published in 2018),
with an integration approach related to the 1SO 9001, 1SO 21500, ISO/IEC 20000-1 and ISO/IEC 27001.
Views of some of these latter standards are also provided.

9.1.1 Definition of a Process Assessment Model

A Process Assessment Model is related to one or more Process Reference Models. It forms the basis for
the collection of evidence and rating of process capability.

A Process Assessment Model provides a two-dimensional view of process maturity.

In the process dimension, it describes a set of processes that relate to the processes defined in the
selected Process Reference Model(s). In addition to information provided in the PRM, processes are
described with a set of indicators (e.g. base practices and work products).

In the capability dimension, the Process Assessment Model describes capabilities that relate to the
process capability levels and process attributes defined in ISO/IEC 33020.

Requirements related to Process Assessment Models are defined in part 6.3 of ISO/IEC 33004.

9.1.2 Foreword

The following writing conventions apply in the below process descriptions:

[ref] refers to a source of information for this PAM element.

[Outcome x]  links this element to a specified Expected Result of the same process.
[BPx] links this element to a specified base practice of the same process.
NOTE x Notes are added to PAM elements to clarify their meaning.
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9.2 PAM process map

TOP MANAGEMENT Process
TOP.01 Leadership

COMMON

Processes

COM.01 Communication management COM.06 Monitoring and review

: COM.07 Non-conformity
COM.02 Documentation management management

COM.03 Human Resource management COM.08 Operational planning

COM.09 Operational
COM.04 Improvement implementation and control

COM.05 Internal audit COM.10 Performance evaluation
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RISK MANAGEMENT
Processes

RIS.01 Risk criteria definition
RIS.02 Risk identification
RIS.03 Risk analysis

RIS.04 Risk evaluation

RIS.05 Risk treatment



9.3 Description of processes

9.3.1 Top Management Process

9.3.1.1 TOP.01 Leadership

Process ID

TOP.01

Process Name

Leadership [ref]

Comment

Ref ISO/IEC 33073 TOP.01

Note 1: “Quality management system” has been replaced by “risk management
framework”; quality policy” has been replaced by “risk management policy”

Process Purpose

The purpose of Leadership is to direct the organization in the achievement of its
vision, mission, strategy and goals, through assuring the definition of a management
framework, a management framework policy, and management framework
objectives.

Process

Outcomes

As a result of successful implementation of the Leadership process:

1. The context of the organisation, including the expectations of its relevant
interested parties, are understood and analysed;

2. The scope of risk management activities is defined, taking the context of the
organisation into consideration;

3. The risk management policy and objectives are defined ; [ref]

4. The risk management framework and operational process strategy is
determined;

5. Commitment and leadership with respect to the risk management
framework is demonstrated.

Base Practices

TOP.1.BP.1 Determine external and internal issues that are relevant to the
organization and analyze their impacts. Determine external and internal issues that
are relevant to the purpose of the assessed organization and that affect its ability to
achieve the intended outcome(s) of its risk management framework. [Outcome 1]

TOP.1.BP.2 Determine the relevant interested parties and analyze their
requirements. Determine the relevant interested parties that are relevant to the risk
management framework and establish appropriate contacts with them. [Outcome 1]
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TOP.1.BP.3 Determine the scope of the risk management framework. Determine
the boundaries and applicability of the risk management framework, taking into
consideration the context of the organization, the requirements of relevant
interested parties and the interfaces and dependencies between activities
performed by the organization, and those that are performed by other organization.
[Outcome 2]

TOP.1.BP.4 Define a risk management policy. Define a risk management policy that
is appropriate to the purpose of the organization. [Outcome 3]

TOP.1.BP.5 Define risk management objectives. Define risk management objectives
at relevant functions and levels, which are measurable, consistent with the risk
management policy. [Outcome 3]

TOP.1.BP.6 Determine process strategy. Determine the management framework
and operational process strategy. [Outcome 4]

TOP.1.BP.7 Integrate the risk management framework requirements into the
business processes of the organization. Ensure the integration of the risk
management framework requirements into the business processes of the
organization. [Outcome 5]

TOP.1.BP.8 Demonstrate leadership by enabling contributions to organizational
effectiveness. Direct and support persons to contribute to the effectiveness of the
risk management framework and support other relevant management roles to
demonstrate their leadership as it applies to their areas of responsibility. [Outcome
5]
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9.3.2 Common Processes

9.3.2.1 COM.01 Communication management

Process ID

COM.01

Process Name

Communication management [ref]

Comment

Ref ISO/IEC 33073 COM.01

In ISO 31000, the purpose of communication and consultation is “to assist relevant
stakeholders in understanding risk, the basis on which decisions are made and the
reasons why particular actions are required”.

Process Purpose

The purpose of Communication management is to produce timely and accurate
information products to support effective communication and decision making.

Process

Outcomes

As a result of successful implementation of the Communication management
process:

6. Information content is defined in terms of identified communication
requirements;

7. Parties to communicate with are identified
The party responsible for the communication is identified.

9. Events that require communication actions are identified.

10. The channel for the communication is selected.

11. Information products are communicated to relevant interested parties.

Base Practices

COM.01.BP1 Define information content. Define information content in terms of
identified communication needs and requirements. [Outcome 1]

COM.01.BP2 Identify parties to communicate to. Identify parties to communicate
with. [Outcome 2]

COM.01.BP3 Identify party responsible for communication. Identify the party
responsible for the communication. [Outcome 3]

COM.01.BP4 Identify communication events. Identify the events that require
communication actions.[Outcome 4]

COM.01.BP5 Select communication channel. Select the channel for the
communication. [Outcome 5]
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COM.01.BP6 Communicate information products. Communicate information
products to relevant interested parties. [Outcome 6]

9.3.2.2 COM.02 Documentation management

Process ID

COM.02

Process Name

Documentation management [ref]

Comment

Ref: ISO/IEC 33073 COM.02

Base Practices of COM.02: first outcomes from ISO/IEC 33073 has been put as last
outcome. Second outcome from ISO/IEC 33073 has become first outcome, and
“Documented information” at the beginning of sentence has been replaced by
“Information”.

Note 1: “Quality management system” has been replaced by “risk management
framework”

Note 2: This process covers “Recording and reporting” from 1SO 31000.

Process Purpose

The purpose of Documentation management is to provide relevant, timely,
complete, valid documented information to designated parties.

Process

Outcomes

As a result of successful implementation of the Documentation management
process:

Information to be documented is identified.

The forms of documented information representation are defined.
The documented information content status is known.
Documented information is current, complete and valid.
Documented information is released according to defined criteria.
Documented information is available to relevant interested parties.

No o,k wnNRE

Documented information is archived, or disposed of, as required.

Base Practices

COM.02.BP1 Information to be documented and managed is identified. Identify
information of internal and external origin to be documented and necessary for the
operation of the risk management framework. [Outcome 1]

COM.02.BP2 The forms of documented information representation are defined.
Identify the forms of information to be stored in the repository. For example, this
may include documents, records, audio content, video content, image content.
[Outcome 2]
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COM.02.BP3 The documented information content status is known. The status of
the documented information content refers to the timeliness of the information
content. This includes the control of changes, for example, by using version control
techniques. [Outcome 3]

COM.02.BP4 Documented information is current, complete and valid. The
documented information contained in the repository is adequately protected (e.g.
from loss of confidentiality, improper use, or loss of integrity). [Outcome 4]

COM.02.BP5 Documented information is released according to defined criteria.
The documented information release status refers to those situations typically where
authorisation is needed, such as in situations where: a) agreements are in force, b)
policies and procedures are approved by management and their use in the
organization is thereby obligatory. [Outcome 5]

COM.02.BP6 Documented information is available to relevant interested parties.
Manage the distribution, access, retrieval and use of documented information
towards interested parties. [Outcome 6]

COM.02.BP7 Documented information is archived, or disposed of, as required.
Manage documented information, including records, through its lifecycle by
addressing the following activities:

- storage and preservation, including preservation of legibility

- retention and disposition.

Note: Records should be protected in accordance with statutory, regulatory,
contractual and business requirements. [Outcome 7]

9.3.2.3 COM.03 Human resource management

Process ID

COM.03

Process Name

Human resource management [ref]

Comment

Ref ISO/IEC 33073 COM.03
Required resources for performing risk management activities are identified in
COM.08 Operational planning process.

Process Purpose

The purpose of Human resource management is to provide the organization with
necessary competent human resources and to improve their competencies, in
alignment with business needs.
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Process

Outcomes

As a result of successful implementation of the Resource management process:
1. The competencies required by the organization to produce products and
services are identified.
2. Identified competency gaps are filled through training or recruitment.
3. Understanding of roles and activities in achieving organisational objectives
in product and service provision is demonstrated by each individual.

Base Practices

COM.03.BP.1 Identify organizational competencies. Identify the competencies
required by the organization. [Outcome 1]

COM.03.BP.2 Fill competency gaps. Fill identified competency gaps through training
or recruitment. [Outcome 2]

COM.03.BP.3 Demonstrate awareness of understanding of role. Each individual
demonstrates their understanding of their role and activities in achieving
organizational objectives. [Outcome 3]

9.3.24 COM.04 Improvement

Process ID

COM.04

Process Name

Improvement

Comment

Ref ISO/IEC 33073 COM.04
Quality management system” has been replaced by “Risk management framework”.
“Management reviews” has been replaced by “Monitoring and review”.

Process Purpose

The purpose of Improvement is to continually improve the risk management
framework and its processes.

Process

Outcomes

As a result of successful implementation of the Improvement process:

Opportunities for improvement are identified.

Opportunities for improvement are evaluated against defined criteria
Improvements are prioritised.

Improvements are implemented.

A R

The effectiveness of implemented improvements is evaluated.

Base Practices

COM.04.BP.1 Identify improvement opportunities. These might arise from the
following sources:
a) The decisions and actions arising from the outputs of the monitoring and reviews;
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b) feedback arising from actions to meet customer requirements and assess
customer satisfaction;

c) actions arising from i) improving products and services to meet requirements as
well as to address future needs and expectations; ii) correcting, preventing or
reducing undesired effects; iii) improving the performance and effectiveness of the
risk management framework. [Outcome 1]

COM.04.BP.2 Evaluate improvement opportunities. Evaluate opportunities for
improvement against defined criteria. The results of analysis are used to evaluate the
need for improvements to the risk management framework, and to the business
processes. [Outcome 2]

COM.04.BP.3 Prioritise improvements. Prioritise the improvements to be made.
[Outcome 3]

COM.04.BP.4 Implement improvements. Implement the selected improvements.
[Outcome 4]

COM.04.BP.5 Evaluate improvement effectiveness. Evaluate the effectiveness of
implemented improvements. [Outcome 5]

9.3.2.5 COM.05 Internal audit

Process ID

COM.05

Process Name

Internal audit /ref]

Comment

Ref ISO/IEC 33073 COM.05

Process Purpose

The purpose of Internal audit is to independently determine conformity of the
management framework, products, services, and processes to the requirements,
policies, plans and agreements, as appropriate.

Process

Outcomes

As a result of successful implementation of the Internal audit process:

1. The scope and purpose of each audit is defined.

2. The objectivity and impartiality of the conduct of audits and selection of
auditors are assured.

3. Conformity of selected services, products and processes with
requirements, plans and agreements is determined.
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Base Practices

COM.05.BP1 Define the criteria and scope of each audit. Define the audit criteria
and the scope of each audit. [Outcome 1]

COM.05.BP2 Select auditors. Select auditors to ensure objectivity and the
impartiality of the audit process. [Outcome 2]

COM.05.BP3 Conduct audits. Conduct audits according to the defined criteria
ensuring objectivity and the impartiality of the audit process. [Outcome 3]

9.3.2.6 COM.06 Monitoring and review

Process ID

COM.06

Process Name

Monitoring and review

Comment

Ref ISO/IEC 33073 COM.06 Management review
Note: “Management review” has been replaced by “Monitoring and review”.

The purpose of monitoring and review in ISO 31000 is: to assure and improve the
quality and effectiveness of process design, implementation and outcomes.

Process Purpose

The purpose of Monitoring and review is to assess the performance of the risk
management framework, to identify and make decisions regarding potential
improvements.

Process

Outcomes

As a result of successful implementation of the Monitoring and review process:

1. The objectives of the monitoring and review are established.

2. The status and performance of an activity or process are assessed in
terms of the established objectives.

3. Risks, problems and opportunities for improvement are identified.

Base Practices

COM.06.BP1 Identify the objectives for monitoring and review. Objectives for
monitoring and reviewing the risk management framework include:

- the status of actions from previous reviews into consideration

- consideration of changes in external and internal issues that are relevant to the risk
management framework

- consider the information on the risk management performance

- consider the feedback from interested parties.

- consider the results of risk assessment and status of risk treatment plan

- consider the opportunities for continual improvement. [Outcome 1]
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COM.06.BP2 Assess status and performance of activities. Management conduct
monitoring and reviews of the organization’s risk management framework to ensure
its continuing suitability, adequacy and effectiveness. [Outcome 2]

COM.06.BP3 Identify risks, problems and opportunities for improvement. Identify
risks, problems, and opportunities related toimprovement, and the need for changes
to the risk management framework. [Outcome 3]

9.3.2.7 COM.07 Non-conformity management

Process ID

COM.07

Process Name

Non-conformity management

Process Context

Ref: ISO/IEC 33073 COM.07
Note: “Quality management system” has been replaced by “risk management
framework”

Process Purpose

The purpose of Non-conformity management is to resolve non-conformities and to
eliminate their causes when appropriate.

Process

Outcomes

As a result of successful implementation of the Non-conformity management
process:

1. Non-conformities are identified.

2. Non-conformities are resolved and closed.

3. The cause(s) of selected non-conformities is determined.

4. The need for action to eliminate the causes of non-conformities is
evaluated.

5. A selected action proposal is implemented.

6. The effectiveness of changes to eliminate the non-conformities is
confirmed

Base Practices

COM.07.BP1 Identify non-conformities. Non-conformities are identified. These
might arise during development and/or production of the product/service, or from
post-production activities e.g. feedback from customers. [Outcome 1]

COM.07.BP2 Resolve and close non-conformities. Resolve and close non-
conformities. When a nonconformity occurs, including any arising from complaints,
the organization
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a) reacts to the nonconformity and, as applicable:
i) take action to control and correct it;
ii) deal with the consequences. [Outcome 2]

COM.07.BP3 Determine cause of non-conformities. Determine the cause of selected
non-conformities.
The organization evaluates the need for action to eliminate the cause(s) of the non-
conformity, in order that it does not recur or occur elsewhere, by:

i) reviewing and analysing the non-conformity;

i) determining the causes of the non-conformity;

iii) determining if similar non-conformities exist, or could potentially occur.

[Outcome 3]

iv)
COM.07.BP4 Determine the need for action. Determine the need for action to
eliminate the causes of non-conformities. Corrective actions are appropriate to the
effects of the nonconformities encountered. [Outcome 4]

COM.07.BP5 Implement selected action proposals. Implement a selected action
proposal. The organisation implements any action needed. If necessary, changes are
made to the risk management framework. [Outcome 5]

COM.07.BP6 Confirm change effectiveness. Confirm the effectiveness of changes to
eliminate the non-conformities. The organization reviews the effectiveness of any
corrective action taken. [Outcome 6]

9.3.2.8 COM.08 Operational planning

Process ID

COM.08

Process Name

Operational planning

Comment

Ref ISO/IEC 33072 COM.08

Process Purpose

The purpose of Operational Planning is to define the characteristics of all operational
and organizational processes, and to plan their execution.

Process

Outcomes

As a result of successful implementation of this process:
1. Process requirements are identified.
2. Process input and output products are determined.
3. The set of activities that transform the inputs into outputs is determined.
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4. The sequence and interaction of the process with other processes is
determined.

5. The required competencies and roles for performing the process are
identified.

6. The required resources for performing the process are identified.

7. Methods for monitoring the effectiveness and suitability of the process
are determined.

8. Plans for the deployment of the process are developed.

Base Practices

COM.08.BP1 Identify process needs and requirements. Identify process needs and
requirements.[Outcome 1]

COM.08.BP2 Determine process input and output products. Determine process
input and output products. [Outcome 2]

COM.08.BP3 Identify documented information to be managed. Identify
documented information of internal and external origin necessary for the operation
of the risk management framework. [Outcome 3]

COM.08.BP3 Identify process needs and requirements. Identify process needs and
requirements. [Outcome 3]

COM.08.BP3 Determine the set of activities that transform the inputs into outputs.
Determine the set of activities that transform the inputs into outputs. [Outcome 3]

COM.08.BP4 Determine the sequence and interaction of the process with other
processes. Determine the sequence and interaction of the process with other
processes. [Outcome 4]

COM.08.BP5 Identify the required competencies and roles for performing the
process. ldentify the required competencies and roles for performing the process.
[Outcome 5]

COM.08.BP6 Identify the required resources for performing the process. Determine
what resources will be required by the risk management framework to achieve its
risk objectives. Make projections of future capacity requirements to ensure the
required system performance. [Outcome 6]

COM.08.BP7 Determine the methods for monitoring the effectiveness and
suitability of the process. Determine the methods for monitoring the effectiveness
and suitability of the process. [Outcome 7]
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COM.08.BP8 Plan the deployment of the process. Plan the processes will be
deployed in order to achieve the risk objectives. [Outcome 8]

9.3.2.9 COM.09 Operational implementation and control

Process ID

COM.09

Process Name

Operational implementation and control

Comments

Source ISO/IEC 33072 COM.09

Process Purpose

The purpose of Operational implementation and control is to deploy and control the
execution and performance of operational and organisational processes.

Process

Outcomes

As a result of successful implementation of this process:

1. The required roles, responsibilities and authorities are allocated.

2. The required resources are allocated and applied.

3. Actions required to achieve the management framework objectives are
implemented.

4. Suitability and effectiveness of the actions taken to achieve the
management framework objectives are reviewed.

5. Deviations from planned arrangements are corrected when targets are not
achieved.

6. Data is collected and analysed as a basis for understanding the behaviour
of, and to demonstrate the suitability and effectiveness of the processes.

Base Practices

COM.09.BP1 Allocate roles, responsibilities and authorities. Allocate the required
roles, responsibilities and authorities. [Outcome 1]

COM.09.BP2 Allocate resources. Allocate and apply the required resources.
[Outcome 2]

COM.09.BP3 Perform process activities. Implement actions taken to achieve the risk
management framework objectives. [Outcome 3]

COM.09.BP4 Review process activities. Review suitability and effectiveness of the
actions required to achieve the management framework objectives. [Outcome 4]
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COM.09.BP5 Correct deviations. Correct deviations from planned arrangements
when targets are not achieved. [Outcome 5]

COM.09.BP6 Collect and analyse data. Collect and analyse data as a basis for
understanding the behaviour of, and to demonstrate the suitability and effectiveness
of the processes. [Outcome 6]

9.3.2.10 COM.10 Performance evaluation

Process ID

COM.10

Process Name

Performance evaluation

Comments

Ref ISO/IEC 33073 COM.10

“Quality management system” replaced by “Risk management framework”

Process Purpose

The purpose of Performance evaluation is to collect and analyze data that will be
used to evaluate the performance of the management framework and the business
processes in terms of the defined objectives.

Process

Outcomes

As a result of successful implementation of this process:

1. Performance monitoring and measurement needs are defined.

2. Performance measures, derived from the performance measurement
needs, are identified.

3. Performance measurement methods, supportive of the performance
measures, are identified.

4. Datais collected using the identified performance measurement methods.
5. The collected performance data is analyzed.

Base Practices

COM.10.BP.1 Determine what needs to be monitored. Determine what needs to be
monitored and measured. [Outcome 1]

COM.10.BP.2 Determine appropriate performance measures. Determine
appropriate performance measures that support the performance measurement
needs. [Outcome 2]

COM.10.BP.3 Determine the appropriate methods for monitoring, measurement,
analysis and evaluation. Determine the appropriate methods for monitoring,
measurement, analysis and evaluation as well as how the results will be evaluated.
[Outcome 3]
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COM.10.BP.4 Monitor and measure the risk management framework performance.
Collect and verify data on the risk management framework performance of the
organization. [Outcome 4]

COM.10.BP.5 Analyse the collected data. Analyze the collected data in order to
evaluate the risk management framework performance, the effectiveness of the risk
management framework as well as the effectiveness of any action taken within the
scope of the risk management framework. [Outcome 5]
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9.3.3 Risk Management Processes

9.3.3.1 RIS.01 Risk criteria definition

Process ID

RIS.01

Process Name

Risk criteria definition

Comment

Specific risk management process

Process Purpose

The purpose of Risk criteria definition is to set and continually update risk criteria
according to scope, context and objectives of the organization.

Process

0Outcomes

As a result of successful implementation of the Risk criteria definition process:

1. Organizational specifications for risk criteria are identified.
2. Risk criteria are set by defining the aspects that characterize a risk

3. Risk criteria are continually reviewed and amended if necessary.

Base Practices

RIS.01.BP1. Identify organizational specifications for risk criteria. [Outcome 1]
RIS.01.BP2. Set risk criteria by defining the way risks are assessed. [Outcome 2]

Note: examples of "aspects/things" to be considered to set the risk criteria, can be
consequences, likelihood, time-related factors...

RIS.01.BP3. Continually review risk criteria and amend if necessary. [Outcome 3]

ISO/IEC 27001
view for BP2

The organization shall define and apply an information security risk assessment
process that:

a) establishes and maintains information security risk criteria that include:

1) the risk acceptance criteria; and

2) criteria for performing information security risk assessments;
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Input Work Product

ID & Name

Output Work Product

ID & Name

Risk criteria

9.3.3.2 RIS.02 Risk identification

Process ID

RIS.02

Process Name

Risk identification

Comment

Specific risk management process

Process Purpose

The purpose of Risk identification is to find and describe risks that might help or
prevent an organization from achieving its objectives.

Process

Outcomes

As a result of successful implementation of the Risk identification process:

1. Relevant information and risk identification techniques are selected
2. Factors of risks and their relationships are examined.

3. Risks are identified, based on factors of risks.

Base Practices

RIS.02.BP1. Gather relevant and up-to-date information for the identification of
risks (appropriate background information where possible) [Outcome 1]

RIS.02.BP2. Select context relevant risk identification tools and techniques.
[Outcome 1]
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RIS.02.BP3. Examine a set of factors for identifying risks (Tangible and intangible
sources of risk, Causes and events, Threats and opportunities, Vulnerabilities and
capabilities ,...) [Outcome 2]

RIS.02.BP4. Identify risks based on factors of risks. [Outcome 3]

1SO 21500 view

For BP1: information comes as the project progresses through its life cycle

For BP4: Identification of risks with a potential negative impact (threats);
Identification of risks with a potential positive impact (opportunities)

Input Work Products: Project plans

Output Work Products: Risk register

ISO/IEC 27001 &
ISO/IEC 27005
views

For BP1: Information comes from the information security risks associated with the
loss of confidentiality, integrity and availability for information within the scope of
the information security management system

For BP4: Identification of assets; Identification of threats; Identification of existing
controls; Identification of existing vulnerabilities; Identification of consequences

Input Work Products: Scope and boundaries for the risk assessment, list of
constituents with owners, location, function, etc.

Output Work Products: A list of incident scenarios with their consequences related
to assets and business processes identification

Input Work Product

ID & Name

Risk management plan
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Output Work Product

ID & Name

Risk register (list of risks)

9.3.3.3 RIS.03 Risk analysis

Process ID

RIS.03

Process Name

Risk analysis

Comment

Specific risk management process

Process Purpose

The purpose of Risk analysis is to determine a level of risk from analysis techniques
and factors of risks.

Process

Outcomes

As a result of successful implementation of the risk analysis process:

Appropriate analysis techniques are selected.

Factors of risks are considered including influences.

A level of risk is determined.

Risk analysis results are recorded.

Risk analysis results are communicated to decision makers.

AW e

Base Practices

RIS.03.BP1. Select analysis techniques that are appropriate depending on
circumstances and intended use. [Outcome 1]

RIS.03.BP2. Identify the factors of risks to consider. These factors can be: likelihood
of events and consequences, the nature and magnitude of consequences,
complexity and connectivity, time-related factors and volatility, pace of change,
effectiveness of existing controls, sensitivity and confidence levels, influences (any
divergence of opinions, biases, perceptions of risk and judgements; additional
influences: the quality of the information used, the assumptions and exclusions
made, any limitations of the techniques and how they are executed). [Outcome 2]
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RIS.03.BP3. Determine a level of risks considering uncertainties, risk sources,
consequences, likelihood, events, scenarios, controls and their effectiveness.
[Outcome 3]

RIS.04.BP4. Record risk analysis results. [Outcome 4]

RIS.03.BP5. Communicate risk analysis results to decision makers. [Outcome 5]

1SO 21500 view

For BP3: Estimate the probability of occurrence of each risk; Estimate the
corresponding consequence for project objectives.

Input Work Products: Risk register; Project plans

Output Work Products: Measured risks

ISO/IEC 27001 &
ISO/IEC 27005
views

For BP1: 8.3.1 Risk analysis methodologies (qualitative, quantitative)

For BP3: 8.3.2 Assessment of consequences (assets identification, assessment of
business impact in terms of Confidentiality, Integrity, Availability); 8.3.3 Assessment
of incident likelihood (likelihood of incident scenarios : quanti or quali); 8.3.4 Level
of risk determination; Issue a list of risks with value levels assigned

Input Work Products: List of identified relevant incident scenarios

Output Work Products: List of risks with value levels assigned

Input Work Product

ID & Name

Risk register (list of risks)

Output Work Product

ID & Name

Risks analysis results (level of risks)
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9.3.3.4 RIS.04 Risk evaluation

Process ID

RIS.04

Process Name

Risk evaluation

Comment

Specific risk management process

Process Purpose

The purpose of Risk evaluation is to support decisions.

Process

Outcomes

As a result of successful implementation of the Risk evaluation process:
1. The significance of risks is determined by comparing analysed risks to risk
criteria.
2. Adecision is made based on the determined significance of risks.
3. Evaluated risks are recorded.
4. Evaluated risks are communicated at appropriate levels of the organisation.
5

Evaluated risks are validated at appropriate levels of the organisation.

Base Practices

RIS.04.BP1. Compare analysed risks to risk criteria.
RIS.04.BP2. Decide what to do for each risk according to its significance.

RIS.04.BP3. Record the evaluated risks issued from the comparison of analysed
risks to risk criteria.

RIS.04.BP4. Communicate the evaluated risks to stakeholders.

RIS.04.BP5. Validate the evaluated risks at appropriate levels of the organisation.

1SO 21500 view

For BP2: Risks are prioritized considering factors such as timeframe and key
stakeholders' risk tolerance.

Input Work Products: Measured risks (probability and consequences)

Output Work Products: Prioritized risks

ISO/IEC 27001 &
ISO/IEC 27005
views

For BP2: Decisions are mainly based on the acceptable level of risk
Input Work Products: List of risks with value levels assigned; Risk evaluation criteria

Output Work Products: List of prioritized risks
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Input Work Product

ID & Name

Analysed risks

Risk criteria

Output Work Product

ID & Name

Evaluated risks record

9.3.3.5 RIS.05 Risk treatment

Process ID RIS.05

Process Name Risk treatment

Process Purpose |The purpose of Risk treatment is to select and implement options for addressing

risk.
Comment Specific risk management process
Process As a result of successful implementation of the Risk treatment process:
Outcomes 1. Risk treatment options are selected by balancing potential benefits against

the costs, effort, or disadvantages of implementation.

2. Selected risk treatment options are specified with appropriate information
for justification, implementation, integration and documentation.

3. Risk treatment plans for remaining risks and new risks are executed.

4. Remaining risks are communicated to decision makers and other
stakeholders.

5. Each risk change to consider is updated.
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Base Practices

RIS.05.BP1. Select risk treatment options. For selecting risk treatment options,
consider the organization's objectives, risk criteria and available resources.
[Outcome 1]

RIS.05.BP2. Specify selected risk treatment options with appropriate information
for justification, implementation, integration and documentation in a risk
treatment plans. [Outcome 2]

RIS.05.BP3. Execute risk treatment plans for remaining risks and new risks.
[Outcome 3]

RIS.05.BP4. Communicate remaining risks to decision makers and other
stakeholders. [Outcome 4]

RIS.05.BP5. Update risk changes in the risk register. [Outcome 5]

1SO 21500 view

For BP1: Insertion of resources and activities into the budget and schedule

For BP2: Risk treatment includes measures to avoid the risk, to mitigate the risk, to
deflect the risk, or to develop contingency plans to be used if the risk occurs.

Input Work Products: Risk register ; Project plans

Output Work Products: Risk responses; Change requests; Risk register

ISO/IEC 27001 &
ISO/IEC 27005
views

For BP1: Selection of appropriate information security treatment options, taking into
account of the risk assessment results

For BP2: Formulate an information security risk treatment plan.

FOR BP3: Determine all controls that are necessary to implement the information
security risk treatment options chosen.

For BP4: Obtain risk owner's approval of the information security risk treatment plan
and acceptance of the residual information security risks.

For BP5: The organization shall retain documented information about the
information security risk treatment process.

Input Work Products: Information security risk treatment plan

Input Work Product
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ID & Name

Risk register

Risk criteria

Output Work Product

ID & Name

Risk treatment plans
Remaining risks

Risk register
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9.4 Process capability indicators for level 1 to 5

The process capability indicators related to the process attributes associated with capability levels 1 to 5
are defined in ISO/IEC 33020. Process capability indicators are the means of achieving the capabilities

addressed by the considered process attributes. Evidence of process capability indicators supports the
judgment of the degree of achievement of the process attribute.
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